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Abstract

With the growing popularity of the Internet of Things, Wireless Sensor Networks also only grow more and
more common in various different forms. However, sensor data is often only useful in connection with
information about where it comes from. For this reason, localization schemes that allow sensor nodes to
localize their positions are a very active field of research. As schemes are refined, localization results grow
increasingly more accurate, but it also becomes more and more important to make localization approaches
more robust against malfunctioning or malicious nodes in the network, as well as network scale attacks. This
thesis presents two approaches, Unchained and Rechained, to monetarily disincentivize the creation of Sybil
identities in decentralized networks, mitigating a common class of network level attacks against localization
schemes. Furthermore, Robustness Enhanced Sensor Assisted Monte Carlo Localization (RESA-MCL)
is introduced, evaluated and compared against previous comparable schemes. Evaluation is performed in
simulations without attacks and under three different attack models that are introduced for the application
field of Wireless Sensor Networks. RESA-MCL outperforms other approaches both without and with attacks
and performs well in both low and high anchor density scenarios (e.g. a localization error of 0.5 is reached at
an anchor density of 0.33), reaching a localization error up to 48 % lower than that of a recent comparable
approach at a similar anchor density. It is shown to be much more robust than other approaches under
attacks while computational complexity is barely increased.
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Chapter 1

Introduction

With advancing technology, Wireless Sensor Networks (WSNk) become more and more prevalent,
having a multitude of applications, ranging from environmental monitoring [6], wildlife monitor-
ing [7]] over to industrial [8] applications. The growing prevalence is also linked to the growth of
Internet of Things ([0T) deployment, as most smart devices will invariably also contain sensors of

various sorts.

1.1 Localization in Wireless Sensor Networks

To make proper use of sensor data measured from [WSNE, it is usually beneficial to know where
exactly the data was gathered. For example, if sensors are monitoring the correct operation
of machinery in the machine park of an industrial installation, when a failure is detected, this
information obviously only becomes useful together with the information of which machine is

failing, otherwise, it would be necessary to search the whole installation.

In the field of wildlife monitoring, tracking the positions of animals is often the very point of
attaching sensors to them to track their migration or movement through a certain area. For example,
Sommer et al. [7] have attached sensors to large bats to trace their movements.

Since location information is of such high importance, many different approaches have been devel-
oped to localize sensor nodes in various scenarios, such as static or mobile networks. Commonly,
in these approaches, a difference is made between anchor nodes, which know their own locations
and broadcast this information, and unknown nodes, which determine their own locations from

the information provided by anchor nodes.
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1.2 Motivation

Given the importance of location information to actually make sense of sensed data, it is also
highly important to ensure that this location data is correct, even if some nodes in the network
are malfunctioning or actively behaving maliciously. Most localization approaches focus on
just optimizing localization accuracy with no regard to failing or misbehaving nodes within the
network.

Overall, the following points have to be considered when designing a robust localization approach
for and the[[oT}

1. Applicability of the approach to a given scenario

2. Hardware and power requirements

3. Robustness regarding network integrity

4. Robustness regarding malfunctioning or malicious anchor nodes

In the following, the challenges in each area will be described.

1.2.1 Applicability

Certain localization approaches are only applicable in certain scenarios, while other approaches
are more general. While more specific approaches can exploit the specific properties of the scenario
they were designed for to increase localization accuracy, this also restricts their use to their specific
domains and may open them up to certain attacks.

For example, an indoor localization algorithm that relies on anchor nodes positioned inside
a building at certain, known positions, will take some effort to adapt to new environments.
Additionally, moving one or multiple of the anchor nodes may be an easy way for an attacker with
physical access to the building to cause incorrect localization results.

Another aspect to be considered is the necessary localization accuracy in a given scenario. In the
indoor case, localization accuracy on the room level can already be sufficient for many purposes,
such as assisting users in navigating a building. On the other hand, an input device used for virtual
reality gaming or simulation might require localization results that are accurate to the millimeter
in order to correctly track the user’s hands.

In many [WSN]scenarios, coarse grained localization accuracy is sufficient, allowing for the use
of range-free approaches, which are based only on connectivity and do not require any type
of range measurements, such as those based on Received Signal Strength (RSS) [9], Time of
Arrival [10], Time Difference of Arrival [11]] and so on. Such range-free approaches
are often very efficient and have low requirements for deployment.
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Another aspect to consider is whether node and anchor node locations are static or mobile. In fully
mobile networks, many assumptions that could be otherwise made, such as the existence of static

anchor nodes with known locations, may no longer apply.

Finally, it is important to determine whether a given scenario allows the use of centralized infras-
tructure or not. Often it is beneficial if nodes can localize themselves without relying on a central
server, as in that case, only location information needs to be transmitted or stored, rather than the
usually bigger amounts of data necessary to perform the localization process, such as neighboring
node lists or similar network topology information.

1.2.2 Hardware and power requirements

and [[oT|devices usually run on battery power. Depending on the use case, even the use of
high capacity batteries may not be possible due to size or weight constraints, such as in the case of
tracking bats by attaching sensor nodes to them [7].

Different types of localization approaches have different hardware and energy requirements. For
example, GPS usually has relatively high power consumption [12]. Approaches relying on Angle
of Arrival (AoA) [13] might require sectored antennas or arrays of multiple antennas to determine
directionality.

1.2.3 Robustness regarding network integrity

For the sake of this work, robustness regarding network integrity shall be defined as localization
being robust with respect to attempts at undermining the integrity of the network. One common
type of attack in this category is the Sybil attack [[14]. In this attack, malicious nodes pretend to
have multiple identities, which allows them to strongly influence various processes in the network.
For example, a malicious anchor node that pretends to be multiple anchor nodes may have a
stronger influence than regular anchor nodes. If an unknown node receives information from two
regular anchor nodes and twenty Sybil identities of a malicious anchor node, its location estimate
will then most likely be mainly influenced by the information provided by the malicious node.

Robustness against this type of attack can be achieved in multiple ways. One type of approach aims
to detect Sybil nodes once they have already appeared in the network and attempts to mitigate the
ongoing attack. For example, Sybil-free APIT (SE-APIT) [15] follows this approach.

Another approach is to prevent Sybil nodes from joining the network by ensuring that nodes
cannot create new identities at will. In a network that is administered by a single entity, nodes
can be equipped with certificates in a standard PKI approach (e.g. as per [16]]). These certificates
will not be forgeable and will prevent nodes from pretending to be other or entirely new nodes,
because they do not have access to valid certificates for the identities of those nodes.

If decentralization is required, or there is no single entity, economic incentives can be used to
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restrict the creation of identities. Proof of Work (PoW) is an approach where participants perform
a computation with a given complexity and easy to verify solution. If identity creation is tied
to the ability of performing such a computation, identity creation will incur a certain cost (time
and power). However, regular users are quite limited in the amount of work they can reasonably
be expected to perform when creating legitimate identities, which makes common [PoW]based
schemes infeasible as found by Priinster et al. [17].

Once the cryptographic integrity of node identities can be ensured in some manner, the overall
communications in the network can be secured using power-efficient, symmetric encryption and
message authentication mechanisms [18], protecting transmitted data from manipulation and

preventing unauthorized nodes from injecting invalid information into the network.

1.2.4 Robustness regarding malfunctioning and malicious anchor nodes

Localization performance can also be affected by anchor nodes if they provide incorrect location
information to unknown nodes. This can either be the case due to a malfunctioning anchor node
that, for example, is no longer able to correctly determine its own location or due to actively
malicious behavior by the anchor node, trying to reduce unknown nodes’ ability to localize
themselves.

1.2.5 Goal

The goal of this work is to find an architecture for localization in and the [[0Tl that keeps
power requirements and hardware costs low, is easy to deploy and addresses both types of
robustness concerns without incurring high computational effort or requiring centralization. The
first requirements (power and hardware requirements, ease of deployment) indicate that a range-
free localization approach will be most suitable, leaving mostly the questions of robustness and
decentralization as open problems to explore.

1.3 Research questions

Following the goals set in Section[I.2.5] the following research questions are defined:
RQ1. How can decentralized Sybil resistant identities be implemented for [NSNk and [[oTF
RQ2. How can localization accuracy be improved in range-free localization for mobile networks?

RQ3. How can the effects of malfunctioning and malicious nodes be mitigated during localization?
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1.4 Thesis structure

The thesis is structured as follows. RQ1 will be addressed in Chapter 2Jand Chapter 3] through the
Unchained and Rechained protocols for identity creation. In Unchained, rather than making users
perform the work for [PoW] it is instead outsourced to existing [PoW] Blockchain networks and
replaced by a monetary transaction, while also not relying on any central authority. At the same
time, offline verifiability of identity proofs is facilitated. Rechained focuses on formal verification

of the protocol, introduces a revocation mechanism for identities and addresses eclipse attacks.

RQ2 and RQ3 are addressed in Chapter@ which introduces Robustness Enhanced Sensor Assisted
Monte Carlo Localization (RESA-MCL), a decentralized, range-free localization scheme that also
mitigates the effects of incorrect location data being transmitted by malfunctioning or malicious

anchor nodes.

Finally, Chapter [5|summarizes the contributions made throughout this thesis.

1.5 Copyright and contribution

Chapter [2| cites the paper titled "Unchained Identities: Putting a Price on Sybil Nodes in Mo-
bile Ad hoc Networks" by Arne Bochem, Benjamin Leiding and Dieter Hogrefe of the In-
stitute of Computer Science, Telematics Group, University of Goettingen, Germany (e-mail:
{bochem,benjamin.leiding hogrefe}@informatik.uni-goettingen.de) [19] verbatim, except for for-
matting and handling of acronyms. The copyright assignment to EAI signed by the authors states
the following, permitting use in this thesis: "The right to reuse any portion of the Work, without
fee, in future works of the author(s) or employer, including books, lectures and presentations in
all media, provided that a citation of the EAl-published work, notice of the Copyright, and EAI
DOl are included." The author of this thesis is the primary author of this work and has contributed
to it significantly, initiating the research, designing the scheme and evaluation methodology and
evaluation as well as writing most of the paper except for mainly parts of Section2.1]and Section 2.2}
The proof of concept implementation was made by Simon Schuler as part of his work as a student
research assistant and was supervised by both Arne Bochem and Benjamin Leiding.

Chapter ]3| cites the paper titled "Rechained: Sybil-Resistant Distributed Identities for the Inter-
net of Things and Mobile Ad hoc Networks" by Arne Bochem and Benjamin Leiding of the
Institute of Computer Science, Telematics Group, University of Goettingen, Germany (e-mail:
{bochem, benjamin.leiding}@informatik.uni-goettingen.de) [20] verbatim, except for formatting and
handling of acronyms and Section It was published in the open-access MDPI Sensors journal
under the Creative Commons CC BY 4.0 license, permitting use in this thesis, as long as attribution,
such as this, is provided. The author of this thesis is one of the two primary authors sharing
equal contribution to this work and has contributed to it significantly, designing and refining the
Rechained scheme and revocation mechanism, analyzing the issue of eclipse attacks, and large
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parts of the evaluation, while Benjamin Leiding has mainly contributed to the formal modeling and
verification of the scheme, to the integration of Decentralized Identifiers (DID5) and to Section 3.2}

Chapter [ cites the paper titled "Robustness Enhanced Sensor Assisted Monte Carlo Localization
for Wireless Sensor Networks and the Internet of Things" by Arne Bochem and Hang Zhang of
the Institute of Computer Science, Telematics Group, University of Goettingen, Germany (e-mail:
{bochem, hang.zhang}@informatik.uni-goettingen.de) [21] verbatim, except for formatting and
handling of acronyms. This paper has been published at the IEEE Access open-access journal
under the Creative Commons CC BY 4.0 license, allowing reproduction as long as attribution, such
as this, is provided. The author of this thesis is the primary author of this work and has contributed
to it significantly, initiating the research, designing the localization approach, performing the
experiments and evaluation as well as writing most of the paper except for parts of Section[d.T|and

Section



Chapter 2

Unchained Identities: Putting a Price on Sybil
Nodes in Mobile Ad hoc Networks

Abstract

As mobile[MANETS and similar decentralized, self-organizing networks grow in number and popularity,
they become worthwhile targets for attackers. Sybil attacks are a widespread issue for such networks and
can be leveraged to increase the impact of other attacks, allowing attackers to threaten the integrity of the
whole network. Authentication or identity management systems that prevent users from setting up arbitrary
numbers of nodes are often missing in MANETS. As a result, attackers are able to introduce nodes with
a multitude of identities into the network, thereby controlling a substantial fraction of the system and
undermining its functionality and security. Additionally, are often partitioned and lack Internet
access. As a result, implementing conventional measures based on central authorities is difficult. This paper
fills the gap by introducing a decentralized blockchain-based identity system called Unchained. Unchained
binds identities of nodes to addresses on a blockchain and economically disincentivizes the production of
spurious identities by raising the costs of placing large numbers of Sybil identities in a network. Care is
taken to ensure that circumventing Unchained results in costs similar or higher than following the protocol.
We describe an offline verification scheme, detail the functionalities of the concept, discuss upper- and
lower-bounds of security guarantees and evaluate Unchained based on case-studies.

2.1 Introduction

Stimulated by the persistent growth and expansion of the [[oT] [22] 23], as well as progressing
digitalization of our daily life, e.g., [24] and [25], wireless ad hoc networks such as mobile ad
hoc networks (MANETE) or vehicular ad hoc networks (VANETs) become more common and
popular. MANETE and their sub-types are often heavily partitioned, with transient connections
occurring between nodes due to their mobility, resulting in a constantly changing network topology.

7
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Furthermore, communication in[MANETE is usually organized in a decentralized manner without
a connection to any central authority or the Internet [26,27]. As a result, these networks are
worthwhile and easy targets for attackers. This raises the issue of providing proper security and
privacy protection mechanisms in order defend them against attacks. Without such, the distributed
nature of MANETE and their lack of a central authentication authority leaves them easy targets
for Sybil attacks. This type of attack is a common issue in large-scale Peer to Peer (P2DP) systems,
where hostile or faulty computing elements threaten the security of the whole network. Single
faulty entities may be able to present multiple identities, thereby controlling a substantial fraction

of the system, consequently undermining its functionality and security [14].

Several techniques focus on preventing Sybil nodes from joining a network at all [28,29]]. Other
approaches attempt to detect them when they are already part of the network [30,31]. One of the
key enablers of Sybil attacks is the absence of a mechanism that prevents attackers from setting
up arbitrary numbers of (virtual) nodes. In[MANETSE, there usually is no central authority that
controls or administers the network. Since detecting Sybil nodes after joining a network is a
cumbersome and inaccurate task, we propose the Unchained protocol which introduces economic
disincentives of introducing Sybil nodes to a network by leveraging blockchain technology and

combining it with an offline verification approach.

Unchained uses blockchain technology to bind ad hoc network node identities to blockchain-based
wallet addresses, i.e. public/private key pairs, and requires a certain deposit to be made on the
blockchain in order to join the network. Circumventing the protocol and introducing a Sybil node
means investing even more financial assets than it would cost to create an Unchained identity the
regular way. Due to its offline verification approach, Unchained operates in environments without
internet access and without direct access to the underlying blockchain, thereby “unchaining"
its security mechanism. This allows its use in [MANETk with no or merely intermittent Internet

connectivity.

The remainder of this paper is structured as follows: Section [2.2]introduces related works and
supplementary literature. Section 2.3|focuses on the operational details of the Unchained approach.
Afterwards, Section[2.4]details security properties of the protocol and explains how to customize the
protocol for various use cases, while Section [2.5|elaborates on different options to handle difficulty
changes in the underlying cryptocurrency. Section[2.6] provides a discussion and evaluation based
on case studies. Finally, Section 2.7 concludes this work and provides an outlook on future work.

2.2 Supplementary Literature and Related Works

This section provides background information and describes related works regarding previous
approaches to solve the issue of Sybil attacks. Section provides general information on the
concepts of blockchain technology, terms and frameworks. Section focuses on related works.
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Block x Block x+1

—)|Hash ofx-1| |Nonce|_|){ Hash of x | |Nonce
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Figure 2.1: Blockchain structure, adapted from [1].

2.21 Blockchain Technology

A blockchain consists of a (theoretically) unlimited number of blocks which are chained together
in a chronological order. Each block consists of transactions that successfully passed a validation
procedure. As illustrated in Figure the collected valid transactions result in a new block that is
added to the existing blockchain. The blockchain concept, also called distributed ledger system, is
most notably known for providing the foundation of the P2P cryptocurrency and payment system
Bitcoin (B) [1].

A key enabler of blockchains is the so called mining process, allowing to achieve a global consensus
on which transactions to include in the next block in a decentralized way. Currently, the most
common blockchain consensus algorithm is based on[PoW] which is used by Bitcoin, Ethereum [32],
and others. When collecting transactions to form a new block, participants have to solve a
computationally hard puzzle that is referred to as PoWl A[PoWlis a piece of data that is difficult to
produce but easy to verify and satisfies certain requirements. Bitcoin’s[PoWlis based on searching
for a nonce (value) that when hashed together with a block header, begins with a number of zero
bits. “The average work required is exponential in the number of zero bits required and can be
verified by executing a single hash" [1]. The varying number of zero bits is used to adjust the
difficulty of finding a valid block. Hardware speed ups and growing user participation in building
blocks result in more computing power being available for the mining process. In order to publish
new blocks in, on avergae, a given time intervals, the difficulty of the PoW]is adjusted depending
on the available computing power. In the case of Bitcoin, the target time per block is ten minutes. In
the case that new blocks are generated too fast, the difficulty increases, if new blocks are generated

too slowly, it is decreases.

As soon as a block with a valid nonce is found, the block is published and attached to the chain. All
participants verify the submitted for correctness, the included transactions for validity and
accept it as the new latest block. Since each block depends on its predecessor, changing the content
of a block requires an infeasible recalculation of all successor blocks. The first user to find a new
block also receives a block reward. In the case of Bitcoin, this reward is, as of December 2017, 12.5 B
plus additional transaction fees. These block rewards have both the purpose of disseminating the
currency among users, as well as incentivizing miners to spend energy on securing the blockchain.

If multiple blocks are found at the same chain height, mining may proceed on either block and the
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longer chain is considered valid.

2.2.2 Related Works

Several other projects focus on Sybil attack prevention and Sybil attack detection in different
network environments, therefore we only highlight some further publications. SybilGuard [33]
is one of the well-known protocols that aims to limit the corruptive influence of Sybil attacks in
peer-to-peer networks. The SybilLimit protocol is an advanced version of SybilGuard and aims
to defend online social networks from Sybil nodes [34]. SybilGuard as well as SybilLimit rely on
human-established trust relationships, hence they cannot be applied to mobile ad hoc networks.

[30] and [31] focus on Sybil attack detection in[MANETS, whereas [35] targets the detection and
localization of Sybil nodes in VANETS. In contrast to these approaches, Unchained focuses on
preventing sybil nodes from joining a network instead of detecting them when they are already
part of the network.

Furthermore, [28] and [36] try to prevent and detect Sybil attacks in sensor networks, whereas
Unchained focuses on mobile ad hoc networks in general.

Blockchains matured and grew in popularity, resulting in various blockchain architectures, e.g.,
Ethereum [32], Qtum [37], or IOTA [38], as well blockchain-based applications and use cases, e.g.,
as a platform for[[oT]applications [39}/40], applications in the automotive sector [41], in the finance
sector [42,43]] or as a part of security and authentication protocols [40,44,/45].

2.3 Unchained Identities in MANETS

When setting up a new network, e.g., a[MANET] each node is equipped with an identity that
uniquely identifies the specific device within the network. When deployed, communicating
devices have to validate each others identities for security and privacy reasons before exchanging
information. The following section describes the general process of creating new identities when
flashing the firmware to a device as well as validating identities. Both of these processes are based
on blockchain technology and do not require any trusted third parties apart from a decentralized
cryptocurrency’s [P2P] network. For illustration purposes, we use the Bitcoin network in the
following sections. However, Unchained can be implemented on all[PoWlbased Blockchains.

2.3.1 Creating a New Identity

The process of creating a new unchained identity is illustrated in Figure2.2and assumes that a key
pair, i.e. public and private key, presenting a Bitcoin wallet address already exists and that it holds
a certain amount of Bitcoin. The amount contained within this address needs to be sufficient to
make the deposit necessary in the first step of the identity creation process. First, the coins in the
Bitcoin wallet are transferred to a pre-defined deposit address (step 2) and the resulting transaction
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Figure 2.2: Creating a new identity.

is mined into a block by the Bitcoin network as part of Blockx (step 3). In the subsequent step 4,
an Identity proof is created based on the information from the minded block. The proof contains
the block header (block number, block hash, difficulty target of the block), the deposit transaction,
hashes for the merkle tree allowing to prove that the transaction is part of the block, the index
number of the deposit address in the block as well as the public key.

Furthermore, a unique NodelD is calculated based on the Hash Message Authentication Code
([HMAJ) as illustrated in Equation 2.1]-[2.3] First, the block’s PoW]hash is used as a key for the
[HMAC calculation in combination with the index number of the deposit transaction in the block.
The purpose of this approach is to prevent attackers from attempting to create node IDs matching
arbitrary attacker defined criteria. Since the ID depends on the deposit transaction, but also on the
block’s PoWlhash, guessing the node ID is equivalent to predicting the correct hash of the next
block of the Bitcoin blockchain and therefore not feasible.

krmac = BlockpowHash (2.1)
TXindex := index of deposit TX in Block (2.2)
nodelD := HMAC (kgmac, TXindex) (2.3)

Finally, the constructed identity proof and the node’s private key are flashed onto the node, which
is afterwards deployed in the network.

2.3.2 Identity Validation

Communication between nodes of a network is an essential functionality of ad hoc network. Before
transmitting application data, nodes verify each others’ identity in a bidirectional manner in order
to secure and protect sensible network data.
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Figure 2.3: Overview of the validation process.

The validation of node identities is performed upon first contact of each two nodes, such as a
two-way handshake or the broadcasting of identity information to let nodes learn about their
neighbors. In the following, we describe how participating nodes verify an identity upon receipt
of its identity proof. A graphical overview of this procedure is given in Figure In the case of a
two-way handshake, the procedure is simply repeated on each side after receiving the identity proof.
Another potential scenario is a number of nodes broadcasting their identity proofs and verifying
received identity proofs, allowing them to connect to surrounding peers when necessary.

First, the structure of the identity proof is validated. A valid identity proof contains a block header, a
deposit transaction, the hashes of a merkle tree proving that the transaction is part of the specific
block, a node ID and the public key of the node, which was also used to sign the deposit transaction.
At this point, it is also verified that the block’s height is above networkParameteryeign: Afterwards,
the block corresponding to the block header is verified based on the hashes from the merkle
tree that is used to verify the transaction’s presence in the block. Next, the node checks that the
difficulty of the block hash matches the difficulty target in the block header and that the difficulty
target is at least networkParameterpinpitriculty for the given block height.

Once these properties are confirmed, the deposit transactions is verified. It contains a payment
greater or equal to networkParameter,mount, Which is sent to the mandatory receiver address
networkParameteryeceiver- The transaction has to be correctly signed with exactly one key pair
that is also used for any future cryptographically secure (encryption, signatures, key exchange)
communications with other nodes and the public key that is included in the identity proof. Finally,
it is verified that the node ID matches the formula given in Equation

If all steps described above are successful, the validation process finsihes and the participating
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nodes may start communicating. Otherwise the received identity proof is discarded and no further

communication is initiated.

2.4 Parameter Choice

In Section we discuss various network parameters that allow adjusting the behavior of
Unchained to suit different use cases. In addition, security properties and considerations are
detailed. Section focuses on pricing an identity.

2.4.1 Network Parameters

First, we describe the network parameters that allow the customization of Unchained to suit
different use cases.

Starting Block Height

The parameter networkParameteryign: defines the minimum block height that is accepted for
identity proofs. The block height is defined by the number of blocks preceding a block on the
blockchain. The genesis block’s block height is zero [46]. The block height corresponds to the block
height at the start of the network’s lifetime. By rejecting identity proofs at lower block heights, there

is no need to consider allowing blocks with significantly lower difficulties.

Deposit Address

networkParameteryeceiver 1S the deposit address to which a transaction, used when creating an
identity proof, sends a certain amount of Bitcoin. The main property of this address is that funds
sent there should not be recoverable by an attacker that is trying to create a large number of
identities. Hence, using transaction fees instead of a deposit is not a viable option since an attacker
may mine a valid block on their own and directly recover all funds. Currently, Unchained provides
three different options that define what happens to the deposit.

The first option is proof-of-burn [47], where an invalid receiving address with no (known) existing
private key is used. As a result, the sent deposit cannot be recovered. This method is secure, but
not elegant since it destroys a certain amount of Bitcoin and the Bitcoin supply is strictly limited
by the underlying Bitcoin protocol.

The second option is that the software of the network secured with Unchained is developed by a
certain entity, or the network is maintained or controlled by a certain entity. The entity may choose
to use an address under its control as the receiving address. This way, the developers or maintainers
of the network could raise funds for further development by receiving Bitcoin through the creation
of identities used by users of the network. As the developers have an interest in keeping the
network secure, this approach is a viable choice that prevents attackers from recovering funds.
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A third approach is to use the donation address of a charity. Unless the charity itself has an interest
in attacking the network or is otherwise compromised, an attacker is unlikely to be able to recover
the funds. If desired by a network operator, they may choose to allow multiple deposit addresses
to be used. Hence, users may choose between different charities when making a donation to create
an Unchained identity.

Deposit Amount

The networkParameter,mount parameter determines the minimum deposit size required to set up a
new identity. The amount is chosen in such a way that it is affordable for those who would like
to participate in the network, while still being high enough to disincentivize the creation of large
numbers of Sybil nodes. For larger networks, the deposit size may be lower since the network may
tolerate higher numbers of spurious identities before an attacker gains a tangible benefit from their
use. Section [2.4.2] details further considerations, limits and implications that depend on the deposit

size.

A potential alternative is to use a small value for networkParameteramount and introducing a big-
ger networkParameterockedamount Value. The first amounts gets sent to networkParameteryeceiver,
while the second amount is sent back to the identity’s owner, but locked up using the
CheckLockTimeVerify output [48] of a transaction or another type of smart contract. The
locktime is equal to the lifetime of the identity. This way users may recover their funds after
leaving the network, while ensuring that the creation of high numbers of concurrent identities still

lock up significant amounts of capital.

Minimum Difficulty

This parameter defines the minimum amount of work that is required to generate a new block that
may be used to build an identity proof. While Section [2.5|details more sophisticated approaches
to control the allowable difficulty of blocks for identity proofs, the most basic way is to set a
simple minimum difficulty parameter networkParameterminpisicuiry that matches the underlying
blockchain’s difficulty at the time of setting up the network using Unchained. Alternatively, a value

slightly below this value may be chosen to allow for drops in network difficulty.

If the parameter is hardcoded, it should be selected sufficiently low. If Bitcoin’s target difficulty
drops below the hardcoded value, it becomes impossible to create further identities. To avoid
this issue, implementations should set networkParameteryinpifficulty dynamically as described in
Section

Updates

Changes in the valuation of Bitcoin, difficulty or simply the general operating environment of
the secured network may change over time. Therefore, it may become necessary to update the
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parameters described above to ensure that the network is operating as desired.

Assuming an entity that is maintaining and developing the network, it is possible to periodically
distributed signed bundles of updated network parameters, including the block height at which this
bundle should take effect. After the bundle is published, users who generate fresh identities should
attach the update to their identity proof before flashing it onto their node. Similar considerations
are also described in Section 2.5 with a special focus on difficulty updates.

2.4.2 Pricing an Identity

An attacker trying to create a large number of identities aims to minimize costs. One option is
to mine a block conforming to the networkParameterminpifiiculty parameter, filling it solely with
deposit transactions, but never publishing it to the Bitcoin network. Since Unchained does not
verify the full blockchain, these transactions do not even require valid inputs. However, mining a
block with valid difficulty and not publishing it incurs a high opportunity cost, as well as energy
cost. Hence, instead of paying for the identities, the attacker pays for the hashing power used to
create the block. While the energy costs may vary, depending on location, the opportunity cost is
easy to quantify and equal to the block reward plus additional transaction fees.

Given the current block size (1 MB), minimum transaction size (224 B) and block reward (12.5 3
plus fees) of Bitcoin, this also leads to an upper limit on the price for one identity, as given in
Equation 2.4} with the current maximum amount given in Equation [2.5|[47,[49}/50].

i TX si
amount,,, = block reward - mm—SIZ,e (24)
max block size
2248

=12.5B- B - 2.8mB (2.5)

Given the current price of Bitcoin as of 2017-10-29 at approximately $10399 [2,3]], the resulting
maximum price per identity is roughly equivalent to $29. Going above this limit makes it cheaper
for an attacker to generate a fake block than simply paying for the identities, as long as fees
and energy costs are disregarded. Most networks will likely set a lower value than 2.8 mB for
networkParameter,mount, in order to make identities more affordable for users and anticipate
volatility with regards to Bitcoin valuation.

2.5 Handling Difficulty Adjustments

Our system has to adapt to changes in the target difficulty of the underlying cryptocurrency. In
the case of Bitcoin, the difficulty is adjusted every 2016 blocks. This is equivalent to roughly two
weeks. These adjustments are made to keep the time interval between each block at, in the case of
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Bitcoin, on average 10 minutes. To handle these adjustments, we propose multiple approaches
with different trade-offs.

Each node keeps a list of accepted target difficulties for each 2016 block interval. If the accepted
target difficulty of an interval is adjusted upwards due to new information, identities confirmed
using blocks with lower difficulty are retroactively invalidated. When the accepted target difficulty
is lowered, it may be prudent to retroactively accept discarded peers into the network. However,
since invalid identities are unlikely to be stored, the second case is unlikely to be implemented.
The different approaches of handling difficulty changes concern the way this list of accepted target
difficulties is updated.

2,51 Maximum Seen Difficulty

The first approach is both simple to implement as well as fully decentralized. The list of accepted
target difficulties is initialized to zero or a known history at the point the node is initialized.
Whenever an identity proof is received by a node, it looks up the target difficulty for that block in
the list of difficulties. If both difficulty values match, the identity is accepted. In case the difficulty
of the received identity proof is lower, the identity is discarded. Alternatively, when the difficulty of
the received identity is higher, it is accepted and the target difficulty in the list is updated. If the
list of accepted target difficulties was initialized with a known history however, these known-good
values should not be overwritten even if an identity with a higher difficulty is encountered.

This solution allows the eventual detection and invalidation of forged identities that were validated
using blocks of insufficiently high difficulty, as long as a connection to an honest node from the
same two week period is made at some point. No infrastructure in addition to the previously

described system is necessary.

As a caveat, this method is vulnerable to a denial of service attack. Assuming an attacker is
able to mine a block targeting a difficulty that is higher than the difficulty of the underlying
cryptocurrency and uses the block in an identity proof, the targeted nodes will update their lists
of target difficulties accordingly, invalidating all regular identities that were generated during
the timeframe corresponding to the malicious block. However, mining a block targeting a higher
difficulty is even more expensive than mining a regular block. This issue can be mitigated by
combining this approach with one of the two following methods. At the same time, this method
can be used as a fallback solution for both of them.

2.5.2 Bundled Updates

Assuming network is run by a single operator, the operator may publish signed messages contain-
ing the target difficulty for each 2016 block range. The message is appended to each identity proof,
setting the target difficulty in the list to the provided value. A drawback of this solution is that, in
case the operator ceases to exist, no further difficulty updates can be broadcasted, leaving new
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nodes unable to join the network. However, when combining this approach with the mechanism
from Section only nodes worried about denial of service attacks need to attach update
messages to their identity proofs. Nevertheless, joining the network without one of these messages
also remains as an alternative. Nonetheless, when the operator ceases operations, the mitigation

for the denial of service attack vector also ceases to be functional.

2.5.3 Majority Vote

Rather than relying on a single operator as in Section [2.5.2} nodes may choose to accept signed
difficulty updates from multiple providers. One or more of these messages may then be attached
to an identity proof. The values of each update provider are stored in the list of target difficulties. In
the event that for any interval mismatching difficulty update messages are detected, the majority
value is considered the true difficulty target. Whenever there is no majority, the highest value is
treated as the true difficulty target. In the case of a majority, nodes might mistrust future update
messages provided by providers belonging to the minority.

This approach has multiple benefits over the previous approach. There is no single point of failure
that prevents the network from growing. Additionally, supposing an attacker is able to trick a
difficulty update provider to forge an update, the result is not necessarily a successful attack, as the
attacker is still missing a majority that accepts the update, Hence, the attacker has to compromise
at least 50 % of the update providers to perform a denial of service attack.

Moreover, this approach is compatible with the solution from Section allowing nodes to join
the network even without access to any signed difficulty update messages.

2.6 Evaluation

The following section focuses on evaluating the Unchained protocol and the provided security
guarantees. Since Unchained’s security guarantees mainly depend on the difficulty level as well as
the token price of the underlying PoW]blockchain, we analyze how changing difficulty levels and
token prices would have affected the Sybil attack prevention mechanism of a fictional MANET]
deployed in December 2016. Section 2.6.1]and Section perform analysis based on the assump-
tion that the Bitcoin blockchain is used, and Section [2.6.3| uses the same scenario based on the
Ethereum blockchain. We choose these two chains for several reasons: First, they are the most
popular and most utilized PoW]blockchains that currently exist. Second, the different changes in
difficulty and price cover important corner cases such as increasing and decreasing difficulties
over time with sudden drops and raises. We assume a scenario of a that was initially
deployed in December 2016 with nodes continually joining and leaving the network and operated
until the time of writing this work in November 2017.
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Figure 2.4: Average daily price in USD and block difficulty level between Dec. 2016 and Nov. 2017
(Source: [2+-4]).

2.6.1 Bitcoin Difficulty Analysis

The difficulty level of the Bitcoin blockchain is adjusted every 2016 blocks, which is equivalent
to 14 days given a blocktime of ten minutes per block. As illustrated in Figure the difficulty
level is steadily rising with two minor exception in August and November 2017. At the same time,
as shown in Figure the Bitcoin price itself also increased almost steadily by a factor of ten
within the last twelve months.

As already discussed in Section 2.4 the lower bound of security guarantees provided by Unchained
is always the lowest level of difficulty and the lowest price per block that occurred during the
existence of the network. Given the initial deployment of our hypothetical MANET]|in December
2016, all nodes joining at later stages have higher security guarantees than the initial nodes due to
an increased block difficulty and price. As discussed in Section[2.4.2} the price is only a theoretical
measurement for security guarantees, since it is up to the network operator to decide the minimum
price of a node’s identity. However, increasing token prices and therefore also increasing block

prices, may also result in more expensive identities thereby raising the bar for a Sybil attacks.

Assuming a setup at the beginning of November 2017, days before the decreasing Bitcoin
price in (see Figure [2.4a)), reflects the exact opposite where it becomes less expensive to introduce
new identities to the system for a short period of time. However, as discussed previously, it is up to
the network operator to decided whether to pick the maximum possible identity-per-block-price or
a lower price. For practical reasons it is likely that most operators pick a lower price and therefore
minor price declines do not affect the security guarantees of our example MANET]a lot. Moreover,
it is also up to the network operator to define a minimum identity-price that is higher than the
identity-per-block-price since it is still unlikely that a malicious entity has the computational power
to mine a block with a matching difficulty level, given the vast hashing power of Bitcoin’s mining

pools.
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2.6.2 Bitcoin Price Analysis

Using the historic price data gathered for Figure going back until July 17th 2010, it is possible
to calculate for each date, on which a network using Unchained could have been started, the highest
drop in price and thus security level experienced by the network. While future developments
cannot reliably predicted, this provides an intuition on the historic worst case performance of
Unchained. In Table the proportion of starting dates that would have lead to a drop on any
subsequent day of at least a given percentage is given. Only for 0.1 % of possible starting dates the
security level would have at any later point dropped below 10 % of the given date.

Drop to Affected started dates
<10% 0.1%
<20% 2.8%
<30% 8.5%
<40% 13.5%
<50 % 18.0%
<60 % 22.8%
<70% 27.2%
<80 % 36.2%
<90 % 49.5%

<100 % 77.5%

Table 2.1: Affected starting dates after which the Bitcoin price drops below a certain percentage of
the given day’s price.

Historically, high drops in security level only occur very rarely. Smaller drops occur more fre-
quently, with almost 50 % of possible starting days experiencing drops of at least 10 % at some
point in the future. While most networks will be able to tolerate smaller drops in security level,
raising Bitcoin prices can also be an issue, as they can make identities too expensive for regular
users. Considering this, for networks intended to exist over long time frames, provisions for an
update mechanism for networkParameter,mount sShould be made. In case mass adoption occurs, the
volatility level of cryptocurrencies and fiat currency is expected to converge. Hence, Unchained’s

level of security will stabilize as well.

2.6.3 Ethereum Difficulty Analysis

Unchained is blockchain agnostic as long as the underlying chain architecture uses a consensus
algorithm. Therefore, we also analyze how the changing difficulty levels and token prices of the
Ethereum blockchain and how this would have affected the Sybil attack prevention mechanism of
our fictional MANET] deployed in December 2016.

Similar to the Bitcoin price, the Ethereum price also increased heavily, starting around $8 in
December 2016 to more than $450 at the end of November 2017, even though the Ethereum price
suffered some decreases in July 2017. Ethereum’s block difficulty, illustrated in Figure also
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increased over the last twelve month. However, a sudden drop occurred on October 16 due to
a difficulty adjusting hard-fork of the Ethereum network [51]]. Nevertheless, even the reduced
difficulty level is far higher than the initial level in December 2016.

As a result, the security guarantee evaluation results are similar to the Bitcoin evaluation of
Section [2.6.1} MANETInodes setup in December 2016 with the initial difficulty are cheaper and
easier to create in terms of identity price and block difficulty. All nodes created afterwards
provided higher security guarantees. When focusing on the timeframe briefly before and after
the difficulty adjustment, identities created before the adjustment are less difficult than identities
created afterwards. The same applies for the price of identities both before and after the price drop
of Ether in July 2016 as illustrated in Figure

In both the case of the Bitcoin as well as the Ethereum blockchain, price and difficulty increased
heavily within the last 12 month. As a result, the lower bound of provided security is defined by
the earliest nodes that joined the test MANET| when created, since their identity proofs depends
on the lowest block difficulty and identity price. All following node identities provide security
guarantees above this lower bound. Furthermore, given the case that the difficulty levels will likely
not increase indefinitely and remain somehow static (with minor fluctuations) at some point in the

future, Unchained’s lower and upper bounds will also converge and be less volatile.

2.7 Conclusion and Future Work

Detecting Sybil node attacks is major issue of large-scale [P2PI networks where malicious nodes
threaten the security of the overall system. After joining a network, detecting such nodes is
a cumbersome and inaccurate task. In this work we introduce a protocol for a decentralized
blockchain-based identity system with offline verification that raises the difficulty of introducing
high numbers of Sybil nodes to a network by providing economic disincentives.

Unchained uses blockchain technology to bind ad hoc network node identities to blockchain-based
wallet addresses, i.e., public/private key pairs. In order to join the network, a proof-of-identity
is created for each device. The proof is derived from a deposit transaction made from the wallet
address to a deposit address and flashed to the node afterwards. Nodes validate each others’
identities using the uniquely generated identity proofs.

Circumventing the protocol and introducing a Sybil node is equivalent to investing more financial
assets than it would cost to create a malicious block on the blockchain. In addition, identity proofs
are designed in such a way that no Internet access or direct connection to the underlying blockchain
is required after the initial setup of the ad hoc network, thereby raising the bar to introduce Sybil
nodes to even highly partitioned networks.

We detail the network parameters and update mechanism of Unchained and discuss upper- and
lower-bounds of security guarantees. Finally, an evaluation based on a hypothetical MANET]
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deployed leveraging the Bitcoin and Ethereum blockchain is used to analyze the protocol’s secu-
rity properties depending on the block difficulty and token prices between December 2016 and
November 2017.

For future work, we plan to generalize the protocol and not only focus on[MANETE or other ad
hoc networks and instead integrate Unchained into [0T] environments. Furthermore, we intend
to explore the feasibility of adapting existing Sybil attack prevention or detection algorithms to
consider the node’s identity proof block difficulty and block price as attributes for their trust scoring
systems.

We also aim to implement and deploy the Unchained protocol on the Bitcoin as well as Ethereum

blockchain and evaluate real-world use-cases.
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Chapter 3

Rechained: Sybil-Resistant Distributed Iden-
tities for the Internet of Things and Mobile
Ad hoc Networks

Abstract

Today, more and more Internet of Things devices are deployed, and the field of applications for decentralized,
self-organizing networks keeps growing. The growth also makes these systems more attractive to attackers.
Sybil attacks are a common issue, especially in decentralized networks and networks deployed in scenarios
with irreqular or unreliable Internet connectivity. The lack of a central authority that can be contacted at
any time allows attackers to introduce arbitrary amounts of nodes into the network and to manipulate its
behavior according to the attacker’s goals, by posing as a majority participant. Depending on the structure
of the network, employing Sybil node detection schemes may be difficult, and low powered Internet of Things
devices are usually unable to perform impactful amounts of work for proof-of-work based schemes. In this
paper, we present Rechained, a scheme that monetarily disincentivizes the creation of Sybil identities for
networks that can operate with intermittent or no Internet connectivity. We introduce a new revocation
mechanism for identities, tie them into the concepts of self-sovereign identities and decentralized identifiers.
Case-studies are used to discuss upper- and lower-bounds for the costs of Sybil identities and, therefore,
the provided security level. Furthermore, we formalize the protocol using Colored Petri Nets to analyze its
correctness and suitability. Proof-of-concept implementations are used to evaluate the performance of our
scheme on low powered hardware as it might be found in Internet of Things applications.

3.1 Introduction

The persistent growth and expansion of the[[oT|[22}23], the progressing digitization of our daily
life [24)25] and the emergence of complex machine-to-machine, or machine-to-human transaction

23
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and interaction scenarios [5] results in a growing popularity of wireless ad hoc networks such as
[MANET5E or Vehicular Ad-hoc Networks (VANETE). While participants of the Internet of Things
should be always connected to the Internet by default,[MANETE and their sub-types are often
heavily partitioned, with transient connections occurring between nodes due to their mobility,
resulting in a constantly changing network topology. Moreover, communication in MANETE is
usually organized in a decentralized manner without a connection to any central authority or the
Internet [26,27]. However, even IoT scenarios have to account for Internet disconnects and short
period of ad hoc organization due to missing coverage or temporary disconnects, e.g., [52,)53].

The growing popularity raises the issue of providing proper security mechanisms. Without such,
the distributed nature of ad hoc networks and their lack of a central authentication authority leaves
them easy targets for Sybil attacks. In a Sybil attack, malicious nodes participate in a network
not only with their own identity, but also present multiple other identities under which they act.
For example, in voting or majority based systems, if left unchecked, this type of attack can allow
an attacker to use a minority of nodes with many identities to overvote outvote the legitimate
participants. Such attacks are very common in[P2Plnetworks and can threaten the overall security
and integrity. Malicious or faulty agents that either by intent or accident act under multiple

identities can end up subverting the system by assuming control of a substantial fraction of it [14].

Many previous works put their focus on the prevention of Sybil attacks by barring misbehaving
nodes from entering the network [28,29]. Another common approach is to detect misbehaving
nodes that act under multiple identities [30}/54]. However, the main reason that such attacks
are possible at all is the fact that there is no mechanism in place, which prevents the creation of
(virtual) identities or nodes in the network. This is usually the case for ad hoc networks or other
networks without access to a central authority that manages and restricts access to the network.
Such a central authority would often require access to an internet connection which may not be
available in the network, or it may be available only intermittently. We previously proposed the
Unchained [19] as a different approach to this issue. Unchained economically disincentivizes the
creation of new identities which could be used to deploy Sybil attacks. The approach is based on
requiring a[PoW] but avoiding the necessity for the user creating the identity to perform this work
by themselves. Instead, it is in effect offloaded to the mining network of a public blockchain and a
direct payment transaction on that network is used to generate an identity creation proof which
may be verified offline.

Both the original Unchained protocol and Rechained, as we propose here, create identities from
such transactions on a blockchain. Since these transactions are signed suing the public/private
key pair of the sender, the identity also becomes tied to this key pair. The actual transaction used
to create an identity has to follow certain requirements, such as a minimum amount of currency
being transferred to one or multiple specific receiver addresses. We propose a way of determining
certain amount boundaries, which ensure that attempting to circumvent the protocol would require
the expenditure of more funds than are required by following it. Unchained focuses on offline
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verification of proofs, in effect “unchaining" its security mechanism and allowing its use in isolated

networks with no internet connectivity.

This work builds on top of the initial Unchained publication [19] as well as a further extension
called UnchainedX [5]]. In the following, we extend the Unchained protocol and its extension to
incorporate the concept of Self-Sovereign Identity (SSI) for network participants and add the
missing functionality of revoking Rechained identities. Moreover, we formalize the protocol using
Colored Petri Nets (CPNE) [55//56] in order to detect and eliminate possible design flaws, missing
specification details as well as thus far undetected security issues [57]. In Rechained we also
consider how scenarios with or with intermittent internet connectivity allow nodes to verify
current blockchain parameters, which is also the reason for the updated name. Finally, we address
the issue of eclipse attacks targeting the Rechained protocol.

The remainder of this paper is structured as follows: Section [3.2]introduces supplementary liter-
ature and related work. Section [3.3|focuses on the operational details and outlines the security
properties of the Rechained protocol. Next, Section 3.4 elaborates on different options to handle
difficulty changes in the underlying cryptocurrency. In Section we utilize [CPNE to create a
formal model of our protocol. Afterwards, Section[3.6|presents an evaluation of Rechained based on
case studies and the previously created models. Finally, Section[3.7]concludes this work and
provides an outlook on future work.

3.2 Supplementary Literature and Related Work

This section provides background information, supplementary literature, and also introduces
related work regarding previous approaches to solve the issue of Sybil attacks. Section[3.2.1]briefly
summarizes the concept of [SSIland while Section[3.2.2 provides general information on the
concept of blockchain technology. Section [3.2.3|focuses on related work.

3.2.1 Self-Sovereign Identities and Decentralized Identifiers

DIDk are a specific instantiation of the[SSIlconcept. It has been proposed and is also currently under
development by the W3C [58]. provide a digital identity representation that is controlled by
the owning entity while at the same time being “independent of any centralized registry, identity

provider, or certificate authority" [58].

A DIDI(did:rechained:123456789abcdefghi) consists of three parts. First, the so-called URL scheme
identifier (did), second the method identifier (e.g., rechained) and last the method-specific
identifier (123456789abcdefghi). The scheme part simply explains that we are handling a The
method identifier defines “how a specific scheme can be implemented on a specific
distributed ledger or network, including the precise methods by which [DIDk are resolved and
deactivated and documents are written and updated" [58] — in our case the Rechained protocol.
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The last part of the example details the unique entity identifier.

A[DIDlcorresponds to an entity and resolves to a document, which is represented by JSON-
LD documents and describes how to use the The document consists of a reference
that links it to the corresponding [DID] public keys that can be used for verification purposes,
authentication methods to authenticate a or the owning entity and service endpoints [58].
Moreover, documents may contain an authentication property, a mechanism “by which a
subject can cryptographically prove that they are associated with a[DIDI' [58]. The authentication
property provides a list of various verification methods, e.g., public keys. Proving control over a
document is exerted by resolving the[DID|to a document according to its method
specification. Proving control over the public key specified in a document is achieved via a
signature-based challenge-response mechanism using the private key corresponding to the public

key.

3.2.2 Blockchain Technology

Figure illustrates the general structure of a blockchain as used by, e.g., the Bitcoin [1], or
Ethereum platform [32]. As the name suggests, a blockchain consists of a sequentially ordered
number of blocks that records transaction events (denoted as TX), e.g., transfer of a cryptocurrency
from entity A to entity B. Each block contains the hash of the previous ancestor block, thereby
chaining all blocks together. Changing a transaction in a block results in a hash mismatch of the
succeeding block. As a result, tampering with one block requires the recalculation of all succeeding
blocks.

Block Header Parent Block Block Header Parent Block Block Header Parent Block
Hash Hash Hash

‘ Transaction Counter ‘ ‘ Transaction Counter ‘ ‘ Transaction Counter ‘

o (o o e o) || || e o ) ||| ) o e ]

Block x-1 Block x Block x+1

Figure 3.1: General blockchain structure — based on [[1]

Different methods for achieving a global consensus on which transactions are included in a
blockchain exist. The most common approach is called [PoWl and is in use by the most used
blockchains Bitcoin and Ethereum [32]. PoW]in the way it is used in Bitcoin was first introduced
as Hashcash [59]. In this approach, the so called mining process works by having many different
parties attempt to solve a computational problem of variable difficulty. Specifically, a search
problem is used, where the hash of a nonce value concatenated with the next block’s block header
is hashed and a hash with a value falling below the predefined difficulty target number is searched.
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This means that the first miner to find a hash with beginning with a certain number of zero bits is
allowed to publish the next block in the blockchain.

The important properties of this process are that the actual difficulty of the search problem can be
adjusted over a wide range, while the result always remains easy to very in constant time (a single
hash operation). Increasing the difficulty target or number of leading zeros, exponentially increases
the average amount of work necessary to solve the problem [1]. Usually, each blockchain has a set
target block time. This is the average time it should take for a new block to be found. Using this as
a target, the difficulty is adjusted to adapt the mining process to the amount of available computing
power. If blocks are found too fast, the difficulty is automatically increased to compensate. If
finding blocks takes too long, it is decreased. In the case of Bitcoin, these adjustments take place
every 2016 blocks, which, with a target block time of 10 minutes, corresponds to around two weeks.

To incentivize the participation in the mining process, miners who find and publish a valid block
may include a special transaction awarding themselves the so called block reward, which also
serves to initially distribute the currency. For Bitcoin, as of June 2020, this block reward amounts
to 6.25 B plus any transaction fees paid by users of the currency to have their transactions included
in the blocks. Once a new block is published, all participants in the blockchain’s network will
verify the validity of the block’s hash, its correspondance to the difficulty target as well the validity
of the included transactions. Each block contains the hash of the previous block, chaining them
together into a blockchain and ensuring that past blocks cannot be tampered with. As the longest
chain, meaning the chain with the highest accumulated [PoW] is considered the valid chain, any
attacker that would attempt to tamper with a past block would have to redo proofs-of-work for all
subsequent blocks while being faster than the rest of the network so as not to fall behind.

3.2.3 Related Work

Sybil attack prevention and Sybil attack detection in different network environments is a topic of
on-going research with various approaches. Thus, we only highlight a selection of related work.
SybilGuard [33] is a well-known protocol that limits the harmful influence of Sybil attacks in [P2D|
networks. The SybilLimit protocol is an advanced version of SybilGuard and aims to defend
online social networks from Sybil nodes [34]. Both rely on human-established trust relationships;
hence they cannot be applied to mobile ad hoc networks or the [oTl Moreover, the correctness of
SybilGuard depends on the fast-mixing property of the underlying social network graph, which

constrains its applicability in [[oT]scenarios.

Other works focus on specific types of ad hoc networks. While [54] focuses on signal strength-based
Sybil attack detection in[MANETSE, [60] targets the detection of Sybil nodes in[VANETE. The latter
deploys monitoring nodes that collect information like distance, angle, or signal-strength with
neighboring nodes and use fuzzy logic on the collected data to detect suspicious nodes. While
the presented solutions are applicable in some MANET] or [oTInetworks, they have quite specific
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requirements, e.g., monitoring nodes, which limits their applicability and adds complexity to the
network in terms of node configuration and computational tasks performed on the nodes. [61]
and [62] try to prevent and detect Sybil attacks in sensor networks. The approaches are either
limited to a particular application scenario (wildfires) or add the cost of additional complexity by
deploying monitoring nodes. In contrast to the approaches presented above, Rechained focuses
on preventing Sybil nodes from joining a network unless they sacrifice a pre-defined amount of
resources instead of detecting them once they are already part of the network. Rechained does not

require any monitoring nodes that collect data and perform extra computational tasks.

[63] rely on a[PoWldependent Sybil node prevention strategy that requires nodes to calculate
proofs-of-work to join a network, a solution that is rarely applicable in energy- and computationally-
constrained scenarios. The authors of [17] briefly outline some limitations of PoW}based Sybil
node attack prevention and question the applicability of PoWI for node identity generation. They
argue that by constraining the PoW] difficulty so that users are willing to wait for it during identity
creation, it will be limited to low costs that are not effective at disincentivizing Sybil attacks.
Rechained however, offloads the actual [PoW|process onto an existing Blockchain, such as the Bitcoin
blockchain, making this argument inapplicable. Instead, the PoW]process is replaced by a direct

payment transaction on the blockchain.

Distributed ledgers and blockchains matured and spread in popularity — most noticeably by
providing the foundation of the cryptocurrency Bitcoin [1]. Inspired by the Bitcoin system, several
further DLT platforms emerged, e.g., Ethereunﬂ Hyperledgelﬂ or Tezosﬂ Moreover, a variety
of applications involving blockchain technology have been proposed, e.g., for [oTlapplications
and platforms [64,65], in the automotive sector [41], in the agriculture industry [66]], or for asset
tokenization [67]].

3.3 Protocol Specification

Our primary consideration is the creation of identities that can be verified without, or with only
irregularly available Internet connections. MANETE may be deployed in situations or environ-
ments without infrastructure, which facilitates Internet access for nodes. In [[oT] or vehicular
applications, nodes may move through areas without connectivity or even remain there for a
longer duration (e.g., underground parking without WiFi). In scenarios without, or intermittent
Internet connectivity, identities are generated before the deployment of nodes and preloaded onto
them.

Specific applications further require resistance against eclipse attacks. In an eclipse attack, an
attacker creates Sybil nodes with identifiers selected to form a neighborhood around a target node

Thttps://ethereum.org/
2https://www.hyperledger.org/
Shttps://tezos.com/
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Figure 3.2: Creating a new identity proof — based on [19] and [5]

according to some distance metric. To prevent this, the identifier of an identity should be selected
randomly in such a way that the owner of the identity has no direct influence on the selection
process. If generating new identities is sufficiently expensive, and there exists a sufficient number
of nodes, it then becomes infeasible to perform such an attack. We design our scheme with this in
mind.

In the following, we present the design of our protocol, i.e., how to create and verify identities, as
well as how our scheme ties into the concept of [DIDks.

3.3.1 Creating Identities

An overview of the binding process for an existing [DIDibased identity,
e.g. did:rechained:123456789abcdefghi, is given in Figure It assumes a pre-defined iden-
tity outside the Rechained context and a corresponding key pair which represents a wallet address.
Alternatively, a non{DID| based identity is instantiated without the linking by creating an
identity using a public and private key pair that will be associated with the created identity and
sends a transaction with a predefined amount to one or multiple predefined addresses. Once this
transaction is mined, the transaction and certain meta data will be used to construct an identity
proof, which will allow network participants to confirm that the identity of the given public key
was created legitimately. The created identity proof can finally deployed on a device to let it join
the Rechained secured network.



30 CHAPTER 3. RECHAINED

We assume that a Bitcoin (or other cryptocurrency) address with public key pub and private key
priv has been prepared for the process and has been funded with the necessary amount of tokens,

e.g., Bitcoin. To explain the process, we first define a number of parameters.

receiver shall be the deposit address for our scheme. During the identity creation process, the
deposit is sent to this address. Possible attackers must not be able to recover the deposit from this
address. In Section we will detail various further properties of this address.

amount shall be the price of creating an identity. This is the minimum amount of cryptocurrency
sent to receiver to create a new identity. More information about the choice of this parameter
can be found in Section

To make it possible to revoke this identity at a later point in time, we follow the basic approach of
BlockVoke [68], which will be explained in more detail in Section For this purpose, the user
generates another separate Bitcoin (or other) address and adds it to the identity proof as well.

To create a new identity, an amount of at least amount is sent to receiver from the address
corresponding to pub (steps 1 and 2). Additionally, an OP_RETURN output is included in the
transaction. OP_RETURN outputs are a way to include an arbitrary 40 byte payload in a transaction.
In this case, it contains the address to be used for revocation purposes. The transaction is mined
into block z of the blockchain (step 3). Subsequently, the block is used to create an identity proof
(step 4) containing the block header (block number, block hash, difficulty target of the block, etc.),
the deposit transaction, the Merkle tree proof hashes necessary to prove that the transaction is part
of the block, the transaction index txIndex of the deposit transaction in the block, the public key
pub and a unique proof ID proofID of at least 128 bit. The proof ID is determined as given in

Equation3.1]-[3.2}

keyHM AC ‘= TBlockHash (3.1)

proofID = HMAC(key ac> txIndex) (3.2)

As the user creating the identity has no influence on the block hash or index of the transaction
within the block, this way of calculating the proof ID makes it resistant to eclipse attacks. Even
assuming that a user collaborates with a miner, influencing the resulting proof ID is costly, since it
requires the miner to discard valid solutions for the[PoW]search puzzle to in order to find a block

hash and transaction index combination that satisfies any given requirements by the user.

The identity proof and private key priv are flashed or otherwise transferred to the device which
uses the generated identity (step 5). The device can then be deployed or otherwise join the network.
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Figure 3.3: Overview of the validation process — based on [19] and [5]

3.3.2 Verifying Identities

Before nodes start communicating, they verify their peers’ identities to prevent Sybil nodes
from entering the network for free. An overview of this process is given in Figure To start
communicating, two nodes exchange identity proofs as part of a two-way handshake. Alternatively,
anode may have received an identity proof for another node through some other method, such as

learning about it from neighboring peers.

First, the structure of the identity proof is verified to ensure that it contains the necessary block
header, transaction data and index, Merkle tree proof, the public key, and the proof ID. Moreover,
it is checked whether the public key matches the private key used during the two-way handshake.

For the next verification step, two configurable parameters minHeight and minDifficulty are
used, which will be further explained in Section[3.4] If the block number from the block header is
higher than minHeight, the block hash corresponds to a difficulty of at least minDifficulty as
well as the block’s own difficulty target and matches the contents of the block header, this part of

the verification process succeeds.

Next, the Merkle tree proof is used to verify that the given transaction is indeed part of the given
block. It is also checked that the transaction sends an amount of at least amount to receiver and

that its signature is correct and can be verified with the public key pub.
Finally, the proof ID is verified according to Equation[3.1]-

If all verification steps succeed, the identity proof is accepted, and communications may take place.

Otherwise, it is discarded, and no further communication takes place between the nodes.

3.3.3 Revoking Identities

Depending on the intended lifetime of the network, it may become necessary to revoke identities.
The most basic mechanism is to give each identity a limited lifetime. However, the drawback is
that identities need to be recreated periodically, incurring unnecessary costs for users who have no

reason to revoke their identities.
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Therefore, we propose the following mechanism to revoke identities, basically following the
approach of [68]. As specified in Section each identity proof contains an additional Bitcoin
address. To revoke this identity proof, enough funds need to be sent to the revocation address
to cover transaction fees for an outgoing transaction. Thereafter, a Bitcoin transaction will be
made from the revocation address containing only an OP_RETURN output containing the six bytes
"RECHND" and the 32 byte transaction ID of the transaction originally used to create the identity
proof. This transaction will then act as a proof of revocation that any node in the network can
verify, if it knows the corresponding identity proof.

When creating their identity proof, users may scan the blockchain for revocations by scanning
for transactions containing only an OP_RETURN output containing the six bytes "RECHND" and
then verifying that the transaction specified by the transaction ID following these bytes could
actually generate a valid identity proof following the usual verification rules. If this is the case, the
proof ID may be added to a list of revoked identities and flashed on the node together with the
identity proof. A user may further include the most recent revocation transactions on the node
and disseminate them through the network to help in preserving its integrity.

3.3.4 Distributed Identities

Previous Section 3.2.1]described the concept of [DID as a specific instantiation of SSIl Rechained
may be integrated with [DIDMbased in two ways. First, a Rechained identity proof is linked as
part of the Authentication field of the document corresponding to the machine identity. The
Authentication field contains verification methods authorized by the subject for authentication

purposes. This way, the Rechained identity proof is used for authentication purposes.

Alternatively, we propose a standalone instantiation of Rechained by implementing a specific
RechainedDID|scheme, e.g., did:rechained:proofID. The generated proofID is used as the[DIDImethod-
specific identifier and “did:rechained" indicates the implementation of a scheme implementa-
tion specifically for Rechained.

3.4 Parameter Choices and Updates

Rechained depends on a number of parameters that can be set up in different ways to make it
suitable for different types and sizes of networks. Depending on the estimated value of an attack,
the cost of identities can be adjusted to either make it easier for users to join the network or to
make it costlier for attackers gain enough identities to perform attacks. An overview of network
parameters is given in Table

3.4.1 Network Parameters

In the following, we explain the configurable network parameters of Rechained.
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Table 3.1: Overview of Rechained parameters

Parameter Description

minHeight Identity proofs have to refer to blocks of at least this height on the chain.
receiver One or multiple addresses that receive the payment for transaction creation.
amount The minimum amount of crypto currency that has to be sent to create an identity.

amountLocked Optional: A timelocked output sent back to the user, with the lock time deter-
mining the lifetime of the identity.
minDifficulty The minimum mining difficulty required for an identity proof to be valid.

Starting Block Height

The parameter minHeight is used to set a certain block height as the minimum height acceptable
to ensure that no identity proofs created prior to the creation of the network can be used. This also
means that no significantly lower difficulty values need to be considered as difficulty tends to go

up over time, as is shown in Section 3.6}

Deposit Address

The parameter receiver is the address that funds have to be sent to to create a new identity. The
main property of this address is that an attacker trying to create a large number of identities is
unable to recover the funds from it in any way. A receiver address has to be used rather than using
the funds as mining fees, since an attacker may be able to collude with a miner or successfully
mine a block themselves, allowing them to recover mining fees. In the following, we present three

options for a receiver address.

The most secure way is proof-of-burn [47]. To burn funds, they are sent to an address with no
knowable existing private key. However, as this method destroys the funds and the supply of

Bitcoin is limited, it is considered to not be an elegant solution.

If the network secured with Rechained is developed or maintained by a certain entity, this entity may
provide a receiver address under their control, i.e., the network operators sell identities. The
funds thus gained are used for further development and maintenance or simply be considered as
profit. Unless there is a conceivable reason for the network operators to attack their own network,

this should also prevent possible attackers from recovering funds after the creation of identities.

Finally, receiver could be the donation address of a charity. In fact, it would be possible to
slightly extend the scheme in such a way, that receiver contains multiple donation addresses
and funds must either be distributed equally among them or sent to one of them according to
the user’s choice. Unless the chosen charities all have an interest in attacking the network or are

compromised in some way, an attacker is highly unlikely to be able to (fully) recover the funds.
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Deposit Amount

The parameter amount sets the minimum amount that has to be send to the receiver address.
The value is chosen in such a way;, that it is high enough to disincentivize the creation of spurious
or malicious identities, while still being affordable for regular users who wish to participate in a
given network. The choice of amount may also be influenced by the expected size of the network,
as smaller networks may be more vulnerable against attacks and may therefore require a higher
amount setting to defend against them. At the same time, the expected value that can be gained
from attacking a network with Sybil identities should also be considered when setting the amount

parameter.

Alternatively, Rechained can be implemented in such a way that a smaller amount is sent to
receiver, while a second bigger amountLocked is sent back to the user creating an identity.
However, the output amount Locked is time locked for the expected life time of the identity using
a CheckLockTimeVerify [48] output. As a result, users recover most of their funds once they
stop participating in the network, while still requiring attackers to acquire a significant amount of

funds up front.

Further considerations on the choice of amount are given in Section 3.4.2}

Minimum Difficulty

The parameter minDifficulty represents a set of different parameters, depending on the current
block height. It is initially set at the time the network is created to the current difficulty, or slightly
lower to compensate for fluctuating difficulty values. Unless overwritten by some sort of update
mechanism as discussed in Section this remains the minimum accepted difficulty for identity
proofs. If an update mechanism is implemented, each period of time between difficulty adjustments
(2016 blocks in Bitcoin, or roughly two weeks) will receive its own minDifficulty value.

3.4.2 Price Considerations

We attempt to disincentivize the creation of Sybil identities by introducing cost to the creation
of identities. Any attacker would attempt to minimize their cost of attack. In networks without
Internet connectivity and rare network parameter updates, an attacker may attempt to do so
by making use of the actual Bitcoin network’s target difficulty and the presumably lower target
difficulty still used by Rechained. Such an attack is performed by cooperating with a miner to
create a block with a target difficulty minDifficulty, filled completely with identity creating
transactions. As this block targets a lower difficulty than the target difficulty of the Bitcoin
network, it is cheaper to mine, but it cannot be published to earn block rewards. This introduces a
significant opportunity cost for any miner cooperating with an attacker, unless the difference in

target difficulties is very large.

An attacker has to compensate the miner for at least the opportunity cost value and most likely
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also has to pay an additional fee. The opportunity cost of creating a block and not publishing
it is easy to quantify as it is equal to the block reward (6.25 B) and any additional fees paid by
transactions. Given the block size limit of 1 MB and a minimum transaction size of 224 B, this
leads us to an upper limit for identity prices as calculated in Equation[3.3}3.4] Above these identity
prices, the opportunity cost of creating a block optimized for identity creation may fall below the
amount spent to create these identities properly.

min TX size

amount,,, = block reward x —M——— (3.3)
max block size
224B
= .2 - = . 14 .
6.25 BTC x MB 0.0014 BTC (3.4)

As of 2021-04-22, the price of Bitcoin is at approximately 52009 USD [2}3], leading to a maximum
identity price of approximately 72.81 USD.

In networks with at least intermittent Internet connectivity, an attack as described above is unlikely
to occur as nodes can easily check if blocks are actually part of the blockchain once they get
online. To do so, the nodes do neither have to download the full blockchain, nor have light-client
capabilities. Instead, they act like super-light clients that just query a trustworthy source of their
choice for the relevant block hashes. The calculations regarding the amount may still be a valuable

guideline for pricing identities.

Blockchain-based 51% attacks

At this point, the possible impact of blockchain-based 51% attacks, where one party controls more
[PoW]hashing power than the rest of the network, should also be considered. Generally, this kind
of attack can be considered a catastrophic event for the underlying network and undermine its
security and public trust. In the case of Rechained, performing a 51% attack would be a highly
costly path of attack, compared to the aforementioned methods. However, if such an attack is
already taking place, an attacker might be able to use such an ongoing attack to create identities
more cheaply. It is expected that the price of a cryptocurrency undergoing a 51% attack would
decline sharply, in turn reducing the costs of creating identities. It might also become possible for
an attacker to bribe the party performing the 51% attack to let the attacker double-spend the funds

used for identity creation.

3.4.3 Updating Parameters

For scenarios where network participants have Internet connectivity at least sometimes, nodes
may check the difficulty at certain block heights and set their corresponding minDifficulty
accordingly. The amount parameter is updated either through signed updates published by the
network operator or one of the mechanisms discussed in the following, except that there is no need
to distribute these updates in a[P2Ptmanner.
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In scenarios without Internet connectivity, the following mechanisms are proposed to keep the
network parameters up-to-date and minimize the impact of difficulty and price changes. They
may also be used in scenarios with intermittent Internet connectivity to bridge offline periods.

Maximum Seen Difficulty

This is a fully decentralized approach that is also easy to implement. Once a node first receives an
identity proof created within a given, so far unknown, difficulty adjustment period of two weeks, it
sets the target difficulty seen in that identity proof’s block as the minDi fficulty for this period if
it is above the networks initial minDifficulty value. If an identity proof is received for a period
that has been initialized in this way, and the new proof’s block contains a target difficulty that is
higher, any previous identity proofs for this period with a lower target difficulty are invalidated
and the minDifficulty for the period is updated ot the new value.

This method allows the eventual detection of identities created using forged lower difficulty blocks
once a connection to an honest node whose identity was issued in the same two weeks period is
made. It does not require any additional infrastructure to operate.

However, the approach is vulnerable to a denial-of-service attack. If an attacker creates a block
for a two weeks period that has a higher difficulty than the target difficulty of the actual Bitcoin
network, all honestly created proofs will be discarded. As creating such a block is even more
difficult than creating a regular Bitcoin block, and it also cannot be transmitted to the Bitcoin
network due to a mismatch in the target difficulty block header field, this attack incurs significant

costs for the attacker.

The method can be used as a fallback method for the following approaches.

Bundled Updates

If the network is run by a single operator, this network operator may publish signed network
parameter messages for every difficulty adjustment period. When creating their identity proofs,
users also download the corresponding update message. When joining the network, the user’s
node distributes the update message together with the identity proof. Nodes receiving the update
message verify the signature and set their minDifficulty and amount for the given period
accordingly. This can be combined with the previous approach to allow nodes to join without
having to retrieve an update bundle. A minDifficulty set through an update message would
never be overridden by a higher difficulty, thus preventing denial-of-service attacks. At the same
time, combining both methods still allows users to keep joining the network through the maximum

seen difficulty approach if the network operator ceases publishing update messages.
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Majority Vote

A more decentralized alternative to the previous approach is for nodes to accept signed difficulty
update messages from multiple providers. Any number of these messages may be provided
together with an identity proof. The difficulty values are stored in a list for each difficulty
adjustment period. If different values are provided by different providers, the majority vote
is treated as the correct difficulty value. If there is no majority, the highest value is treated as the

correct difficulty value.

The approach removes the single-point-of-failure that is present in the previous proposals above. If
an attacker wants to influence the target difficulty for a given period, the attacker has to compromise
a majority of update providers to get their difficulty target chosen. Like bundled updates, this
approach can be used with the maximum seen difficult approach as a fallback option for nodes
unable to provided bundled update messages or in case these messages cease being available at

some point.

3.5 Protocol Formalization

Designing and specifying a new security protocol such as Rechained is a difficult task. Designing
the protocol in such a way that prevents design flaws, security issues as well as incomplete
specifications that pose risks to the protocols stakeholders and the user is yet another challenge [69-
72]. Even in a best-case scenario, issues of a security protocol can pose dangers to the individual
users who rely on it, while in other cases, design flaws and errors bring about serious real world
consequences: The broken encryption of a wireless network [73]] is an example for the first case,
whereas a broken security protocol that grants an attacker access to sensible parts of nuclear power
plants [74] illustrates a more serious threat.

Formal methods, such as Petri nets [75], m-calculus [76] and communicating sequential pro-
cesses [77]], address the posed challenge and are utilized for the design, development and analysis
of new as well as existing protocols, thereby eliminating, or minimizing the security issues of the
targeted protocols [78,/79].

3.5.1 Colored Petri Nets

In the following sections, we formalize the Rechained protocol using [CPNk [55//56] in order to detect
and eliminate eventual design flaws, missing specification details as well as thus far undetected
security issues [57]. [CPNlis a graphically oriented language used to design, specify, simulate as
well as to verify systems. Moreover, it allows describing the states of a modeled system and the

events that cause the system to change states.

[CPNImodels are represented using a directed bipartite graph that consists of places, transitions,
arcs and tokens. Places are denoted as circles and transitions as rectangles. Arcs connect places
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with transitions, or transitions with places and have inscriptions given as Colored Petri Net Markup
Language (CPN-MT) expressions [55,56|80-82]]. [CPN-MTlis an expression programming language
for inscriptions which are used to further specify data types and operations of the modeled system.
[CPNItokens and their colors represent the different data types of the modeled system. The resulting
[CPNImodel “of a system describes the states of the system and events (transitions) that can cause
the system to change state. By making simulations of the[CPNImodel, it is possible to investigate
different scenarios and explore behaviors of the system" [55].

Besides its general suitability for system formalization, [CPNk are especially well-suited for appli-
cation in the context of blockchain-based systems. models are discrete state machines and
change states via transitions. Analogous to this, blockchains are discrete state machines as well,
where the most recent block represents the current state of the system. With each new block, the
system’s state transitions to a successor state. While in[CPNk data structures are represented in
the form of colored tokens, many blockchain platforms also use a data structure concept of tokens
for the same reason. Moreover, blockchain transactions can be easily mapped to token data
structures. Furthermore, [CPNb use [CPN-ML]expressions to specify and implement data types and
operations of the modeled system, which correspond to the functionalities of smart contracts in the
context of blockchain technology. Finally, the hierarchical structure of [CPNImodels can be used to
formalize blockchain-based d Apps (decentralized applications) components of interleaved smart

contracts. Thus, [CPNk are well-suited as a formalism of choice for blockchain systems.

In the following, CPN—Tooltﬂ is used to design, evaluate and verify the[CPNImodels. The result
is a formal specification of the protocol that is used to guide further implementation efforts and
design decisions.

3.5.2 Modeling Strategy

An appropriate modeling strategy is required to map the existing descriptions of the Rechained
protocol as described in Section [3.3]and Section 3.4]to the corresponding elements of a[CPNImodel.
We map the informal descriptions and requirements of Rechained to a formal model using
resulting in a sound formal model. To do so, we first outline the modeling strategy used to create
the [CPNImodels before presenting the resulting [CPNImodels in the subsequent sections.

Rechained organizes and defines the exchange of information between different entities that are
modeled as agents. In software engineering, various agent-oriented approaches exist, such as:
Tropos [83], Gaia [84], Prometheus [85], MASB [86|87] and MaSE [88]. In [89], Mahunnah et
al. introduce a mapping heuristics from agent models to models based on Sterling’s and
Taveter’s [90] sociotechnical requirements-engineering methodology of

In system development and software engineering, good requirements follow certain characteristics.
According to [91}92], requirements address one issue only and are completely specified without

4http://cpntools.org/
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missing information. Moreover, they have to be consistent and must not contradict themselves, or
pose contradictions in correlation with other requirements. Finally, a requirement must also be

atomic and without conjunctions [93]].

@)
MRy

Figure 3.4: Selection of[AOM|notation elements

The methodology allows technical- and non-technical stakeholders to model complex sys-
tems by capturing and understanding their functional- and non-functional requirements. An
goal model relies on three main elements to capture the system requirements and goals
as illustrated in Figure Involved stakeholders are represented as sticky men, usually used
solely for human entities, but this work also comprises [oT] devices, agents, and infrastructure
components. Parallelograms depict functional requirements and are referred to as goals. Non-
functional requirements are depicted as clouds and refer to as quality goals of the modeled system.
The goal model follows a tree-like hierarchy with the root value proposition of the modeled
system at the top. Subsequently, this main goal is decomposed into sub-goals, where each sub-goal
represents an aspect for achieving its parent goal [94]. The goals are further decomposed into
multi-layered sub-goals until the lowest atomic level is reached. Additionally, roles and quality
goals may be assigned to goals and are inherited to lower-level goals.

3.5.3 AOM Model

Figure[3.5presents the[AOM]goal model of the Rechained protocol. The main objective of Rechained is
to disincentivize and price the cost of Sybil node attacks. The main goal is further decomposed into
multi-layered sub-goals until the lowest atomic sub-goal is reached. In the context of Rechained, the
main goal is further divided into the following sub-goals: Create deposit transaction, Mine transaction,
Create identity proof, Validate identity proof and Revoke identity proof. The five quality goals secure,
correct, tamperproof, entity agnostic and automated are attached to the overall main goal of the goal
model, meaning they are relevant and inherited to all sub-goals. The quality goal reliable pertains
to the three sub-goals of Mine transaction, Validate identity proof and Revoke identity proof. In addition,
we list three different roles: The user — either a human, or machine -, the mining entity that performs
the calculations of the underlying blockchain and the validator who validates an identity
proof once received.

Next, the[AOM]|behavior model refines the [AOM]| goal model for specific agents and activities.
A behavior model in[AOMlhas two parts: An agent behavior model is coupled with a behavior
interface model [90]]. The former describes the rule-based behavior of an agent, while the latter
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Figure 3.5: Rechained top-level AOM goal model — extension of [5]

focuses on identifying activities with associated triggers, preconditions and post-conditions [89].

Table .2 presents the behavior interface model of the goals depicted in the goal model of Figure
Each activity is listed with its corresponding trigger, optional pre-conditions and its post-conditions.
The execution of an activity is either triggered by an event, or by a pre-condition after the occurrence
of an event [89].

The Create Deposit Transaction-activity is triggered after providing the required network input
parameters as well as a machine identity (e.g., a network node) and a wallet. Afterwards, as part of
the Mining-activity, the resulting deposit transaction is mined into a new block. During the Create
Identity Proof-activity, the block, the machine identity and the provided wallet are used to create an
identity proof for the node. Finally, the created identity proof is validated as part of the Validate
Identity Proof-activity which takes an identity proof, the network parameter, the machine identity
and the initial wallet to determine whether the identity proof is valid.

3.5.4 Mapping AOM Models to CPN Models

Mapping the created[AOM]goal and the[AOM|behavior interfaces to[CPNlis the final step necessary
to derive a[CPNImodel of Rechained. Table[3.3]and Figure [3.6illustrate the mapping heuristic of
[AOM] goal models to [CPNImodels as well as the mapping of behavior interface models to [CPN]
models.

In the | model, the Rechained protocol execution is modeled using places and transitions
connected by directed arcs. The goals of the[AOM]| goal model are mapped to rectangular [CPN|
transitions. Double-boarded transitions are used to indicate sub-goals and hierarchically structured
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Table 3.2: Behavioral interfaces of activities for Rechained — extension of [5]

Activity Trigger Pre-Condition Post-Condition
Create Deposit | User wants to Network Network parameter,
Transaction create a deposit parameters, machine identity,
transaction machine identity machine wallet,
and machine wallet | deposit transaction
Mining Received de- Deposit/revocation | Block, previous block
posit/revocation transaction, hash, blockchain
transaction previous block difficulty target,
hash, deposit/revo- | deposit/revocation
cation wallet and wallet
blockchain
difficulty target
Create Identity | Deposit transaction | Block with deposit | Identity proof,
Proof mined into block transaction, machine identity,
and user wants to | machine identity machine wallet
create new identity | and machine wallet
proof
Validate Incoming identity | Identity proof, Boolean statement
Identity Proof proof network parameter, | whether the
machine identity provided identity
and machine wallet | proof is valid, or not
Create User wants to Identity proof, Network parameter,
Revocation create a revocation | network parameter, | machine identity,
Transaction transaction machine identity machine wallet,
and machine wallet | revocation
transaction and
identity proof
Revoke Identity | Revocation Block with Identity proof,
Proof transaction mined | revocation machine identity,
into block transaction, machine wallet and
identity proof, identity revocation
identity revocation | list
list, machine
identity and
machine wallet

[CPNImodules. As illustrated in Figure[3.6} the modules and sub-modules of the overall [CPN]

41

model map to the relation between goals and sub-goals of the[AOM]|goal model. The triggers and
pre-conditions of the[AOM]behavior interfaces are displayed as places with outgoing arcs, while

post-conditions are represented by places with incoming arcs [89].

The complete and formalized Rechained [CPNImodel as derived from the[AOMI goal model and the
[AOMlbehavior interfaces and implemented using CPN-Tools is shown in Figure

The[CPNImodel consists of six transitions derived from the five sub-goals of the top-level[AOM]
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Table 3.3: Notation mapping CPN
to AOM - based on [89])

Notation Name

4[> Connecting Arc

Activity
Postcondition

Figure 3.6: Mapping a behavior

ADO Postcondition interface model to a CPN model —

based on [95] and [96]]

Sub-goal or Activity

Trigger or Precondition

Goal

goal model. The protocol flow starts on the left-hand side of Figure [3.7| with the Create deposit
transaction-transition. An infrastructure provider, user, or machine that wishes to create a new
identity triggers the transition by providing the required network parameters as described in
previous sections as well as information relating to the entity’s identity (in the model, a
machine is assumed), i.e., a machine identity consisting of a and a public/private key in
addition to a wallet that corresponds to the used key pair. In case the wallet balance is sufficient
to make a deposit, a matching deposit transaction with the target deposit address is created via
the Create deposit transaction-transition. After that, the transaction is mined into a new block of the
underlying blockchain platform (Mining-transition). The resulting block contains a BlockID, the
hash of the previous block, the blockchain’s difficulty target, and a list of included transactions.
Once the block is mined, an identity proof is created (Create identity proof-transition) according to
the specifications described in previous sections. Next, the resulting identity proof is checked for
validity while passing the Validate identity proof-transition resulting in a Boolean representation of
the validation process’s success or failure. Subsequently, a valid identity proof may be revoked
by the owning entity. To do so, the Create revocation transaction-transition creates a revocation
transaction similar to the deposit transaction, which is mined into the blockchain. Afterward, the
Revoke identity proof-transition allows to revoke an identity proof, register the revoked proofID
with the IdentitiyRevocationList. Once revoked, the identity proof validation fails, and the

model terminates.

The [CPN] token color sets, names, and abbreviations used in the model are introduced in the
following sections, while the complete and executable [CPNImodel is available in Section
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Figure 3.7: Rechained CPN model — extension of

3.5.5 Protocol Semantics

Next, we introduce the[CPNltoken color sets, names and acronyms of the Rechained [CPNJmodel.
token colors represent the data structures of data objects that are used to illustrate the data
flow throughout the[CPNImodel. Exemplary acronyms, names and the description of the token
colors of the[CPNImodel are presented in Table 3.4} The first column specifies the name, followed
by a short description in the second column. The last column lists information concerning the data

types. A complete list of all acronyms, names and abbreviations as well as the description of the
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token colors of the Rechained [CPNImodel is available in Section 3.8

Table 3.4: Exemplary acronyms, names and description of token colors of the Rechained CPN

model — extension of [5]

Token Color Description Type

KeyPair Key pair (pubKey, privKey)

Wallet Blockchain wallet (Address, Balance)

NetworkParameter, | Rechained network parameter (Difficulty,

NP minBlockHeight,
minDeposit,
depositAddress)

Difficulty Minimum PoW difficulty for an Integer

identity proof as defined by the
network operator

minBlockHeight Minimum block height as defined | Integer

by the network operator

minDeposit Minimum deposit to be made for an | Integer

identity proof as defined by the
network operator
depositAddress Deposit address as defined by the String

network operator

Transaction, TX

Structure of a deposit transaction

(ID, from, to, amount,
pubKey, txSig)

Block Blockchain block (ID, prevBlockHash,
BlockchainDiffTarget,
txList)

IdentityProof, IP Identity proof (BlockID, BlockHash,
BlockchainDiffTarget,
TXID, BlockTXList,
proofID, proofSig)

prooflD prooflD as specified by the protocol | String

Machineldentity Machine entity identity (DID, KeyPair)

depositWallet Deposit wallet as defined by the Wallet

network operator

machineWallet Machine’s wallet Wallet

IdentityRevocation- | List of IDs of revoked identity [Integer]

List, IRL proofs

validationResult Result of the identity proof Boolean

validation

3.6 Evaluation and Discussion

The following section focuses on evaluating the Rechained protocol. First, Section and Sec-
tion focus on the evaluation of the security guarantees provided by Rechained. Those mainly
depend on the target difficulty level as well as the token price of the underlying PoWlblockchain.
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Figure 3.8: Average daily price of Bitcoin in USD and block difficulty level between January 2017
and April 2021 - partially based on [5,/19], Data Source [3]

In the context of this work, we choose the Bitcoin and the Ethereum blockchain as the most popular
and utilized chains to deploy a fictional network of Rechained nodes. The combination of
evaluating both blockchains covers important corner cases of changing difficulties and token prices,
such as increasing and decreasing difficulty in combination with sudden price declines and raises.
Our evaluation focuses on the time period from January 2017 to April 2021. Even though neither
future price developments of Ether and Bitcoin, nor the target difficulty can be reliably predicted,
the analysis provides an intuition on the historical worst-case performance of Rechained.

Afterwards, Section [3.6.4] presents the results of the state-space analysis of the Rechained [CPN]
model. Subsequently, Section [3.6.5 presents an Ethereum- and Bitcoin-based proof-of-concept
implementation. Finally, Section critically discusses the evaluation results.

3.6.1 Bitcoin Price and Difficulty Analysis

Figure 3.8| presents the target difficulty level and the token price of the Bitcoin blockchain between
January 2017 and April 2021. The target difficulty level is steadily increasing with minor decreases
in October 2018, October 2019 and March 2020 — the last one caused by the global COVID-19
pandemic. The price of the Bitcoin token follows a similar pattern but with a high-price peak at the
end of December 2017 and higher volatility. The lowest token price (ignoring the low price at the
beginning of our evaluation period) — caused by the largest price-drop — occurs in January 2019.
Very recently, throughout the beginning of 2021, the price has spiked upwards again significantly.

Section [3.4| discusses the lower bound security guarantees of Rechained, which depend on the
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minimum target block difficulty and the lowest token price equivalent per block that occurred
during the existence of a particular network. Figure[3.8|shows that all nodes joining a hypothetical
network later than January 2017 have higher security guarantees than the initial bootstrapping
nodes due to an increased block difficulty and token price — even despite substantial declines of the
Bitcoin price and the target difficulty levels between the end of 2017 and the end of 2018, as well as
a subsequent decline in early 2020; the lowest price and difficulty levels still remains above the
values at the time of the network initialization. Nonetheless, since the minimum price per identity
is determined by the network operator, the token price and the difficulty level only represent a
theoretical measurement for security guarantees. Yet, a higher token price results in an increased
block price, which again results in higher attack costs.

Deploying a network at the lowest price of our evaluation period results in subsequently higher
security guarantees after price gains. However, deploying a network at the highest point in Bitcoin’s
price history, at the beginning of November 2017 — days before the decreasing Bitcoin price as
illustrated in Figure[3.8- decreases the security guarantees, and makes it less expensive to introduce
new identities into the system for a short period of time. Again, the actual pricing of identity proofs
depends on the network operator determining the minimum price of an identity. For practical
reasons, it is likely that most operators pick minimum values below the maximum determined in
Section [3.4.2} allowing for difficulty declines without affecting the security guarantees of a given
network. In case of substantial price and difficulty declines, e.g., between the end of 2017 and the

end of 2018, a price and difficulty network parameter update is recommended.

Upwards price spikes like in December 2017 and the beginning of 2021 can present a concern
with regards to the usability of a network using Rechained. A sharp increase in price will also
increase the costs to join the network. If a network is created during a price spike, the operator
may elect to configure the required amount to be lower to compensate, but if a network is created
and configured before such an increase, it may cause issues. To address this, one of the proposed
network parameter update mechanisms from Section [3.4.3|should be used. Overall, higher prices
are beneficial to the security of Rechained as they allow more freedom and a higher upper bound of
the dollar price per identity when choosing a price per identity as per Equation[3.3} At the same
time, it remains possible to choose lowwer prices per identity as well.

Figure 3.8 only provides an overview of the volatility of the Bitcoin token price and the block
difficulty level. Table 3.5|utilizes the same data set and analyzes the occurrence of substantial
token price declines by calculating, for each possible deployment date of a hypothetical network,
the highest drop in price and thus security level experienced by the network. Price drops are
calculated based on the daily average Bitcoin prices at the end of each given day. A price lower
than the previous day indicates a price decline while the opposite is true for increasing prices. The
probability of dropping, at any point in time during the evaluation period, below 10 % of the initial
security level is 0 % while there is only a 1 % chance of dropping below 20 % of the price at any

point in time.
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Table 3.5: Affected starting dates after which the Bitcoin price drops below a certain percentage of
the given day’s price between January 2017 and April 2021.

Drop to Affected start dates
<10% 0.0%
<20 % 0.8%
<30% 4.6 %
<40% 10.1%
<50 % 22.0%
<60 % 36.3 %
<70 % 43.2%
<80% 52.6 %
<90 % 60.0 %

<100 % 81.1%

Smaller price-drops occur frequently. Almost 76 % of all starting days experience price drops of at
least 10 % at some point in our analysis. However, substantial declines are rare. Most networks
can tolerate some price volatility without relevant declines with regards to the provided security
level. Nonetheless, large price drops or rising token prices are an issue. While price drops result
in lower security guarantees, rising prices may be an issue too since they can make identities too
expensive for regular users. Thus, an update mechanism for the network parameter amount is
recommended in the context of networks that operate for a long time. We have proposed different
mechanisms to perform such updates in Section[3.4.3} Even though price volatility is a major issue
for most cryptocurrencies right now, the volatility level of cryptocurrencies and fiat currency is
expected to converge if mass-adoption of cryptocurrencies occurs. As a result, Rechained’s security

guarantees could be expected to vary less, due to lower price volatility.

3.6.2 [Ethereum Price and Difficulty Analysis

Rechained itself is a blockchain-agnostic protocol. It only requires the underlying blockchain
platform to utilize a [PoWHike consensus algorithm. Therefore, we also analyze the provided
security guarantees for hypothetical Rechained networks when deployed on the Ethereum platform
during the same time period as above. Figure 3.9illustrates the Ether token price and the Ethereum
block difficulty between January 2017 and April 2021. Similarly to the Bitcoin token price, the
Ethereum token price also increased massively between January 2017 and the end of December
2017, followed by a significant drop until April 2018. Subsequently, a price recovery in May 2018
is followed by a further decline until December 2018, before slowly starting to increase again
until February 2020, followed by a decline caused by the COVID-19 pandemic at the end of the
evaluation period and another steep incline at the beginning of 2021. The block difficulty increases
steadily until October 16, 2017 before a sudden drop due to a difficulty adjusting hard-fork of the
Ethereum network [51]. Another drop is shown at the end of 2019. Despite substantial reoccurring

declines of the block difficulty level, even the reduced values were higher than the initial level in
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Figure 3.9: Average daily price of Ether in USD and block difficulty level between January 2017
and April 2021 - partially based on [5}(19], Data Source [4]

January 2017. During the steep incline in price in 2021, the difficulty also increases accordingly. It
appears that in the case of Ethereum, the difficulty is more closer linked to price than in the case of
Bitcoin, where it increased steadily even through a period of lower prices.

The overall behaviour is similar to Bitcoin. Hence, the security guarantee evaluation results
are similar to the evaluation of the hypothetical Bitcoin-based Rechained network assumed in
Section [3.6.1} Network nodes deployed in January 2017 with the bootstrapping difficulty level and
token price are cheaper and easier to create in terms of identity price and block difficulty. All nodes
deployed at later points in time provide higher security guarantees. Identity proofs created briefly
before and/or after the Ethereum difficulty adjustment, as well as the difficulty drop in early 2019
and late 2019, are less difficult to create than identities created at later on. The same applies for
the price of identities both before and after the price declines of Ether in 2018 as illustrated in
Figure As Ethereum seems to have sharp drops in difficulty more often than Bitcoin, it seems
prudent to choose the initial minDifficulty significantly lower than the current difficulty, to
account for such drops in the future, unless timely network parameter updates can be guaranteed.
With respect to the recent increase in price with the beginning of 2021, the same considerations as
with Bitcoin apply as well.

Analogously to Table Table[3.6|analyzes the occurrence of substantial token price declines for
the Ethereum network by calculating, for each potential deployment date of a hypothetical network,
the highest drop in price and thus security level experienced by the network. The probability of
dropping, at any point in time during the evaluation period, below 10 % of the initial security
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Table 3.6: Affected starting dates after which the Ethereum price drops below a certain percentage
of the given day’s price between January 2017 and April 2021.

Drop to Affected start dates
<10% 2.5%
<20% 14.8%
<30% 25.9%
<40% 31.7%
<50% 40.6 %
<60 % 45.8%
<70% 54.3 %
<80% 60.3 %
<90 % 71.5%

<100 % 89.3 %

level is 3.3 %. Drops below 20 % has would have occurred for 19.6 % of possible starting dates.
Almost half of the affected dates experience price drops of 50 %. These values are much higher
than the values for the Bitcoin network as presented in Table Thus, the Bitcoin-based Rechained
solution provides more certainty and more steady security guarantees than the Ethereum-based
implementation — at least based on the analysis of past events which is, of course, not indicative of

future prices and volatility.

3.6.3 Transaction Fee Analysis

Storing data on a[PoW}base chain such as the Bitcoin blockchain incurs costs that correlate with
the transaction size. As suggested in [68], a revocation transaction in the Bitcoin network with
a payload of 40 bytes has a size of fewer than 283 bytes. Since Rechained does not depend on
fast transaction processing, it is unnecessary to aim for a high mining priority by paying high
fees. In March 2020, the cost of a transaction averaged around $0.001751 per byte. As a result, a
revocation transaction of 283 bytes on the Bitcoin platform cost $0.496 [68]. However, the most
recent Bitcoin hype increased the transaction fees heavily. In March 2021, the cost for the same
revocation transaction increased to $6.281 with an average price of $0.022194 per byte [97,98].

Despite the drastic increase in transaction costs, we do not expect any long-term disadvantages for
Rechained for several reasons. First, Rechained does not explicitly rely on the Bitcoin blockchain.
Instead, all PoW}hbased blockchain platforms can be used as an alternative. Second, we expect
the transaction fees to decline in the long run, either due to an end of the hype or as part of the
widespread adoption of Bitcoin as a payment processing network. Finally, high transaction fees

are addressed in various proposals that aim to reduce the fees, e.g, [99,{100].
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3.6.4 CPN State-Space Analysis

Next, we evaluate the Rechained [CPNJmodel by performing a state-space analysis, which we use to
derive model properties and explain their implications. A state-space calculates a directed graph
of all reachable states and state changes of a given[CPNImodel. The nodes of the graph correspond
to the set of reachable markings, and the arcs correspond to occurring binding elements [56].
Properties of the model — and the system presented by the model — are deduced from
the resulting graph. The state-space analysis used in this work is generated using the built-in
functionalities of CPN-Tools. Subsequently, we calculated the Strongly Connected Component
(SCO) of our [CPNJmodel based on the state-space analysis’s previously generated directed graph.
The nodes of the are "obtained by making a disjoint division of the nodes in the state space
such that two state-space nodes are in the same if and only if they are mutually reachable, i.e.,
there exists a path in the state space from the first node to the second node and vice versa" [56].
Properties derived from the SCCmay imply one or more cycles in case the contains fewer
nodes than the state-space graph of the model.

The state-space analysis results and selected properties derived from the analysis of the Rechained
model are presented in Table while the complete state-space analysis is available in
Section 3.8

Table 3.7: State-space analysis results of the Rechained CPN model

Loops Home Dead mark- | Dead Live
markings | ings transitions | transitions
No No Yes No No

As shown in Table none of the tested modules contain any loops. Thus, no infinite occurrences
of execution paths in the state-space graph exist, which guarantees the termination of the model.
The state-space analysis also shows the absence of any home markings. A home marking is a
marking that can be reached from any other reachable marking, meaning that it is impossible to
have an occurrence of a sequence that cannot be extended to reach the home marking. The occurring
dead markings are caused by customized input values that prevent a state-space explosion. “A
dead marking is a marking in which no binding elements are enabled" [56]]. The existence of at
least one dead marking guarantees a termination of executable actions at a certain point, thereby
preventing infinite runtime. The existence of a dead marking implies that the CPN model does not
have a live transition. “A transition is live if from any reachable marking we can always find an
occurrence sequence containing the transition" [56]]. Finally, the state-space analysis did not yield
any occurrences of dead transitions. A transition is considered dead if there is no reachable marking
that enables the transition. Therefore, in the context of the Rechained CPN model, all transitions of
the model can be potentially enabled at a certain point during the protocol execution [56].
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3.6.5 Proof-of-Concept Implementation

Previous sections evaluated Rechained with regards to the provided security guarantees based on
the underlying blockchain platform and cryptocurrency. Moreover, a state-space analysis using a
formal CPN model was conducted. However, the real-world applicability and feasibility within
the context of [[oT] devices has not been covered yet. Thus, a proof-of-concept implementation
of the original Unchained protocol based on the Bitcoin and Ethereum blockchain was created —
the repositories are available onlineﬁl The implementations use public/private key pairs instead
of thereby reducing development overhead and do not yet contain revocation support.
However, this does neither affect provided security guarantees, nor the performance of the proof-
of-concept. The implementations are evaluated using common[oTlhardware, i.e., the Raspberry Pi
3 platform.

The size of an identity proof varies depending on the blockchain platform as well as the size of the
block containing the proof transaction. Bitcoin-based proofs require between 10KB-50KB of storage
and can be verified in about two seconds using a Python based implementation. Both runtime
and proof size could most likely be optimized further for actual use in production. The Ethereum
proofs consume around 50KB-150KB of storage, but take around 60 seconds to be verified. The
slow verification processing is caused by a deliberate design choice of the Ethereum hash function
Ethash [101], which was designed to achieve ASICS resistance. Therefore, deploying Rechained on
a Bitcoin-like PoW]blockchain is more practical even though other[PoW]blockchain platforms that
do not rely on Ethash or similar algorithms with the same property are suitable as well.

Since the identities are deployed to networks by the network operators or device manufactures,
we assume that the proofs itself are not generated on the actual devices — hence, we do not conduct

any performance benchmarks for creating proofs on the Raspberry Pi 3.

3.6.6 Discussion

While the integration of in the context of Rechained allows for an effective mechanism
to disincentivize and accurately price Sybil node attacks, the presented solution still misses a
comprehensive integration into industry-standard implementations, e.g., for vehicle-specific use
cases, the recently presented vehicle identity standard [102]. Integrating the vehicle identity
standard, which uses a[DID}structure, with Rechained identity proofs is desirable.

Evaluation limitations of the Rechained CPN model result from the customized input statements
of the model as well as the modeling process itself, which requires several simplifications, e.g.,
neither the Bitcoin nor the Ethereum consensus algorithm and mining process were implemented
in the CPN model. Furthermore, we simplified data structures of the Rechained protocol and

Shttps://github.com/bleidingGOE/unchained-cli-btc or https://codeocean.com/capsule/
7153326/tree/vl

®https://github.com/bleidingGOE/unchained-cli-eth or https://codeocean.com/capsule/
1342035/tree/vl
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the blockchain platform, e.g., no Merkle trees, blocks have no nonce, a simplified calculation of
Rechained'’s proofID calculation. Further limitations originate from the limited scripting capabilities
of CPN-Tools, e.g., the implemented hashing function does not provide real hashing properties.
Similar applies to the symbolic implementation of public-key cryptography which only allows for
the symbolic signing of hashed data records.

Since Rechained is a cryptocurrency-based protocol, it suffers from volatile cryptocurrency prices
that complicate its everyday use.

Finally, Rechained may allow network operators to determine the cost of a Sybil node attack, but
it does neither fully prevent such an attack, nor does it help to actually detect the Sybil nodes.
However, depending on the scenario, Blockchain analysis techniques [103] could be employed to
help identify identities created by the same entity.

3.7 Conclusion and Future Work

Once Sybil nodes have entered a network, detecting them can be an error-prone and cumbersome
process. In this work, we propose Rechained, which introduces a direct and adjustable per-identity
cost and disincentivizes Sybil attacks even before they start. Our protocol is fully decentralized
and uses public blockchains to offload the PoW]process, while at the same time providing offline
verification and identity revocation mechanisms. Rechained is formally evaluated by means of
[CPNE, includes revocations and support for [SSIl

Our analysis shows that circumventing the security mechanisms of Rechained incurs equivalent or
higher costs for an attacker than following the protocol as intended, showing the suitability of the
scheme for disincentivizing the creation of spurious or malicious identities.

To create new identities, which can even be used in scenarios where eclipse attacks have to be
considered, Rechained binds blockchain-based wallet address (i.e. cryptographic public and private
key pairs) to identities. During this process, an identity proof is generated, which can be verified
offline. The identity proof further contains an unpredictable proof ID. Identity creation has an
adjustable price tag and different types of payment (i.e., to a network operator, to charity or proof of
burn) are described. When connecting to a network secured by Rechained, nodes exchange identity
proofs and verify them before proceeding to connect. The generation of separate revocation proofs

is also supported.

Cryptocurrencies are somewhat notorious for their highly volatile prices, but our analysis shows
that even in the worst case, this volatility impacts the security of Rechained only to a very limited
degree. Network parameter update mechanisms allow further adjustment in case of price or
difficulty changes. For networks with at least intermittent Internet connectivity, we describe
different ways of adjusting network parameters to accomodate a changing environment. At the
same time, we detail approaches that can be used to keep the network’s configuration in working
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order even in the complete absence of Internet connectivity, making Rechained suitable for many

different operating environments.

We also formalize the protocol by means of to analyze its properties and behavior and
provide a basic proof-of-concept implementation that shows the suitability of Rechained for low
powered nodes, such as those that may be found in Internet of Things applications.

In the future, we plan to investigate the feasibility of implementing our scheme on blockchains
based on other consensus mechanisms than [PoW] as it is often criticized for its high energy
consumption. We also plan to evaluate further[[oT|use-cases for Rechained in the real world. Finally,
employing blockchain analysis techniques should be investigated as it could be a promising
approach for identifying possible attacks that occur despite the economic disincentivization.

3.8 Appendix: Rechained Protocol Formalization

All data is available via IEEE DataPort: http://dx.doi.org/10.21227/e5tk—-3y77
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Chapter 4

Robustness Enhanced Sensor Assisted Monte
Carlo Localization for Wireless Sensor Net-

works and the Internet of Things

Abstract

With distributed sensor systems commonly found in Wireless Sensor Networks or the Internet of Things,
knowing the location sensor data was acquired from is very important, especially in scenarios with mobile
sensors. Range-free Monte Carlo Localization based approaches are very energy efficient and do not require
additional hardware beyond a radio, which is found on sensor nodes anyways. However, the use of motion
sensor data based dead reckoning greatly improves the accuracy of location estimates and increases robustness
against faulty or malicious actors within the network. In this work, we propose Robustness Enhanced Sensor
Assisted Monte Carlo Localization (RESA-MCL). We show RESA-MCL'’s effectiveness with respect to both
general localization accuracy and robustness against malicious attacks or malfunctioning nodes. To evaluate
and compare our scheme against existing approaches, we introduce three attack models based on malicious
anchor nodes. The performance of RESA-MCL is evaluated under these attack models and our approach
outperforms existing schemes in both very low and higher anchor node density environments, achieving
a localization error of 0.5 with an anchor density of 0.33. Overall, RESA-MCL outperforms comparable
approaches at lower anchor densities with up to 48 % lower localization error and demonstrates strongly

increased robustness against attacks with minimal computational overhead.

4.1 Introduction

In today’s world, more and more devices with various types of sensors, as well as [WSN|
are getting deployed to cover a wide range of scenarios, from smart homes [104], decentralized

initiatives by volunteers for measuring air quality [105], [106], over industrial uses [8] to wildlife
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monitoring [7]. To make sense of the gathered data, it is important to know where it was measured.
In the case of, for example, a[WSNIwith fixed nodes, the installation points of each sensor can be
noted, but many applications rely on mobile sensors, which makes it necessary for sensor nodes to
be able to determine their locations dynamically.

The most common approach to this is the use of the Global Positioning System (GPS). However,
the use of [GPS has a number of disadvantages. The sensors are relatively costly and consume high
amounts of power. They also rely on being able to receive satellite signals, which makes indoor
operations impossible and also leads to reduced accuracy in certain outdoor environments. To
mitigate the first two points, a solution is to equip only a small subset of nodes with [GPYsensors.
These nodes then act as so-called seed or anchor nodes, which assist other nodes in localizing
themselves. Instead of using mobile anchor nodes equipped with[GPI sensors, the use of static
anchors with preset locations is also a common approach.

Different types of localization algorithms exist. They can be mainly divided into range-based [107],
[108], [109], [13], [10] and range-free approaches [110], [12], [111], [112]. In range-based approaches,
unknown nodes (non-anchor nodes trying to localize themselves) must actively determine the
distance to anchor nodes or the angles of incoming radio signals. Common measurements used in

such approaches include [ToA][10], TDoAJ[11]], [13], and [RSS [9].

A popular technique is to use along with an appropriate propagation model to estimate
the distance between an unknown node and an anchor node. This solution is based on the
assumption that the decreases proportionally with increasing distance from the transmitter.
However, certain limitations need to be considered. For example, in[TDoAlbased solutions highly
precise clock synchronization between nodes must be guaranteed; it’s important to consider the
multipath, Non Line of Sight conditions and array calibration in [AoAlbased solutions;
radio noise levels, multipathing and measurement errors can affect the performance of
based solutions [10]. Generally speaking, range-based approaches typically require additional,
specialized hardware, clock synchronization and have higher power consumption, which enables
the active measurements that have to be performed by unknown nodes. In addition, the inherent

limitations of each type of measurement can affect localization accuracy in certain situations.

In order to reduce complexity, hardware dependency and energy costs, research is conducted on
range-free solutions which are usually based on connectivity alone. Since no active measurements
are required from the unknown nodes, these approaches are easier to implement and also have
lower deployment costs. A well-known representative approach in this category is the Monte Carlo
Localization (MCL) algorithm, which was adapted for localization in mobile by Hu and
Evans in 2004 [110]. Unlike approaches designed for partially or fully static networks, MCLtwork
to move arbitrarily over time and uses the movement to improve localization performance. The
probability distribution of each node’s current position is represented as a set of weighted samples
(particles) in [MCLare outside the communication range of anchor nodes are eliminated by a
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Bayesian filtering process. The estimated node’s location is the average of all remaining samples
after the filtering process. MCLidware and is suitable for both mobile and static scenarios. However,
[MCLIs performance quickly degrades in situations where connectivity between unknown nodes
and anchor nodes only occurs rarely. Therefore, guaranteeing a high anchor node density is very
important when applying

The various approaches presented so far have not considered the security aspects of localization.
If malicious nodes that publish erroneous locations are present in the network, these approaches
may not work as well as shown in their experiments. Even in the absence of malicious nodes,
performance degradation or even collapse of the entire system may occur if a subset of the anchor
nodes does not function properly. For example, in approaches where anchor nodes are statically
distributed in the environment, if one or multiple of the anchor nodes do not work, normal nodes in
the vicinity of these anchor nodes will not be able to obtain the information required for localization
such as [TDoA| etc., which will eventually lead to localization failure. Therefore, to make the
proposed approaches more suitable for real-world scenarios, anchor node malfunctions need to be
considered in the development of the localization algorithms.

In this work, we propose[RESA-MCT] which both achieves a higher localization accuracy compared
to previous schemes and also improves the localization scheme’s robustness against incorrect
information being broadcast by malicious anchor nodes. To achieve this, continuously
employs dead reckoning, as described by Hartung et al. [12], instead of only using it when out
of anchor range like the original Sensor Assisted Monte Carlo Localization (SA-MCT]) scheme.
detects malicious anchor nodes through motion-based plausibility checks and limits
the influence that malicious nodes can exert on the location estimate through a novel particle
subsetting technique. We thoroughly analyze the performance of [RESA-MCT] under different
attack models with up to 90 % of anchor nodes acting maliciously and motivate parameter choices
in data-driven manner.

The contributions of our paper can be summarized as follows: (1) We propose the RESA-MCT]
scheme, which achieves higher localization accuracy (up to 48 % lower error than comparable
recent approach) in fully mobile low anchor density situations than comparable schemes with low
computational complexity while also including robustness enhancements to mitigate attacks. (2)
Specific attack models for scenarios with malicious or malfunctioning anchor nodes are defined.
(3) [RESA-MCL] and previous approaches are evaluated and compared under three different attack
scenarios. (4) Robustness enhancements in[RESA-MCIlgreatly improve its performance in all attack
models compared to approaches without robustness enhancements. (5) Thorough experimental
evaluation including ablation experiments are used to verify the favorable properties of the
scheme, such as low localization error at low anchor densities and resistance against attacks.
(6) An optimized version of the original [110] simulator—including implementations of
BA-MCT][12] and RESA-MCT}—is provided to ease future evaluation and comparison with other
approaches.
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The structure of this paper is organized as follows: Section[#.2]reviews related works. In Section[4.3]
we describe our proposed scheme in detail. Our evaluation methodology and results are shown in
Section[4.4] Finally, we present conclusions and future works in Section

4.2 Related Works

Various localization algorithms for[WSNE /loT|have been proposed in recent years. Concerning our
work, the consideration of security aspects in localization is the most relevant factor. Therefore, we
present overviews of related works classified into four groups: range-based, range-free, Artificial
Intelligence (Al)-based and security-aware approaches.

4.2.1 Range-based approaches

As introduced in section 4.1} many range-based localization approaches have been proposed. Luo
et al. proposed an[RSStbased Localization using Uncertain Data Mapping (LUDM) for [107].
Simulation results show that the proposed approach outperforms other solutions in terms of the
absolute mean localization error. However, the four anchor nodes are statically fixed at the corners
of the experimental area. Moreover, the localization accuracy may decrease greatly when resorting

to the attenuation model to improve the generality in unknown localization environments.

In 2019 Wang et al. proposed a Time of Flight (ToF)-based localization algorithm for asynchronous
[108]. The simulation results show that the proposed approach outperforms conventional
algorithms in terms of localization accuracy. However, again the anchor nodes are statically
deployed in the network and localization depends on a centralized server, which must provide
sufficient computational capacity for estimating clock skews and performing the localization
procedure. This can cause the entire localization process to break down due to a single point of

failure if server issues occur.

In 2020, the same authors proposed another time-based joint synchronization and localization
algorithm for asynchronous[WSNlwhich utilizes [109]. It also relies on a centralized server
for launching the localization procedures. Simulation results show that this new approach is
superior in scenarios where anchor positions are imperfectly known. However, its centralized

structure means that there is a single point of failure.

In 2021, Ding et al. proposed an indoor localization algorithem based on Error variance and
measurement Noise Weighted Least Squares, named ENWLS [13], which is a weighted algorithm
for localization in 3D based on measurements. Simulation results show that
ENWLS outperforms other existing hybrid localization algorithms when there are
more than three anchor nodes in the scenario. This implies that ENWLS is not reliable in case of
malfunctioning of anchor nodes. Moreover, multipath effects and [NLoS are not considered.

Range-based approaches aim at enhancing localization accuracy by measuring ranges between
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unknown nodes and anchor nodes. However, to perform such measurements, they often require
strict clock synchronization or special hardware. Additionally, multipathing or other environmental

conditions may interfere with such systems. This makes them harder and more expensive to deploy.

4.2.2 Range-free approaches

As presented in Section [4.T] [110] is a representative range-free localization approach that
requires no additional hardware. More importantly, [MCI]allows all nodes including anchors in the
network to move arbitrarily over time. Node mobility is leveraged to further increase localization

accuracy through the use of a particle filter. Strong mobility support is one of the outstanding
features of MCLlbased approaches.

Inspired by [MCT] many range-free approaches have been proposed, improving localization accu-
racy and sampling efficiency [113], [111]. However, these solutions cannot solve the problem of
localization failure due to connectivity loss caused by dynamic changes in the network topology
and low anchor node density. In order to solve this problem, Hartung et al. proposed the Sensor-
Assisted Monte Carlo Localization (SA-MCT)) method in [12]. The algorithm can specifically handle
the temporary loss of all connectivity to anchor nodes in the network, which greatly improves the
shortcomings of the original algorithm. Low-cost 9-axis Inertial Measurement Unit (IMU])
sensors are used to perform dead reckoning to bridge periods without connectivity to anchor
nodes.

In order to improve localization accuracy under low anchor node density, Qin and Zhu [111]
adapted through the use of the Differential Evolution (DE) optimization algorithm (MCL}
[DE). Instead of using the regular sample filtering and resampling algorithms, selects the
sample weight as the objective function for optimization and implements the differential evolution
algorithm to obtain valid samples for location prediction. The authors found that[MCIHDE has
enhanced localization accuracy. However, the computational and communication costs of the
proposed scheme are not studied and no security implications are considered.

Range-free localization approaches not based on[MCT]also exist. One common group of range-free
approaches are those based on Distance Vector-Hop (DV-Hop). In 2020, Gui et al. [112] introduced
a decentralized, range-free approach based on the family of localization approaches.
Centralized Connectivity based DV-Hop and Distributed Connectivity based DV-
Hop have relatively low computational complexity and achieve low localization
error. However, malfunctioning or malicious anchor nodes are not considered and simulation
results are provided only for small and medium-sized networks of up to 30 nodes. Additionally,
it was only evaluated with relatively high numbers of anchor nodes (50 % of unknown nodes
in the small network of 6 unknown nodes, 33.3 % in the medium network of 9 unknown nodes)
with high communication ranges relative to the small simulation areas (20m in a 40 x 40m? or
60 x 60 m? areas), allowing each anchor node to cover a high percentage of the experimental area.
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The authors do not provide an anchor node density measure.

Overall, range-free approaches trade off some localization accuracy for ease of deployment, cost-
effectiveness and more generalized applicability. Since the only requirement to deploy common
range-based localization approaches is the ability to decide whether a node is within radio range

or not, this type of approach can be employed even with very basic hardware.

4.2.3 Al-based approaches

Along with range-based and range-free localization algorithms, researchers have also applied
[Alltechniques to develop new indoor and outdoor localization solutions. Chen et al. proposed
ConFi, the first Convolutional Neural Network (CNN)-based indoor WiFi localization method,
in 2017 [114]. It uses Channel State Information (CSI) to build a time-frequency matrix that is
utilized as the feature for localization. The authors conducted extensive experiments to select the
parameters for the and also show that ConFi outperforms the existing solutions. However,
the amount of samples required to train the[CNNJis high. To apply ConFi in a new environment
that is not comparable to the current one, the model must be trained with a new dataset from that

environment.

Gharghan et al. [115] proposed an adaptive neural fuzzy inference system to estimate the distance
between a moving bicycle (i.e., player) and a static coordinator node (i.e., coach) for the indoor
and outdoor velodromes. Simulation results show that the proposed approach outperforms other
state-of-the-art systems in terms of mean absolute error. However, the offline phase for Adaptive
Neural Fuzzy Inference System training is time-consuming and depends heavily on the
complexity of the fuzzy inference system. Furthermore, the current approach requires the training
of two systems for the localization coordinates seperately which increases the overall

training cost.

Besides using and[RSSto train the neutral model, researchers have also proposed approaches
that apply Al techniques based on WiFi fingerprints, such as HybLoc [116], which is a hybrid
indoor localization system for both room-level and latitude-longitude predictions. Simulation
results show that HybLoc has better performance in terms of accuracy and precision. However,
the hardware requirements for the sensor nodes to achieve a short response time in the prediction
phase, which is very important to evaluate whether HybLoc is applicable in real scenarios, are not
presented. In addition, without re-training the model, HybLoc is not applicable for localization in
a new environment, such as a building that is not in the dataset.

Munadhil et al. [117] proposed a neural network-based localization system for[WSN in an indoor
environment that is specially designed to determine the position of an Alzheimer’s patient. It
utilizes the with respect to the anchor nodes. Simulation results show that the proposed
approach outperforms other previous techniques in terms of mean localization error. However, in
the experiment, the mobile node carried by the patient must be connected to a laptop to record
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the samples, configure the wireless connection, and supply power. This is an impractical
hardware requirement for most real-world scenarios. Moreover, due to the static anchor nodes
and the offline training phase, the approach cannot simply be transferred to other environments or
mobile scenarios.

Overall, these Al-based approaches are computationally intensive and usually only apply to
specific environments they were trained for. Furthermore, all anchor nodes in these approaches
are positioned in static locations. Additionally, they do not consider security implications of
malfunctioning or malicious anchor nodes, which may pose issues in real-world applications. In
the end, the system complexity and the high offline training cost of these Al models should not be
underestimated. However, more general and lightweight approaches also exist, which are more
suitable for environments like[WSNk.

424 Security-aware approaches

Besides improving localization accuracy, sampling efficiency, and coping with transient connectiv-
ity loss, addressing security aspects of localization is also an active research topic. Many security-
aware localization algorithms have been proposed. In [10], Xie et al. proposed a lightweight
secure [ToAlbased localization algorithm in[WSNE, exploiting the noise features caused by external
distance attacks. This approach aims mainly to defend against impersonation attacks launched by
external attackers.

Liu et al. proposed a Malicious Node Detection algorithm based on Clustering and consistency
evaluation (MNDC) along with an enhanced secure localization version called EMDC, both of
which are range-based localization schemes [118]. They use density-based spatial clustering to
detect the abnormal clusters of nodes. A sequential probability ratio test is then used to identify
malicious nodes that compromise the networks. The conducted simulations show that the proposed
algorithms outperforms other state-of-art schemes in terms of detection accuracy and effectiveness.
However, the computational overhead caused by the clustering algorithm and the sequential
probability ratio test is not explained. In addition, there is no mechanism for anchor nodes that are
identified as malicious to recover their reputations. As a range-based scheme, it also has additional

requirements for deployment compared to range-free schemes.

Yuan et al. [15] proposed a secure Approximate Point in Triangle (APIT)-based range-free scheme
in 2018, which attempts to detect Sybil nodes inside the network. is evaluated with a
relatively low number of anchor nodes compared to unknown nodes (10 %), but relatively high
communication ranges (60 m in a 300 x 300 m? area). Under these conditions, it achieves low
localization errors. However, SE=APITlis only applicable to static networks and no consideration is
given to anchor nodes that behave in malicious ways without performing Sybil attacks. No anchor
density measure as defined by Hu et al. [110] is provided.

Existing security-aware approaches often focus on network structure-based attacks (e.g. wormhole
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or Sybil attacks), have high computational requirements, assume static networks or make strong
assumptions (e.g. trustworthiness of anchor nodes) that may not be true in real-world scenarios. In
many cases, where anchor or unknown nodes are assumed to behave maliciously, no specific attack
model for the behavior of malicious nodes is given or such malicious nodes are only detected, but
no further handling of the detected nodes is specified.

We propose which combines the advantages of range-free approaches, such as low
cost and ease of deployment, with the enhanced robustness against attacks of secure localization
schemes while still being very lightweight with respect to computation. Our scheme is fully
decentralized, meaning that there are no infrastructure requirements beyond the nodes themselves
and that no single point of failure exists. Malfunctioning or malicious anchor nodes can be
detected and their effect on localization accuracy is mitigated. We define three different attack
models for anchor nodes and evaluate our proposed scheme, as well as previous schemes, under
these conditions. As the approach is based on[MCL] [RESA-MCI] fully supports mobility for both
unknown nodes and anchor nodes. There is no offline training phase or dependence on any
location-specific data, meaning that [RESA-MCT] can be used in arbitrary environments, rather
than being dependent on a fixed location. Our approach performs well with low numbers of
anchor nodes (less than 5 % of unknown nodes) and low communication ranges relative to the
experimental area (50 m in a 500 x 500 m? area).

Overall, RESA-MCL can be deployed with minimal hardware requirements. It leverages sen-
sor data from low cost and low powered 9-axis sensors, similar to to both en-
hance localization accuracy and allow the detection of malfunctioning or malicious anchor nodes.
As [RESA-MCT] mainly consists of computationally inexpensive modifications to SA-MCI] the
real-world power measurements presented by Hartung et al. [12] apply to RESA-MCT]as well,
demonstrating that its deployment on low powered IRIS sensor nodes [119] based on an 8 bit
microcontroller and XBee (2.4 GHz 802.15.4) radio is feasible. In addition, since [RESA-MCI]does
not make any assumptions about the area it is deployed in, it is suitable for both mobile and

stationary networks as well as indoor and outdoor environments.

4.3 Localization Scheme

[RESA-MCT] uses the idea of the scheme introduced by Hartung et al. [12] as a basis and
adds a number of improvements, which both increase its overall accuracy and make it more robust
in networks with faulty or malicious nodes. [SA-MClitself is based on the [110] approach. In
the following, we shortly reiterate these approaches and finally detail the improvements made in

[RESA-MCT]



4.3. LOCALIZATION SCHEME 63

Symbol Value Firstuse Meaning
Viin 10m/s SK.32 Minimum speed of nodes

VMax 20m/s Li4.1 Maximum speed of nodes
t LET Timet
L, LI  Setof particles at time ¢
Ls,Lp L&A1  Strict/relaxed set of particles
N 50 LT  Target number of particles
¥, L1  Particle k from L4
Dk L& Particle k
r 50 m L2 Radio range in meters
5 5m sli30 Increased radio range for
relaxed acceptance
Anchor node plausibility check
"D 25 Li5 range fa}c):tor (direc}t])
. 45 L E Anchor node plau.sibi.lity check
range factor (indirect)
Ty LI 5 A radio range factor
Apos L Z Sensor measured movement distance
) of node since last MCL call
c L&I  MEETCONDITION result
Set of anchor nodes in range
Ap, Ar L2 (direct, indirect) °
a’ L5  Anchor node i
al L5  Anchor node i and position at time ¢
i L E Anchor node i’s last known
st ’ position before time ¢
17 0 L5 Anchor node i’s distrust points
d(a,b) L E Distance betwegn two given particles
or points a and b
S¢ Si4.3.4) Modulo value used for subsetting
Sx Si4.3.4] Threshold value used for subsetting

Table 4.1: Symbols with references to sections and listings.

4.3.1 Notation

This section provides an overview of all symbols used in the sections detailing our scheme. Table[.1]
provides short explanations, references to where each symbol is first used and, where applicable,
values of constants. The "First use" column specifies which section (S.) or listing (L.) the symbol is
used in first.

4.3.2 MCL

The algorithm [110] is made up of two phases. The first phase is network communications
and the second phase is a particle filter used for location estimation.

The necessary information to update location information is gathered during a phase of network
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1: procedure MCL(attempts, enableSubset=false)
2 Li<{}
3 count < 0
4 while size(L;) < N and count < attempts do
5: count < count+1
6 Ls < {}
7 Lr < {}
8 forall ke [1,2,...,N] do
9 Pr < RESAMPLEINRADIUS(lf_l, VMax)
10: ¢ < MEETCONDITION(py, enableSubset)
11: if ¢ = strict then
12: Lg < Lgu {pk}
13: else if ¢ = relaxed then
14: Lg <« Lru {pk}
15: end if
16: end for
17: Meft «~ N- SIZE(Lt)
18: if SIZE(Lg) > Nie; then
19: Ly < L; UCHOOSE(Lg, Nieft)
20: else
21: L; < L; UCHOOSE(Lg U Ly, Niegt)
22: end if

23: end while
24: end procedure

LISTING 4.1: MCL algorithm.

communications. Here, anchor nodes broadcast their locations. Unknown nodes that receive this
information directly from an anchor node broadcast it again, marking it as a rebroadcast. Nodes
that receive either type of broadcast store the received location data and node IDs. In regular
intervals, the nodes use this collected information to update their location estimates by using a

particle filter.

The particle filter itself is split into two steps: prediction and filtering. Initially, each unknown
node initializes IV particles. These particles are points in 2D space and represent possible locations
of the unknown node. They are distributed randomly over the area of possible locations. These
particles are an approximation of the probability distribution of possible node locations. During
the prediction step, each particle is reassigned to a new location within the radius corresponding
to the maximum speed of the node. This mechanism ensures that, if no observations are made to
constrain the distribution, its uncertainty grows over time in accordance with the node’s movement.
In the filter step, the resampled particle is checked against received broadcasts from anchor nodes
and forwarded 2-hop retransmissions of such broadcasts. If the particle is not within the radio
range of all anchor nodes, from which transmissions are received, or within the ring between one
and two radio ranges in the case of 2-hop retransmissions, it is discarded and a new particle is
sampled instead, restarting the process. Since the original description of the algorithm leaves some
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1: function MEETCONDITION(p;,, enableSubset=false)

2 result < strict

3 forall ai ¢ Ap do

4 if not enableSubset v ((k +t + i) mod sy < s) then
5: if d(pg,a;) >+ 0 then

6 return filtered

7 else if d(py,a}) > r then

8 result < relaxed

9

: end if
10: end if
11: end for
122 forallale A; do
13: if not enableSubset v ((k +t +i) mod sy < s) then
14: if d(pk,aj) <r-6vd(py,a;) >2r+4 then
15: return filtered
16: else if d(py,al) <r v d(py,al) > 2r then
17: result < relaxed
18: end if
19: end if
20: end for
21: return result

22: end function

LISTING 4.2: Particle filter condition function.

room for interpretation, Listing[4.1|gives a more detailed description, following the actual code
given in the simulator released by the authors, which contains additional detail, such as a relaxed

acceptance criterium for particles during the filter step.

The "attempts" parameter determines how many iterations and thereby time should be spent on
trying to find a set of particles fulfilling the range criteria while resampling. When running
the algorithm for the first time, the "attempts" parameter is given as 10000, while subsequent runs
use an "attempts” value of 200. Additionally, during the more thorough initialization run, the while
loop is run through first fully discarding relaxed samples and then once more, if necessary, keeping
them. For the sake of simplicity, this additional behavior for the initialization is not described in

Listing 4.1}

The original algorithm uses a MEETCONDITION function (shown in Listing without
the additional particle subsetting (see Section[4.3.4) introduced for [RESA-MCT] To avoid having
two slightly different copies of the pseudocode, we introduce the "enableSubset” parameter to
MCL and MEETCONDITION. For the original approach the "enableSubset” parameter is
always "false" in both MCL and MEETCONDITION. The MEETCONDITION function determines
whether a given sample passes the filter criterium fully, only in a relaxed manner or not at all. If
enough samples are found to fully fulfill the strict range criterium, the relaxed condition is not
used. Otherwise, the range is extended by ¢ meters and particles fulfilling this relaxed condition
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: procedure SA-MCL (attempts)
lfAD :@/\A[ = ¢ then
DEADRECKONING
else
MCL(attempts, enableSubset=false)
end if
end procedure

N TN

LISTING 4.3: SA-MCL algorithm.

are accepted as well.

For a given point p and radius r, the function RESAMPLEINRADIUS(p, ) returns a random, new
point around that point p within a radius of r, but still within the bounds of the experimental area.
Given a set S and N ¢ N, the CHOOSE(.S, N) function randomly selects at most N elements from a
set S, but never returns more than |S| elements.

4.3.3 SA-MCL

The main addition to contributed by [SA-MCT]is that dead reckoning is used to update node
locations when no anchor nodes are within communication range. This allows it to bridge the
time between encountering anchor nodes with enhanced localization accuracy compared to the
original approach. However, since this process is only run when no anchor nodes are within range,
in denser networks its performance is not improved over that of MCT]

As shown in Listing[4.3} in[SA-MCT], particle positions are updated according to the direction of the
node as measured by the[MUlsensor installed on it. The DEADRECKONING procedure described
in Listing [4.4 performs these updates to the particle positions. This procedure is run instead of the
regular particle resampling and filtering if both Ap and A are empty sets.

In a real-world test bed implementation, SA-MCT] uses low-cost MPU-9150 9-axis sensors
with low power consumption [12]. The authors show that the use of this type of sensor is feasible in
[WSNllocalization approaches, both from a cost (monetary and power) as well as from an accuracy
perspective.

4.34 RESA-MCL

introduces three modifications to the algorithm, making it more accurate
and improving its resilience to adversarial network conditions. Each of the improvements by itself
is both effective and can be implemented efficiently even on low powered hardware such as 8 bit
microcontroller-based IRIS sensor nodes.
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1: procedure DEADRECKONING

2: Lt <~ {}

3: Ax < GETMOVEMENTXFROMSENSORS
4 Ay < GETMOVEMENTYFROMSENSORS
5: Apos < (Az,Ay)

6: forall ;-1 € L;_; do

7 lio1.x < li1.x+ Az

8: li-1y < L1y + Ay

9: end for

10: end procedure

LISTING 4.4: Particle dead reckoning.

Motion-based particle updates

As detailed in Section[4.3.3}[SA-MCTlleverages dead reckoning to update particle positions when no
anchor nodes are within communication range. goes one step further and also applies
these motion-based particle updates even when anchor nodes are within range. In[RESA-MCT]
the DEADRECKONING procedure is executed before the loop of prediction and filtering operations,
leading to two differences. Firstly, RESA-MCT]always updates its position estimate according
to the sensed motion data. Secondly, if no anchor nodes are within range, both 1-hop or 2-hop,
particle resampling is still performed after the motion-based position updates.

Particle subsetting

To prevent a single malicious node from completely throwing off the position estimate of a node
by providing misleading positional information, in RESA-MCI]anchor node information is only
applied to a subset of particles.

The particle subsetting is implemented in the form of an additional condition that allows skipping
the range criterium check with respect to a certain anchor node. In the original a
particle that is not within the range of an anchor node that was heard by the unknown node is
filtered. With [RESA-MCTs particle subsetting, the particle may instead be kept, even if it is not
within the radio range of that specific anchor node. More specifically, a particle py, is subject to
filtering at time ¢ with respect to anchor a/, only if k + ¢ + j mod s4 < sx. Here k +t +j mod s,
functions in a hash-like manner to pseudo-randomly select different particles at each time step and
for each anchor node. If this condition is not true, the given particle p;, is not be affected by the
anchor a]’s positional information at the given time step.

Figure shows an example at time ¢ = 5 with eight particles py,k € {1,2,...,8}, two anchor
nodes a?, j € {1,2} and an unknown node U. The particles represent the position estimate of the
unknown node. For each particle, the range condition is checked with respect to both anchor
nodes. Particles are color-coded according to whether they are kept (blue), filtered (red) due to
not fulfilling the[MCI]range criterium. Green means that particle subsetting prevented them from
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t=5

Accepted particle
Filtered particle
Kept due to particle subsetting

Figure 4.1: Example illustrating the particle subsetting process (5/4.3.4) with two anchors, one
unknown node U and k € {1,2,...,8},t =5,5 € {1,2}.

being filtered despite the fact that they would fail an range condition check. Particles p;
and p, fall into the intersection of a;’s and a}’s radio ranges and are therefore kept. The filtered
particles ps, p4, p, pr are removed, because they fail the range [MCL criterium; ps, p4 are outside of
both radio ranges, pg is not inside the radio range of a; and p7 is not inside the radio range of a7.

Finally, ps and ps are kept only because the particle subsetting. Specifically, ps fulfills the range
condition for a7, but would be filtered due to failing it with respect to a;. This is because 5 + 5 + 1
mod 4 = 3, which is not less than sy = 3. Since the result of the modulo operation is not less than
the threshold value s), the range criterium is not checked for p5 with respect to a; and the particle
is not filtered out. In the case of ps, it fulfills the range criterium for a;, but it would be filtered
due to failing it with respect to a7. However, for this particle holds that 8 + 5 + 2 mod 4 = 3, which
is again not less than the threshold value s,. Therefore the particle pg is kept because the range

criterium is ignored.

The particle subsetting functionality is added in[RESA-MCTJs MEETCONDITION function, which is
shown in Listing Its general operation matches that of MCILIs MEETCONDITION, other than
the addition of the particle subsetting mechanism through the additional conditions on lines #and
The additional "enableSubset"” parameter allows disabling this new functionality and makes
the given function equivalent to the original MEETCONDITION function.

Particle subsetting can prevent potentional malicious nodes in the network from strongly affecting
location estimates, but it also leads to a lower rate of information use in the case that all provided
information is legitimate. However, the use of dead reckoning already improves the accuracy of
the particle filter-based location estimation significantly, making up for the lower rate of positional

correction through anchor node information.
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1: function CHECKANCHOR(a’, 7 )

22 ifnoaj :returntrue

3 returnd((aj —aj ),Apos)<r-ry
4: end function

LISTING 4.5: Anchor position plausibility check function.

1: procedure UPDATEPOINTS(Apad, Agood)

2: for all a’ € Ay,q do

N jop 20 if P; <20
P, +5

4: end for 4

5; forall a’ € Agy0q do

. P < 0if P <1
P-1

7: end for

8: end procedure

LISTING 4.6: Anchor distrust point update function.

Anchor position plausibility check

RESA-MCT]nodes also apply a plausibility check to received positional information, using the
CHECKANCHOR function (Listing . When receiving position information from an anchor node,
from which previously position information has already been received, a movement vector is
calculated from the difference in positions (a; - aj,_) and compared with the movement of the node
(Apos) trying to localize itself according to its [MUlsensed movement data. The difference between
both movement vectors is then calculated and compared to the radio range multiplied by a factor
1, which relaxes the condition to allow for inaccuracies in radio range and motion detection. The
idea is that, if the anchor node and unknown node can hear each other before and after moving,
and have a radio range of r, then r; is chosen, such that they cannot have moved by a distance
greater than r - ;. Specifically, the factor 7 is chosen as r = 2 - hops + 0.5, where the hop count
hops determines the maximum distance between nodes and both the factor of 2 and the additive
term of 0.5 are a safety margins to reduce false positives with respect to the plausibility check.
Therefore, in the 1-hop case, r¢ = 2.5, which corresponds to the diameter of the circles representing
the radio ranges around nodes, plus the safety margin of 0.5. As the total distance between nodes
may be doubled in the 2-hop case, 7 is chosen as 4.5 following the same formula and reasoning.
In the 2-hop case, the maximum distance between anchor and unknown node can be twice that of
the 1-hop case. Due to that, r¢ is also chosen to be higher to make up for the increased variance in

movement and range introduced by the retransmission of anchor information.

If implausible information is detected, the anchor node is removed from the sets of anchor nodes
used in MEETCONDITION and added to a list of untrustworthy anchor nodes. The UPDATEPOINTS
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1: procedure RESA-MCL (attempts)
2: DEADRECKONING

3 A’y « {a'la’ € Ap if CHECKANCHOR((a’,7p))}

4 A}« {a'|a’ € Ar if CHECKANCHOR((a’,77))}

5: UPDATEPOINTS(((Ap N A) u (A~ AY), A u A)))
6 AD<—{CLZ‘|CLZ'€AID/\P1'=O}

7 AIe{ai‘CLiEAII/\Pi:O}

8: MCL(attempts, enableSubset=true)

9: end procedure

LISTING 4.7: RESA-MCL algorithm.

(Listing [4.6) procedure assigns distrust points to such anchor nodes with implausible positions
and reduces distrust points for anchor nodes with plausible positions. This allows trustworthy
anchors, which were mistakenly classified as non-trustworthy, to recover over time and allows its
location information to be used for localization, once its distrust points fall back to 0. At the same
time, nodes that consistently misbehave are not be used for localization.

This functionality synergizes well with particle subsetting. If an anchor node broadcasts positional
information which would greatly impact localization accuracy, this is likely to be detected the
second time location information is received. At the same time, particle subsetting limits the

impact of the inaccurate information received in the first time step.

Plausibility checking of 2-hop forwarding

Applying the same plausibility check described for anchor nodes in the 2-hop case to unknown
nodes is also considered, but not used in[RESA-MCI] The idea of this approach is to disable all
2-hop data reception when implausible forwarded data is received following a similar points
system as described for anchor plausibility checking. However, during the ablation experiments in
Section[4.4.5, we find limited benefits of this mitigation strategy in our considered attack models
and therefore do not employ it as a part of RESA-MCI] We plan to reevaluate this method in the
future under different attack models.

Putting everything together

The full algorithm can be described as given in Listing [4.7} First particle positions are updated
according to dead reckoning, then heard anchor lists are filtered according to the positional
plausibility check and their distrust points are updated. Finally, the basic algorithm is run
with particle subsetting enabled and anchor sets Ap, A; containing only anchor nodes with zero
distrust points.

The estimated position is the average position of the particles in L, after running the MCL function.
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4.4 Evaluation

In this section, we introduce our methodology for evaluating[RESA-MCLI First, we introduce our
experimental setup and simulation parameters. Following that, we show and discuss our experi-
mental results with respect to baseline performance, motivate parameter choices and demonstrate
[RESA-MCTJs robust behavior under three different types of attacks.

4.4.1 Experimental setup

All experiments are done using an extended and improved version of the Java-based simulator
originally developed and used for the evaluation[MCI]and also used in the evaluation of SA-MCT]
The source code of our version of the simulator as well as simulation results are publicly available
on Code Ocearﬂ This simulator is used to ensure the comparability of results to other [MCL}based
algorithms (e.g. BA-MCT)), which commonly also use the same code base.

All experiments are run with 300 nodes. Initial positions are chosen randomly at the start of each
run. Of these, unless otherwise specified, 10 are used as anchor nodes. The experimental area
is 500 x 500 m? with a radio communication range of of 50 m. Simulations are run for 1000 steps,
with each step representing a time interval of 1s and one iteration of the localization algorithm.
Each such run is repeated 10 times with a different random seed. Nodes follow a modified random
waypoint movement model, where a minimum movement speed of Vi, and a maximum path
segment duration constraint are applied to prevent movement from degrading to low average
speeds as described by Yoon et al. [120]. Specifically, movement speeds are randomly selected
from the range of 10 m/s to 20 m/s and a limit of at maximum five time steps per path segment is
imposed. An error of 20 % is applied to both the sensed speed and direction to include the effect
of noisy sensors in the evaluation of our scheme and enable a fair comparison to[SA-MCT] [RSS
or link quality between nodes is not considered beyond basic connectivity, which is all that is
required in range-free localization schemes.

Hu et al. [110] define the anchor density as the average number of anchor nodes within a 1-hop
distance to unknown nodes. Due to node mobility and random initialization, it is not possible
to give a fixed anchor density with this definition. With the given experimental parameters, we
measure a mean anchor density of 0.327 with a standard deviation of 0.054 over ten runs of 1000
steps each. Localization error in all figures is given as the error in meters divided by the radio
range, which is the common measure for range-free approaches.

Due to the results shown in Section [4.4.3] the particle subsetting parameters are chosen as s =
3,54 = 4 (equivalent to sy = 12, s4 = 16) for all experiments other than those specifically varying
those parameters. This mostly avoids impacting the localization performance in attack-free
scenarios while still mitigating the impact of malicious nodes.

Thttps://codeocean.com/capsule/5799c9e7-22c4-450a-8783-a3e3eb2b5829/tree/vl
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The behavior of four range-free localization algorithms (Centroid, MCL)} [SA-MCI] [RESA-MCT))
under three different attack models is evaluated. In the following, we analyze the results of our

experiments.

44.2 Baseline

Figure 4.2 shows a comparison of with previous approaches in a scenario with no
attacks over different radio ranges. Since only 10 anchor nodes are used for an area of 500 x 500 m?,
in scenarios with very low communication ranges, nodes rarely encounter an anchor node. In this
case, [RESA-MCT] and [SA-MCT]behave quite similarly, as both use sensor data for dead-reckoning.
Since BA-MCTI] has no built-in detection of malfunctioning or malicious nodes, it can make full use
of the very limited information it receives, letting it perform slightly better than [RESA-MCT]in
scenarios with extremely low communication ranges and thus anchor density.

As communication range increases, the performance of SA-MCT]approaches that of MCIL] because
nodes almost always have at least one anchor node within range, making it disregard its motion
sensor data. RESA-MCT] meanwhile keeps employing dead-reckoning to improve its localization
accuracy even further in comparison to other approaches.
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Figure 4.6: Random position attack. Figure 4.7: Fixed position attack.

4.4.3 Optimal particle subsetting

In this section we determine the optimal parameters for the particle subsetting process given
in Section [#.3.4] Figure [.3|shows the performance of RESA-MCT]in a scenario without attacks,
different values for sy (threshold) with s, = 16 (modulus). The case of sy = s, = 16 is equivalent to
no particle subsetting, while s, = 1 means that only 1 in 16 particles is affected by an anchor node.
It can be seen that for sy < 8, the localization error sharply increases with declining s, while above
sx = 12 the localization performance is barely affected by particle subsetting.

Figure 4.4 shows that more restrictive particle subsetting makes[RESA-MCI] more resilient against
attacks. The fixed position attack, which is shown to be the most effective attack in Section [#.4.4) is
chosen for this evaluation. Due to the results from Figure4.3|and to increase the legibility of the
figure, we divide s and s, by 4 and show results for sy € {1,2, 3,4}, representing the most relevant
tradeoff points. As per Section the least subsetting performs the best in the scenario with no
attacks, but s, = 3 performs almost equally as well. In scenarios with 10 % to 40 % malicious anchor
nodes, sy = 3 performs the best with more aggressive subsetting being more effective in scenarios
where half or more anchor nodes are malicious. As a network where the majority of nodes is
malicious seems less likely, we decide on sy = 3 as a reasonable trade-off between robustness
and localization accuracy in networks without attacks. Therefore, s) = 3 is used for all further

experiments.

44.4 Performance under attacks

In the following, we present results showing the performance of RESA-MCI]under three different
types of attack models.

Biased position attack

In the biased position attack, malicious anchor nodes send their true locations, with an offset of
(50,50) (in meters) added to it. This type of attack is harder to detect for[RESA-MCT] because the
movement vectors of anchor nodes match their true movement, thereby usually satisfying the
plausibility check. At the same time, since only an offset is added on top of the real position, the
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effect of the attack is also lower than that of other attacks, as the malicious data still contains real

information.

Figure [4.5|shows the performance of MCL] and as well as Centroid, which
serves as a baseline. It can be seen that all approaches are affected by the attack, but as expected,
the effect of the attack is relatively low. RESA-MCT] performs the best in all cases, due to its overall
superior localization accuracy capabilities granted through its use of dead reckoning.

Random position attack

Malicious anchor nodes send out completely random, freshly chosen positions in the random
position attack. The effect of this attack is stronger than that of the biased position attack as no real

data is part of the malicious broadcasts.

The results in Figure |4.6/show that in this attack, the same relative ordering between approaches
is maintained as with the biased position attack. However, RESA-MCT] performs much better,
with only a slight increase in its location estimation error up until about 50 % malicious anchor
nodes. The other approaches are affected much more strongly. This shows that anchor position

plausibility checks and particle subsetting are effective at mitigating this attack.

Fixed position attack

The fixed position attack is found to have the strongest effect of all three attacks. Malicious anchor
nodes broadcast their position as a fixed point of (70, 70) (in meters) on the map. This pulls location
estimates towards one corner of the map. Its effect is stronger than that of the random position
attack because in the random position attack positions closer to the actual position of a node may

be sent at random.

One obvious difference to the previous attacks, which is clearly visible in Figure[d.7] is that after
50 % of anchor nodes are malicious,[MCI]and start being affected more strongly by the
attack than Centroid. This is likely the case due to the low anchor density (0.327) in this scenario.
When Centroid localization is not within range of any anchor nodes, which according to the



4.4. EVALUATION 75

anchor density measurement is the case for 67 % of location estimates, it will assume a location
in the center of the map, which is an averagely bad estimate for all points of the map. The other
approaches are stateful and their current estimate is influenced by past information received from
anchor nodes. With a majority of anchor nodes being malicious, these estimates will be negatively
affected at nearly all times, rather than just in 32.7 % of the time as is the case with Centroid.

[RESA-MCTJs robustness features can once again be seen to be effective in this scenario, with its
error rate remaining way below Centroid even at 90 % of malicious anchor nodes. Up until 30 % of

anchor nodes being malicious, the increase in localization error is very small.

Figure [4.8|shows the same type of results for a scenario with 300 nodes in total, of which 50 nodes
are chosen as anchor nodes, leading to a much higher anchor node density. As most unknown
nodes are in the range of at least one anchor node almost all the time, SA-MCT] and [MCL fall
onto one line here, because SA-MCL] will not perform its dead reackoning while within range of
an anchor node. outperforms all other approaches despite being optimized for low
anchor node densities.

4.4.5 Ablation experiments

Taking inspiration from the field of machine learning, we perform ablation experiments to evaluate
the performance of RESA-MCT] with certain components disabled. This experiment includes the
2-hop plausibility check described in Section [4.3.4] as one component, and the anchor position
plausibility check from Section as the second component. Particle subsetting is not included
as results from it being disabled can also be seen in Section[4.4.3]

Figure 4.9/ shows the results of disabling either or both of the components under a fixed position
attack in comparison with full It can be seen that 2-hop plausibility checks only
provide a benefit with 70 % or more malicious anchor nodes and otherwise worsen performance.
For this reason, we do not include this component in[RESA-MCT] although it may be useful under
specific circumstances. Blocking malicious anchor nodes however, is shown to be highly beneficial
under attack.

Approach  Anchor density Error

RESA-MCL 0.33 0.54
1.63 0.26
MCL-DE 0.5 1.0
1.5 0.5

Table 4.2: Error comparison between RESA-MCL and MCL-DE without attacks.
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4.4.6 Comparison under anchor density

In the earlier parts of this section, we have thoroughly compared the localization accuracy of Cen-
troid, SA-MCT]and RESA-MCTI In the following, we provide a comparison of RESA-MCT]
and [MCTHDE][111]], another recent[MCI}based approach.

For[RESA-MCT] we measure an anchor density of 0.327 with a standard deviation of 0.054 over
ten runs of 1000 steps each in scenarios with 300 nodes, of which 10 nodes are anchor nodes. In the
scenario is presented in Figure with 300 nodes in total, of which 50 nodes are anchor nodes, we
measure an average anchor density of 1.63 with a standard deviation of 0.09. As can be seen in
Table achieves a localization error of approximately 1.0 at an anchor density of 0.5
and an error of approximately 0.5 at an anchor density of 1.5.

Our measured anchor densities in[RESA-MCT]do not perfectly match up with those of
However, with an error of 0.54 at anchor density 0.33,[RESA-MCI]achieves an error comparable to
that of MCIHDEl at anchor density 1.5 and 45 % lower than the error of 1.0 achieved by [MCIHDE]at
the closer anchor density value of 0.5. Similarly, with an error of 0.26 at an anchor density of 1.63,
[RESA-MCTJs error is 48 % lower than the error of 0.5 at[MCTHDEl's comparable anchor density
of 1.5. In both cases, RESA-MCT] achieves significantly lower localization errors (up to 48 %) at
comparable anchor densities or, conversely, requires significantly less anchor nodes to achieve a

given localization accuracy.

4.5 Conclusion and future works

In this work, we introduce[RESA-MCT] a novel MCIL}based, range-free, security-aware localization
algorithm for and the[[oT] that strongly outperforms comparable approaches both in safe
situations and under attack by malicious anchor nodes. Without attacks, it outperforms a recent
comparable approach with 48 % lower localization error at similar anchor densities.
employs three techniques to both enhance general localization accuracy and robustness against
malicious anchor nodes. Localization accuracy is enhanced both in very sparse networks with low
numbers of anchor nodes and in very dense networks with high numbers of anchor nodes.

Additional contributions include the introduction of three different attack models against localiza-
tion approaches in[WSNk and the[[0T] based on the assumption of malicious or malfunctioning
anchor nodes. We evaluate the previous approaches Centroid, and under these
attack models and find them to be strongly affected by the attacks. In contrast, we demonstrate
[RESA-MCTJs resilience against attacks under all three attack models and show that its localization
error only increases slightly even with 30 % malicious anchor nodes under the most effective "fixed

position" attack model.

Furthermore, we introduce the idea of 2-hop plausibility checking, which may increase resilience
against malicious unknown nodes and provide a highly detailed reformalization of the original
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[MCT]approach through pseudo-code. This reformalization includes implementation details previ-
ously found only in the original author’s simulation. To facilitate easier future investigations of
[MCLlbased approaches, we also publish an optimized version of the simulator with performance

optimizations and bug fixes.

To ease future works comparing these approaches, we optimize and improve the original sim-
ulation software provided by Hu et al. [110] and Hartung et al. [12] and make it available on
CodeOcean (see Section [4.4).

In the future, we plan to investigate further attack models, such as mixed attack strategies, ma-
licious unknown nodes, as well as the effectiveness of refined versions of the 2-hop plausibility
check functionality. We also plan to investigate ways of increasing the effectiveness of implausible
location data checking while reducing false positives. Furthermore, we also plan to evaluate our
approach in a real-world testbed, to validate simulation results. Finally, making the approach
topology-aware, allowing it to exclude impassable terrain from particle locations is another avenue

of enhancing localization accuracy that we plan to explore.
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Chapter 5

Conclusions and future works

In the previous three chapters, RQ1 through RQ3 from Section[I.3|have been addressed.

Unchained, presented in Chapter |2} addresses RQ1 by describing a decentralized scheme for the
creation of cryptographically secure identities that monetarily disincentivizes the execution of Sybil
attacks. This is achieved by outsourcing a puzzle to existing Blockchain networks, instead
of having the user, who is creating the identity, perform the PoWllocally. Honesty is promoted
by ensuring that attempting to circumvent the scheme would incur opportunity costs that are
at least as high as the costs incurred by creating identities in an honest manner. Verification of
identities can be performed offline without actually accessing the Blockchain network or even the
Internet. Chapter [3| presents the Rechained protocol, an extension of Unchained, which refines
certain aspects and addresses previously still open issues, such as the revocation of identities and
eclipse attacks, which are mainly relevant in distributed [P2P networks.

Chapter [4] introduces RESA-MCL) a range-free localization scheme for [WSNk. [RESA-MCT] ad-
dresses RQ2 by improving localization accuracy, both in scenarios with low and high anchor
densities. Without attacks, it achieves up to 48 % lower localization error at comparable anchor
densities to other comparable schemes. RQ3 is addressed by the introduction of a novel particle
subsetting mechanism, which reduces the impact of successfully disseminated incorrect location
data, as well as a new anchor node plausibility check mechanism, which excludes malfunctioning

or malicious anchor nodes from the network.

Three different attack models based on malicious anchor nodes are defined and [RESA-MCLJs per-
formance under these attacks with up to 90 % malicious anchor nodes is evaluated and compared
to previous approaches. In all scenarios, [RESA-MCT]is found to strongly outperform the previous
approaches under all attacks. Ablation studies are used to evaluate the actual benefit of each new
technique employed in Additionally, an optimized version of the simulator used
for the experiments is provided to allow reproduction of the results in this thesis as well as ease
future experiments in this field. The simulator includes implementations of the Centroid [121],
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MCTI[110], SA-MCL [12] and [RESA-MCT] algorithms.

A combination of the approaches from the previous chapters provides a framework for secure
localization in[WSNE.

Both the works addressing RQ1 and [RESA-MCT]also open up numerous paths for future works.

In the future, investigating the feasibility of implementing the Unchained and Rechained ap-
proaches on Blockchains using consensus mechanisms other than[PoW]would be beneficial as[PoW]
is often considered wasteful or environmentally harmful. Furthermore, doing studies of real-world
deployments of these approaches, for example in a WSN testbed, should help demonstrate their
feasibility further. Another possible extension is to employ Blockchain analysis techniques to
augment the approach with a way of identifying possible Sybil attacks. Finally, formally speci-
fying and implementing the different update mechanisms should aid in making the approaches

deployable in the real world.
With respect to[RESA-MCT] in the future, it is planned to design additional attack models, covering

an even wider range of scenarios, also including malicious unknown nodes. Another avenue of
future research is investigating whether the location data plausibility check mechanism can be
improved further for enhanced accuracy and lower false-positive rates, improving the approach’s
performance in scenarios without attacks. Real-world testbed implementations are often very
helpful in uncovering issues or further clarifying various properties of localization approaches.
[12] has been evaluated in a real-world testbed. Based on this, it would be beneficial
to do the same for Exploiting properties of the terrain and making the approach
topology-aware may also further improve localization accuracy and allow for novel ways of

detecting implausible data sent by malfunctioning or malicious nodes.

Furthermore, it would also be of interest to analyze MCL-based approaches with respect to certain
theoretical properties such as upper and lower bounds of error, as well as average error rates
theoretically achievable under given anchor densities. Determining practical deployment costs of
nodes in various configurations (e.g. unknown nodes compared to anchor nodes with GPS and

correspondingly bigger batteries) would also be beneficial.
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