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Abstract

Solomon (RS) codes, Hermitian codes, Gabidulin codes, and Chinese remainder

codes. We also consider the interleaving of these codes since this we can benefit
from this special structure. Our goal is to construct good decoding algorithms which are
able to correct more errors with less complexity and less failure probability if any.

The classical decoding approaches for RS codes allow correcting up to half the minimum
distance number of errors. By the interleaving scheme, an RS code can be decoded beyond
half the minimum distance. In the dissertation, for decoding interleaved RS codes, a
version of a fast algorithm which is based on the extended Euclidean algorithm is proposed,
reducing the complexity from quadratic to sub-quadratic in length.

Furthermore, a joint decoding algorithm for interleaved extended RS codes is proposed,
having quadratic in length complexity. We apply this algorithm to decode Hermitian
codes resulting in correcting up to (N — K)/(q + 1) burst errors with complexity O(N'3)
operations in I, where NV is the length and K is the dimension of Hermitian codes. The
low rate Hermitian codes can correct even more burst errors using “power” decoding.

The error and erasure decoding for Gabidulin codes and Chinese remainder codes are
considered. For a Gabidulin code with minimum (rank) distance d, a transform domain
algorithm is proposed with quadratic number of operations in Fyn to correct ¢ full errors,
pr row erasures and . column erasures as long as 2¢ + ug + o < d — 1. For an (n, k)
Chinese remainder code with minimum distance d, any pattern of € errors and p erasures
will be corrected, provided that (logp; + logp,)/log pie + 1 < d — 1 where the first and
last coordinates of the codeword are over Z,, and Z,,. A syndrome-based decoder for error
correction for Chinese remainder codes is proposed.

Decoding interleaved Gabidulin codes and decoding interleaved Chinese remainder codes
are also considered. The complexities of both decoders are analyzed and show that the
proposed algorithms are efficient. The decoding radius and failure probability are also
analyzed for both decoders.

FOUR classes of evaluation codes are considered in this dissertation. They are Reed—






Introduction

Processors become more and more powerful which allow us to implement more
and more sophisticated algorithms to correct more errors, which is necessary since
volumes of data, transmission rate, and density of recording are permanently growing.

T ]: ODERN information technologies can not exist without using error correcting codes.

It was estimated that the most of applications with error correcting codes are based on
Reed-Solomon (RS) codes named in honor of Irving S. Reed and Gustave Solomon [RS60]
who invented this class of codes in 1960. They are widely used in data transmission (DSL,
WiIiMAX etc.), space communication (Voyager program, Galileo spacecraft etc.), data
storage (CDs, Blu-ray Discs etc.), cloud computation, and cloud storage. Furthermore,
RS codes are found very frequently in two-dimension (2D) codes. As an upgrade of one
dimension barcode, 2D codes are readable two dimensional patterns which are used for
product identification. The information related to the product is encrypted in this pattern
which is actually an RS codeword. In comparison with the first generation barcode, 2D
code contains much more information and has higher reliability. Nowadays, 2D code is
becoming the most frequently used type in transportation, cellphone scanning etc.

The RS codes are an outstanding class of codes. They are defined over the finite field F
and have several splendid properties, and hence, the decoding of RS codes has always been
one of the hot topics in research. We transmit the RS codewords over the noisy channel and
receive words with errors. If every symbol in the received words is from F, then the decoder
in the next step uses hard decision decoding approaches. Otherwise, the received words
contain additional information (reliabilities) from the channel and soft decision decoding
schemes are applied for the decoder.

In the late 90s, Krachkovsky and Lee started to work on interleaved Reed—-Solomon (IRS)
codes to correct burst errors jointly [KLI7, [Kra03]. Among the hard decision decoding
methods, the well-known Berlekamp—Massey algorithm [Ber68| Mas69] can be generalized
to decode arbitrary IRS codes efficiently [SSB09]. The Euclidean algorithm which has an
equivalence connection to the Berlekamp—Massey algorithm, however, is generalized by
Feng and Tzeng [F'T'89)] to decode only homogeneous IRS codes.

RS codes are also used in one of the structures of secret sharing (Shamir’s secret



1 Introduction

sharing [Sha79]). It refers to the methods by which the secret is distributed to a set of
participants, each of whom has a share of the secret, and the secret can only be reconstructed
by a subset of the participants.

Part of this dissertation is devoted to applying the generalized Euclidean algorithm to
decode the heterogeneous IRS codes and accelerating the proposed algorithm as well.

There is another class of codes which can be used in secret sharing as well [GRS00]. The
codes are called Chinese remainder codes, and they are named after the ancient Chinese
remainder theorem. The Chinese remainder codes can be used not only in cryptography,
but also in many other applications, for example, cloud computation systems. When
we manipulate arithmetic operations (except division) with large integer numbers, it is
time-consuming to run the task on one computer. Using the Chinese remainder theorem,
running a big task is converted to running smaller tasks on a system of n > 1 computers,
where the results (still small data) are collected for the final calculation. Using the Chinese
remainder codes, although some computers from the system are crashed, we can still recover
the data from the corrupted computer, and obtain the correct final result. The destroyed
computers cause errors if the computer locations are not known. Otherwise, they create
erasures.

The interleaved Chinese remainder codes allow for recovering data when a system of
computers are used to run multiple big tasks. A corrupted computer from the system creates
an error burst, since it could not handle any tasks. Using the structure of interleaving, more
error bursts can be corrected in comparison with using a single Chinese remainder code.
Developing efficient algorithms for decoding Chinese remainder codes and their interleaving
with errors or with erasures is also the topic of the dissertation.

A hot topic in the last decades is network coding [ACLY00] which requires rank metric
codes. A representative of rank metric codes is Gabidulin codes [Del78, (Gab85, [Rot91]
which have drawn significant attention in network coding, or more specifically, in random
linear network coding [HKMT03]. In the latter model, a node in the network receives
packets from different routes and forward their random linear combination as one packet.
Hence, an erroneous packet affects the successive ones and then paralyzes the transmission.
Gabidulin codes are used in this case such that they can provide close to optimal solution
to the error control problem [KKO08, [SKKO0§|. Besides errors, erasures which can be defined
in rank metric [SKKO8, [(GP08, [GPT91] can also occur in a network. Correcting errors and
erasures in a lossy network using Gabidulin codes and using interleaved Gabidulin codes
will be considered in this dissertation.

Shannon showed that the communication which is almost error free is possible using
long good codes [Sha4§]. Although the RS codes are maximum distance separable codes, a
defect of using RS codes is that their length are restricted by the size of the field. From this
point of view, Hermitian codes and RS codes have almost the same normalized minimum
distance, but the length of Hermitian codes can be much longer than the size of the field.
This fact makes Hermitian codes potentially very interesting for scientific research and
applications. There are some publications about reducing decoding a Hermitian code to
decoding interleaved RS codes [YB92, [Ren04]. An efficient algorithm will be proposed in



the dissertation, competing with previous results in the respects of decoding radius and
complexity.

The RS codes, Chinese remainder codes, Gabidulin codes, and Hermitian codes all belong
to the family of evaluation codes. The dissertation is dedicated to decoding these four
classes of evaluation codes and their interleaving with the algorithms which provide good
performances with respect to decoding radius, complexity, and failure probability. The
dissertation is structured as follows.

Structure of the work

In Chapter [2]| we define the family of evaluation codes and show that four code classes
considered in the dissertation belong to this family. Moreover, the code metrics and the
considered channel model throughout the dissertation are specified. Some frequently used
decoding paradigms for the evaluation codes with errors and/or erasures are introduced as
well. The structure of interleaving is briefly described in the end.

In the next four chapters, each class of evaluation codes is considered and analyzed
individually. For all the proposed algorithms, the complexity, failure probability, and
decoding radius are analyzed.

We start with the most widely used codes — RS codes in Chapter [3] Basic terms
and facts which are required for RS codes are briefly introduced as a preclude, including
different definitions in terms of the polynomial, matrix, and discrete Fourier transform, the
key equation based on the syndrome, and the well-known decoding algorithms: Berlekamp—
Massey algorithm and Sugiyama et.al algorithm [SKHNT5|]. The generalization of these two
algorithms is shown by Schmidt, Sidorenko, and Bossert in [SSB09] and by Feng and Tzeng
in [ET89] to decode IRS codes. As a reference, we provide the pseudo codes of all these
algorithms for decoding RS codes and their interleaving except the Feng—Tzeng algorithm.
As we mentioned before, the drawback of Feng—Tzeng algorithm is that their algorithm can
not be applied to decode heterogeneous IRS codes. Therefore, we modify the Feng—Tzeng
algorithm such that it can be applied for decoding arbitrary IRS codes. The pseudo codes
of the modified algorithm is given together with an example and the complexity analysis.
Zeh and Wachter show that the divide and conquer strategy allows for the acceleration
of the Feng—Tzeng algorithm [ZW11], based on which we fasten our modified algorithm.
An example of decoding IRS codes using fast algorithm follows its pseudo codes. Detailed
analysis of the complexity of the fast algorithm is shown.

Due to very strong relation to decoding IRS codes, decoding Hermitian codes is discussed
immediately after RS codes in Chapter [4 After a simple definition of Hermitian codes
without too much knowledge of algebraic geometry and the definition of phased bursts,
reducing decoding Hermitian codes to decoding interleaved extended RS (IERS) codes is
explained. Based on decoding a single extended RS code, a joint decoding algorithm for
IERS codes is proposed. In addition, an upper bound of failure probability and decoding
radius for decoding IERS codes are described. Equipped with the proposed algorithm for
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IERS codes, we also show that “power ” decoding and “mixed” decoding can improve the
decoding performance for low-rate IERS codes. We return to the theme of this chapter
eventually, sketching and analyzing the algorithm for decoding Hermitian codes.

Chapter |5|deals with decoding Gabidulin codes and interleaved Gabidulin codes. Firstly,
some notations and the definition of Gabidulin codes in terms of parity check matrix are
introduced. Then we show that, the Gabidulin codes can also be obtained by evaluating
skew polynomials. The problem of error correction for Gabidulin codes is considered as a
skew shift register synthesis by the Berlekamp—Massey type algorithm from which error
positions are obtained. Then we define “erasures” for the rank metric, which is not trivial,
propose an efficient decoding algorithm in transform domain, correcting both errors and
erasures for Gabidulin codes. We also generalize this algorithm for interleaved Gabidulin
codes, for which the decoding failure probability and decoding radius are given.

Chapter [6] is devoted to the Chinese remainder codes. After a short introduction of
classical Chinese remainder codes and some relevant notations, a syndrome-based error
correcting algorithm is proposed. Then Chinese remainder codes are generalized in order
to create bounded minimum distance decoder for correcting both errors and erasures. The
same idea as for the previous evaluation codes is applied to define interleaved Chinese
remainder codes. Inspired by the lattice reduction, the corresponding decoding algorithm for
interleaved Chinese remainder codes is proposed, together with an example and complexity
analysis. The failure probability and the decoding radius are studies intensively to obtain
theoretical bounds. We also give the simulation results to illustrate the tightness of the
bounds. The proposed algorithm for interleaved Chinese remainder codes is extended to
decode a single low-rate Chinese remainder code and low-rate interleaved Chinese remainder
codes, which are sketched at the end of this chapter.

The dissertation is completed by some concluding discussion in Chapter



Notations and Definitions

to evaluation codes. Some basic knowledge of these codes is introduced here,

including the subclasses of evaluation codes, the channel model, and the algebraic
decoders at the receiver side. Some of the decoders which we discuss through the dissertation
can correct only errors, and some can correct both errors and erasures. By using interleaved
codes, we can decode burst errors beyond half the minimum distance.

ﬁ s an overview of the whole dissertation, this chapter can be regarded as a preliminary

2.1 Evaluation Codes

Evaluation codes are a class of codes which can be obtained by evaluation of polynomials
(or integers) at certain points. The number of points is the length of the codes. There are
quite a lot of evaluation codes, such as Reed—Muller codes, Reed—Solomon codes, and BCH
codes etc. In this dissertation, we will consider four types of codes which are defined over
the polynomial ring, the algebraic geometric curve, the linearized (skew) polynomial ring,
and the integer ring, respectively. These codes are Reed—Solomon codes, Hermitian codes,
Gabidulin codes, and Chinese remainder codes. In the following chapters, we will explore
them individually.

Reed-Solomon Codes

In 1960, Irving S. Reed and Gustave Solomon invented non-binary error correcting codes
which were later called Reed-Solomon (RS) codes. Consider a ring F|x] of polynomials

{f(x) = frimra" '+ + fiz+ fo | i €F}

where F indicates a finite field. Let ag, a1, ..., a,_1 be n distinct elements over F. For an
integer 0 < k < n, the RS code RS(n, k) is a set of n-tuples (co, c1, ..., c,—1), where every
component ¢; for t = 0,...,n — 1 is obtained by evaluating polynomials f(z) € F[z] at ay,
le.,

RS(n, k) ={(flaw), f(en), ..., flan-1)) | f(z) € Fz] and deg f(z) < k}.
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Hermitian Codes

Hermitian codes are one of the most studied families of algebraic geometry (AG) codes
which are also known as Goppa codes. Consider an extension field Fg where @ = ¢* and ¢
is a power of prime. A Hermitian curve H(q) over Fg is defined by

Yyl +y =zt

Let P ={P,...,P,} be aset of all points (x,y) on H(q) except the single point at infinity.
Given bivariate polynomials of the form

Wz, y) = fP @) +yfP @)+ +y " f (),

where f()(x) € Fg[x] of degree at most |(m — (i — 1)(¢ +1))/q] and m is an integer at
least ¢* — 1, the Hermitian code H,, of length n over Fy is defined by evaluation of h(x,y)
at all points from P, i.e.,

H,n — {(h(Pl),...,h(Pn)) | P € H(g) and deg fO(z) < {m il U] (e 1>J }

q
Gabidulin Codes

Consider an extension field F = F = and the ring of linearized g-polynomials
Fglr) = {fo(x) = fua® U+ 4 fral! + fo2 | f; € F and k € N}
where z[! is the Frobenius power with z[!) = 27, For an integer n < m, let us fix the vector
h = (ho,h1,...,hp_1),

with elements h; € F,m linearly independent over F,, the Gabidulin code G(¢™;n, k) with
k < n is defined by the evaluation of linearized polynomials f(y)(z) € F(y[x] with restricted
degree at points hg, hy, ..., h,_1, i.e.,

G(q™n, k) = {(f(ha), -, fig(hn-1)) | fig)(x) € Frlz] and deg figy(x) < k}.

Since any vector of length n over Fym can be considered as a (m x n) matrix over the
subfield F,, the Gabidulin code can have two equivalent forms: as the set of matrices C
over the base field I, or the set of vectors ¢ over the extension field Fm.

Chinese Remainder Codes

The evaluation of polynomials f(z) over any field at some point a can be considered as the
remainder when f(x) is divided by (x — a). Indeed, f(z) = q(x)(x — a) + r where ¢(z) is
the quotient and r is the remainder, hence, r = f(a). Let us denote the remainder r by

[f (IL‘)] (z—a)s then



2.2 Channel Model

Now consider two integers A > B and denote by [A]p the remainder when we divide A by
B, [Alp = A mod B. Thus, this modulo operation for integers is equivalent to evaluation
for polynomials. There is a class of codes which are obtained by “evaluating” an integer,
and they are called Chinese remainder codes.

Given a list of n prime numbers P = (p1,pz,...,p,) Where 0 < pg < p1 < -+ < Pp_1.
For 0 < k < n, let us define K = Hf;ol pi- A Chinese remainder code CR(P;n, K) having
cardinality K and length n over the list P is defined as follows

CR(P;n, K) = {([Clpr,..-.[Clp,) | C €Nand C < K}.

Minimum Code Distance

Given a metric, i.e., for every two words a and b, the distance dist(a, b) between a and b
where the function dist() satisfies the axioms of a metric, the minimum distance d of the
code C is defined as mindist(e, ¢’) where ¢ # ¢ and ¢, € C.

For RS codes, Hermitian codes, and Chinese remainder codes, we consider Hamming
metric, i.e., dist(a, b) is the number of positions in which the words a and b differ. In case
of Gabidulin codes the words are matrices, and we consider rank metric, i.e., the distance
between two words is defined as the rank of their difference.

RS codes, Gabidulin codes, and Chinese remainder codes satisfy the Singleton bound
with equality, i.e., d = n — k + 1. The codes are called maximum distance separable (MDS)
codes for Hamming metric and maximum rank distance (MRD) codes for rank metric.

2.2 Channel Model

Let ¢ = (cg,...,¢h1) € F" be a codeword, and r = (rg,...,r,_1) € F" the received word.
An additive channel is illustrated in Figure 2.1} It means that ¢ and r have the same
alphabet and r = ¢ + e where e = (ep,...,e,-1) € F" is an error word. The weight of the

error word is the number of errors. We assume that the additive channel is memoryless,

Figure 2.1: An additive noisy channel
i.e., the symbols are transmitted independently.

g-ary Symmetric Channel with Error and Erasures

When an error occurs, the component in the codeword is replaced by other element of the
field. Assume an error symbol occurs with probability p.
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In some cases, some symbols are “scrambled” at the receiver, which means that the
receiver knows the erased positions, but does not know the value of the symbols. Thus,
these erased symbols are considered as erasures. Denote the symbol at an erased position
by € and an erasure occurs with probability p..

By p(rilc;) for i =0,...n — 1 we denote the probability that the symbol r; is received
after we transmit the codeword symbol ¢;. For a g-ary symmetric channel with error and
erasures, the crossover probability is as follows:

1_p_p5 ifri:Ci
P(Tz"cz‘) = De if r; =e
p/(q —1) otherwise

2.3 Decoding Evaluation Codes

In this dissertation, all the algebraic decoders we present are bounded distance decoders
which means that they are able to decode up to a certain number of errors. With the
decoder for Gabidulin codes, error matrices with up to a certain number of rank can be
corrected. Consider a codeword ¢ of an evaluation code C at the center, and a ball of radius
t around the codeword, we have three paradigms to decode such codes [Moo05]. They are
illustrated in Figure 2.2

dmin dmin dmin
_.C1 N €2 soc o G soc Ny Gty
i e | e | | 1
\ f - / \ — - / \ — /
{ \\ r J/ \\ // \\ p // \\\\ // \\ P // \\\ //
! <2 - - A \ - A \ -
\ 7/
< v | | | )
~__- \ /r / \ /r /
N\ 7/ \ 7/
(a) BD decoding (b) ML decoding (c) List decoding

Figure 2.2: BD, ML and list decoding comparison

e Bounded distance (BD) decoding
The decoder can correct up to a certain number of errors. Given a received word 7.
If 7 is in the ball of some codeword with radius ¢ = | (duyin — 1)/2], then a unique
codeword ¢ can be always delivered. Such a decoder is also known as the bounded
minimum distance (BMD) decoder. If r lies outside half the minimum distance of
the code, it is also possible to decode with some efficient probabilistic algorithms.
Nevertheless, in this case, the decoder might fail.

e Maximum Likelihood (ML) decoding
Given a certain boundary between codewords, the decoder selects the codeword which
is in the same area as the received word. The boundary is not necessarily a sphere,
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and it can be of any shape. In other words, the ML decoder selects the nearest
codeword to r. The number of the errors can be larger than half the minimum
distance, in which case, ML decoding has high complexity [BMvT78].

e List decoding
All possible codewords ¢ € C could be found within a given distance from the received
word r. The distance can be larger than half the minimum distance. The Sudan
approach in [Sud97] and the one-step-further Guruswami-Sudan approach in [GS9§]
are representatives of list decoders.

Error Correction

When a word is received, at some positions the symbols can be either errors or erasures.
Let us start with decoding when only errors occurred.

Let us take RS codes as an example. Denote the number of errors by t. When t <
|(d —1)/2], the algebraic decoding of an RS code is as follows. The decoder first finds the
error positions as roots of a polynomial known as error locator polynomial (ELP). There
are some classical algorithms such as Belekamp—Massey algorithm (BMA) and extended
Euclidean algorithm (EEA) to obtain the ELP involving syndromes. The second step is to
calculate the error values. This can be done by solving linear equations with syndromes, or
by some efficient algorithm such as Forney algorithm.

Erasure Correction

Since the positions of the erasures are known, calculating the erasure values is equivalent
to the second step of error decoding.

Denote the number of erasures by €. If we remove all erased positions, then the punctured
RS code has minimum distance > d — 1 — . Since the punctured code has only errors, the
decoder can correct up to [(d — 1 —¢)/2] errors, ie., t < [(d—1—¢)/2].

Overall, to decode an RS code with t errors and ¢ erasures, the following inequality
should be satisfied.

20+e<d-1.

For other evaluation codes, we consider the following decoders in this dissertation.

e Decoding Hermitian codes will be reduced to decoding interleaved RS codes. We only
consider the error-only case for Hermitian codes.

e For Gabidulin codes and Chinese remainder codes, due to the similar structure to
RS codes, we would adapt the same technique to develop error-erasure decoders for
Gabidulin codes and Chinese remainder codes. On the other hand, different algebraic
structures of Gabidulin codes and Chinese remainder codes mean that the analysis
varies a lot.
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2.4 Interleaved Evaluation Codes

The codeword of an interleaved evaluation code can be considered as a matrix in which every
row is a codeword from the same evaluation code. The number of rows is called interleaving
order which we denote by ¢ through the whole dissertation. Speaking of the error word for
the interleaving case, we consider burst errors. A whole column of an interleaved codeword
is corrupted by one burst error. A typical example of correcting burst errors is reading
CDs with scratches. The scratches are regarded as burst errors and they can be corrected
using interleaved RS codes in the CD, c.f. [WB94].

One can decode each row of the interleaved evaluation codeword separately, which clearly
increases the time complexity of such brute-force decoder with a factor of ¢, compared with
the complexity of decoding a single code. Furthermore, the number of errors should not
exceed half the minimum distance for each row. Since the error positions are assumed to be
the same for all rows, we can use this special structure to find these positions. Afterwards,
the error values for each row will be calculated individually. Joint decoding is more efficient
than the brute-force decoder: it allows decoding errors beyond half the minimum distance
without increasing the complexity.

In this work, we consider error decoders for interleaved RS (IRS) codes, interleaved
Gabidulin codes, and interleaved Chinese remainder codes. There are many research results
about decoding IRS codes, based on which we will propose a fast algorithm.

10



Decoding Interleaved Reed—-Solomon
Codes

Solomon [RS60] who invented this class of codes. The RS codes are evaluation codes,
which means that every codeword is the evaluations of a polynomial f(x) € F[z]
with deg f(x) < k < n at points «;, for i = 1,...,n, where a; are different elements over
F =TF,. We denote the length, dimension and minimum distance of an RS code Crg by n,
k and d, respectively. RS codes are mazimum distance separable (MDS) since they fulfill
the Singleton bound with equality.
There exist three methods to combine RS codes: interleaving, concatenation and folding.
In our work, we mainly consider the interleaved RS (IRS) codes. The advantages of applying
interleaving scheme to RS codes are as follows.

REED—SOLOMON (RS) codes are named in honor of Irving S. Reed and Gustave

e In addition to random errors, burst errors can also be corrected;

e The decoding radius is increased beyond half the minimum distance in comparison
with a single code. If the interleaving factor ¢ goes to infinity, then up to d — 2 error
bursts can be corrected.

Thus, IRS codes are applied in noisy channels with memory which produce errors.
Therefore, as an outer code, the IRS code can be used in code concatenation designs [SSB09).

The rest of this chapter is organized as follows. We shortly recall RS codes in Section |3.1]
Some decoding approaches of RS codes including the classical Berlekamp-Massey algorithm
and Sugiyama et.al algorithm (based on the Euclidean algorithm) are introduced in
Section [3.2, We introduce the generalized Berlekamp—Massey algorithm for decoding IRS
codes in Section [3.3] In Section 3.4 we modify Feng-Tzeng’s algorithm [F'T89] based
on generalized Euclidean algorithm such that it can be applied for decoding not only
homogeneous IRS codes but also heterogeneous IRS codes. The modified algorithm has
quadratic polynomial time complexity in length. At the end of this chapter (Section ,
we propose a fast algorithm based on the generalized Euclidean algorithm to decode IRS
codes, and reduce the complexity to sub-quadratic operations in length in F.

11



3 Decoding Interleaved Reed—Solomon Codes

3.1 Basics of RS Codes

A block code is denoted by C(n, k), or simply C, where n is the (block) length of the code,
and k£ < n is number of information symbols. In other words, k information symbols are
encoded as a codeword of n symbols ¢ = (¢g,¢1,...,¢,-1). Therefore, the code rate is
R=Fk/n<1.

In our work, most of the evaluation codes are defined over some field. Let F be an
arbitrary commutative field.

Definition 1 (Linear code). A code is called linear, if any linear combination of two
codewords over IF is again a codeword, 1.e.,

aci +bey € C for e,c0€C, a,beT.

If C is a linear (n, k) code, then k is the dimension of the code.

Any word can be described not only by an n-tuple (cg,...,c,—1) € F", but also by the
polynomial: ¢(z) = 327" ¢;a* € Fla] where F[z] is the polynomial ring over the field F.

Let F = [F, be a finite field of order ¢. If ¢ is a prime, we call such a finite field prime
field, or extension of a prime field if q is a power of a prime. Let o denote a primitive
element in F,. Any nonzero element in F, can be represented as a power of the primitive
element, i.e., o' fori =0,1,...,q — 1.

We use Hamming metric to measure the distance dist(c;, ¢o) between two words ¢; and
cy, i.e., dist(ey, ¢2) is the number of positions where they differ. The Hamming weight
wt(c) is the number of nonzero symbols in c.

Definition 2 (Minimum distance). The minimum distance d, or simply distance d, of
a code is the smallest (Hamming) distance of any two codewords in the code, i.e.,

d = mindist(ey, ¢3) = minwt(e; — ¢3), for ¢1,¢, € C and ¢; # cs.
If C is linear, the distance
d = minwt(c) for ¢ € C and ¢ # 0.

The distance of any block code is upper bounded by the Singleton bound [Sin64].

Theorem 1 (Singleton bound). IfC is a block code of length n and minimum distance
d over F,, then
’C’ < qnfdJrl.

If C is linear, then
k<n-—d+1.

The codes which fulfill the Singleton bound with equality are called mazimum distance
separable (MDS) codes.

12



3.1 Basics of RS Codes

Definition 3 (Reed—Solomon code). Given n distinct elements (called locators) c, i =
0,1,...,n—1 of the field F,, a Reed-Solomon (RS) code RS(n, k) of length n and dimension

k over IF, consists of the following codewords
Crs = {(m(ap), m(aq),...,m(a,—1)) : m(z) € F,[z] and degm(z) < k}. (3.1)

Remarks. The classical definition of RS codes usually assumes a; # 0,Vi. A classical RS
code is called primitive if the set of locators consists of all nonzero elements of F,, hence
the length of the primitive RS code is n = ¢ — 1. Denote by « the primitive element in
F,, a primitive RS code with locator o; = o*, i = 0,1,...,n — 1 is a cyclic code. If zero
element is included in the list of locators, then the RS code is called extended RS code.
The most interesting part for practice is the extension of primitive RS code, having all ¢
elements of [F; as locators and hence n = ¢. In this work, we will consider both primitive
RS codes and the RS codes of length ¢ which for short is called extended RS codes.

The k information symbols are the coefficients m; of the message polynomial m(z) =
Zf;ol m;z* where m; € F,. The RS codes are a subclass of the evaluation codes. The RS
codes are MDS, since the Hamming distance of an RS code is d = n — k + 1, which fulfills
the Singleton bound with equality.

The RS codes can be encoded using Definition [3| which is one of the non-systematic
encoding methods, we will use this definition for RS codes through our work. One can also
encode the RS codes systematically, which means after encoding the information symbols
are directly some elements in the codeword. Different encoding methods can be employed
for the same code, resulting in different mappings from information symbols to codewords.
We refer [Bos99| for other encoding methods.

From Definition [3| the evaluation of m(x) at n points gives the RS codeword ¢ =
(co,€1y---,Cn_1), which can be seen as the message vector m = (mg, my, ..., mg_1) multi-
plied with a & x n Vandermonde matrix

1 1 - 1
&%) a On—1
2 2 2
GRS = o0 aq N e (32)
k—1 k—1 k—1
o) Qg Qp_q

The codeword is, therefore, obtained by
c = mGgs. (3.3)

We call Grg a generator matriz of the RS code.

We denote by Hgs a parity check matrixz of the code, where Hgrg has full rank and
Hgrse! = 0, Ye € C. To obtain a parity check matrix Hrg of an RS code, replace ¢
by mGrs from (3.3), we have HRSGESmT = 0 and hence HRSGES = 0 for nonzero
information words. The following Lemma [2| shows a parity check matrix of the primitive
RS code.

13



3 Decoding Interleaved Reed—Solomon Codes

Lemma 2. Consider a primitive RS code RS (n, k) from Definition @ having all nonzero
elements a;, 1 =10,...,n —1 of F,, as code locators. Then the following matriz is a parity
check matrix of the code

d—1 d—1 d—1
o) ay O q
Hes=| P (3.4)
0 1 n—1
Qg a; On—1

whered=n —k + 1.

Proof: Notice that the matrices Grg in and Hgg in are Vandermonde matrices,
hence both have full rank. To prove that Hrg is a parity check matrix of the RS code,
we need to show HrsGhe = 0, i.e., each row hy = (o, f,..., a5 ), s=1,...,d —1 of
Hpgs is orthogonal to each row g, = (af,at,...,af,_;),t=0,...,k — 1 of Grs. The inner

product of hy and g, is

n—1
<hgg >=Y ot fors=1,....d-1;t=0,.. k-1 (3.5)
i=0
Denote by « the primitive element of the field F,. For a primitive RS code, all nonzero
locators can be written as o, al,..., a" 1. Then (3.5) becomes

n—1 i a(s—i—t)n -1
<hgg,>=) (") = PR (3.6)
=0

Since @™ = 1, the numerator in is 0. From (3.5), 1 <s+t<(d—1)+(k—1)=n—1,
hence the denominator o™ — 1 # 0 in . We have < hg, g, >= 0. The statement of
the lemma follows, since Hrg has full rank n — k£ and H RSG%S =0. 0

Note that the order of rows in the parity check matrix can be arbitrary. We selected the
parity check matrix Hgg in (3.4), which later allows accelerating decoding of extended RS
codes.

We already discussed that encoding using Definition is the same as using . Actually,
evaluation of a polynomial in Definition [3|is also equivalent to the discrete Fourier transform.

Definition 4 (Discrete Fourier transform). Let o be a primitive element of the field
F,. Consider two polynomials a(x) = 31— a;x’, A(zx) = S0 A’ € F,[x]. The discrete
Fourier transform (DFT) is defined by

a;=A(a"), i=0,...,n—1.

Then, the inverse discrete Fourier transform (IDFT) is

1 .
Aj=—ala™), j=0,...,n— 1L
n

14



3.2 Decoding RS Codes

We say that the polynomial a(x) is in time domain and A(x) in frequency domain. The
transform is denoted by

a(x) o A(x).

The convolution property of the Fourier transform [Bos99, Theorem 3.6] says that the
multiplication of two polynomials in one domain corresponds to element-wise multiplication
in the transform domain.

When we discuss Fourier transform, by default, we use the lower case letters to represent
the expressions used in the time domain, and upper case letter in frequency domain.
For instance, for RS codes, the transmitted codeword c¢(z) or ¢ is in time domain. The
transformed polynomial C'(z) is in frequency domain, and is the same as m(z) in Definition 3]

3.2 Decoding RS Codes

We assume the following channel model. The codeword vector ¢ = (cg,...,¢p_1) Or
polynomial ¢(z) = Y7 ¢;a’ is transmitted over a g-ary channel and the word r =
(ro, -+, "n-1) € Fy or r(x) = S riat € Fa] is received. The difference of the received
word and the codeword is the error word e = — ¢ € F, or e(x) = 31" e;a’ € Flz]. The
number of nonzero elements in the vector e is the error weight. The codeword, the error
word, and the received word in transform domain are denoted by C(z), E(z), and R(z),
and R(z) = C(z) 4+ E(z) holds.

Assume that ¢ errors are at positions & = {iy,...,i;} and define the error locator
polynomial (ELP) as follows

Az) =N+ Mz + -+ A2t = H(.CE — ;) (3.7)
ic€

where A; = 1. For decoding, we consider non-extended RS codes with «; # 0, hence
Ao = (=1)"[L;ce 2 # 0. An equivalent error locator polynomial is A'(x) = A(z)/Ao where
the constant term is 1. We can use A(x) and A’'(z) equivalently later for decoding, since
they have the same roots. The IDFT A(z) of the ELP directly shows the error positions as
the power of each term \;z!, for \; = 0. Therefore, we have \je; = 0,i =0,...,n — 1 in
time domain, and according to the convolution property,

A(z)E(z) =0 mod z" —1 (3.8)

in frequency domain.
Given a received vector r and the parity check matrix Hgrg from , the syndrome is
defined as follows
S = (S(], Sl, ce ,Sd_g) = TH%S. (39)

and S(z) = Zf;oz Szt

Despite many of our results hold for arbitrary RS codes, to simplify the description, from
now on, we will consider the primitive RS codes with locators o; = o for i = 0,...,n — 1
where « is a primitive element of the field.
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3 Decoding Interleaved Reed—Solomon Codes

Lemma 3. Assume that the primitive RS code locators a; = o, i =0,...,n — 1 where o
is a primitive element of F. Given a received word R(x) = Z?:_Ol R;xt in frequency domain,
the syndrome sequence Sy, . .., Sq_o 1s proportional to the sequence Ry, Ryi1,..., R,_1, i.e.,

S; =PBRjsr with BEF and 8 #0 for j=0,...,d—2.

Proof: By multiplying the received vector r = (rg,71,...,7,—1) and the parity check
matrix Hkg, each element in syndrome S is

n—1
5= St 0
=0

Since «; can be written as a power of the primitive element, the syndrome can be rewritten

as
n—1

Sp=> ri(@ ) =r(@), j=0,...,d-2. (3.10)
i=0
The polynomial R(x) is obtained from r(z) by DFT:

1 .
Ri=-r(a™),i=0,...,n—1. (3.11)
n
Compare (3.10) and (3.11)), R; is proportional to S; when o~ = a? 17 ie., i = j+1—d+n,
because we need ¢ to be positive. Since j runs from 0 to d — 2, ¢ runs from n — d + 1 to
n — 1 which is from k to n — 1 for RS codes. Then the statement follows. O

In the dissertation, the syndrome S; and received word in transform domain R;.; are
equivalent since they are proportional. One can obtain the syndrome by multiplying the
received word with the parity check matrix, or by calculating the last (n — k) coeflicients
in the DF'T of received word.

As we mentioned before, R(x) = C(z) + E(z). Since C(x) has at most degree k — 1,
we have S; = Rji = Ejyp for j =0,...,d — 2. From (3.8), one can write n homogeneous
equations in a matrix form. We take only the syndrome-dependent part and obtain the
following n — k — t equations

fEn_l . Sd,QAQ + Sd,3A1 +---+ Sdft—2At =0
x”_2 : Sd,3A0 + Sd,4A1 + -+ Sd7t73At =0

: : (3.12)
x”’““ : St+1Ao + StAl + -+ S1At =0
I’t+k . StA() + St—lAl + -+ S[)At = O,
or
St St—l e SO AO 0
St+l St N Sl Al - 0
Sa—2 Siq—z ... Si—t—2 Ay 0

16



3.2 Decoding RS Codes

These equations are also known as generalized Newton’s identities [MSTT]. Note that there
are t unknowns in n — k — ¢ equations. To have a unique solution, the matrix consisting of
syndromes should have full rank, and the number of equations should not be less than the
number of unknowns, i.e., n —k —t > t, or

t < V;kJ - {%J . (3.13)

Indeed, [PW72] has shown that if is satisfied, the syndrome matrix has full rank. An
iterative form of (3.12)) is written as follows:

t
SZ':—ZSZ'_J'A]', Z:t,,d—Q
7j=1

which is described as a linear feedback shift register (LFSR). As it is indicated in Figure
each symbol of the syndrome should be generated by the linear combination of the next ¢
syndrome symbols. The coefficients of the ¢ syndrome symbols are the coefficients of the

error locator polynomial A(z). Therefore, A(z) is also called the connection polynomial in
LFSR synthesis.

® &)

— Siq Si—a

Figure 3.1: LFSR for generating a sequence S = {S;}%-2.

It is also shown in [PW72] that one can write (3.12]) in a polynomial form:
S(z)A(z) = Q(x) mod z** (3.14)

with deg Q(z) < deg A(z). We call key equation and Q(zx) error evaluator polynomial
(EEP).

For decades, solving the linear feedback shift register synthesis or the key equation has
always been a hot topic in decoding RS codes. The classical syndrome-based decoder
usually contains two steps: firstly finding the error positions and secondly calculating
error values. Algorithm [3| depicts the procedure of decoding RS codes. Representatives
for the first step are the Peterson algorithm [Pet60], Sugiyama et.al algorithm [SKHNT5],
Belerkamp—-Massey algorithm [Ber68, [Mas69] etc. They aim at obtaining the ELP A(z).
The erroneous positions can be found by finding roots of A(z), e.g., Chien search |Chi64].
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3 Decoding Interleaved Reed—Solomon Codes

Algorithm 1: Berlekamp—-Massey algorithm
Input: S = {S;}2

[y

2 begin

3 | t« 0,A(z) 1

4 1q — —1

5 Ao(z) 1t 0,4, < 1

6 for each i from 0 ton —k —1 do

7 A Sz + Z;Zl AjSifj

8 if A #0 then

9 if 1 —1, <t—t, then

10 | A(z)  Alz) — 2 Ag(x)a"
11 else

12 f o t,A(z) + Az)

13 A(z) + A(z) — A%Aa(:v)a:i’i“
14 t<1—1,+ 1,

15 to &, Ao(2)  A()

16 Ay Ayig i

17 Output: Linear feedback shift—register (A(z),?)

After A(z) is found in the first step, the second step can be implemented straightforwardly
by recursively solving system of linear equations and then transforming F(x) to time
domain [Gor73]. Another efficient way to find the error values is proposed by the Forney
algorithm [For65]. The decoders which are mentioned above are all bounded minimum
distance (BMD) decoders, since they have unique solutions and are capable to correct up
to half the minimum distance errors.

There are decoders which can decode an RS code beyond half the minimum distance,
such as list decoder which is based on the interpolation and factorization techniques.
Welch-Berlekamp algorithm [WBS86], Sudan algorithm [Sud97], and Guruswami-Sudan
algorithm [GS99] can decode the RS code by listing all codewords inside the decoding
radius around the received word. A list of error locator polynomials is given by Wu
algorithm [Wu08].

Recently, a unified view of the above algebraic decoding algorithms is proposed by Bossert
and Bezzateev in [BB13].

In our work, we consider only bounded distance decoders. List decoders are not considered.

Among those methods based on the syndrome, Berlekamp-Massey algorithm and
Sugiyama et.al algorithm outperform others in their simplicity and efficiency. Both algo-
rithms have complexity O(n?) operations in F. These algorithms are shown in Algorithm
and Algorithm [2] In Line [6] of Algorithm [2] the Quotient function computes the quotient
gi(z) of r;_1/r,(x). In practice, it is not necessary to compute f;(z) through Algorithm [2|
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3.3 Decoding IRS Codes with Berlekamp—Massey Algorithm

Algorithm 2: Sugiyama et.al algorithm
1 Input: S(z) = 027 Sia? € Fla]
2 begin

(0 10 80) < (G o)

1
4 141
while degr;(z) > deg gi(z) do
6 ¢i(x) < Quotient(r;_i(z),ri(x

7 (ﬁ%amﬂ ) (_%QCﬁﬁfﬁﬁgaﬁ)
8 141
9 k<1

10 Output: (A(z), Q(2),1) = (gs(2), fr(@), deg g())

We will discuss this algorithm later in Section [3.5.1} As a result one can decode RS code
by Algorithm

Algorithm 3: Decoding an RS code

1 Input: Received word r

2 begin

3 Compute syndrome S = rHxg

4 Run Algorithm |1{ or Algorithm [2| for S, and get ¢ and A(x)

5 | Find roots a™,... o' of A(z) in F

6 | Compute ¢ by correcting ¢ erasures in positions iy, ..., % of 7

Output: Codeword ¢

BN

3.3 Decoding IRS Codes with Berlekamp—Massey
Algorithm

In the last decades, interleaved Reed—Solomon (IRS) codes were one of the popular research
topics in algebraic coding theory. Related to this topic, the decoding approaches underwent
several phases. A trivial thinking is to treat the IRS code as ¢ individual RS codes and
decode them separately, which leads the correctable error number is only within half the
smallest minimum distance of these ¢ codes. In case of burst errors, all the error positions
for each RS code are the same, thus, collaborative decoding can correct more errors than the
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3 Decoding Interleaved Reed—Solomon Codes

trivial method with the same complexity. In our work, to deal with burst errors, we consider
the collaborative decoding approach, which means to find the common error locations for
all £ RS codes at first and then evaluate the error values separately. As mentioned in the
previous chapter, the first step is more complicated than the second one, so we mainly
focus on finding the error locations, meanwhile we keep the complexity low in collaborative
decoding of IRS codes.

Given ¢ Reed-Solomon codes RS(n, k®), I =1,2,... ¢, over F, of length n and dimen-

sions k) defined by generator matrices Gg% of the form (3.2)) or by parity check matrices

H]({lg of the form (3.4), the interleaved RS (IRS) code ZRS(n, kM), ... k®) consists of all
¢ x n matrices Crrg

cV c(()l) cgl) oW

@) @ (@ K

c? e S

CIRS - . == 0 l n'—l )
c® c(()g) cge) . cgﬁl

where ¢V € RS(n, k"W). If k) are all the same, then the IRS codes are called homogeneous,
otherwise, they are heterogeneous. If every row ¢ is a codeword of the extended RS
code, then such construction forms interleaved extended RS (IERS) codes. We will focus
on decoding IRS codes in this section, and discuss IERS codes later in Section and
Section [4.4]

We assume the following interleaving scheme and channel model. We transmit a code
matrix C' and receive a ¢ x n matrix R over F,, we say that the error matrix is £ = R — C
over IF,. A burst error which occurred in the channel destroys all components in a column
of the received word. Figure depicts the burst error model for a heterogeneous IRS
codeword. The burst error weight is the number of columns which are corrupted, i.e.,
the number of nonzero columns in the matrix £. We assume that the channel is ¢*-ary
symmetric.

The IRS code can be efficiently decoded as follows. By default, the index [ always runs
from 1 to £. Given a received matrix R, denote by ") rows of R and compute the syndrome
vectors 8 and polynomials S®(z) for every component RS code as follows

N ol 1 nT
SO = (s, 8,...,8V,) = rOHY (3.15)
and
d—2
SO(@) =" 80", (3.16)
i=0
Assume that t erroneous columns are at positions € = {iy,...,4} and define the error

locator polynomial by (3.7). The syndromes and the ELP for the IRS code satisfy the
following system of key equations

SO(z)A(z) = QD (x) mod 2™ for i =1,...,¢, (3.17)
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3.3 Decoding IRS Codes with Berlekamp—Massey Algorithm

n |
|

I N ol
BERENNIVIEENE U
|

N e L

burst errors

Figure 3.2: Burst error model for interleaved codes.

where QU (z) is a polynomial with deg Q") (z) < deg A(x). Similar to the single sequence
case in LFSR synthesis in Figure , solving the system of key equations can be
regarded as one LFSR generating ¢ sequences, which is so-called multi-sequence linear
feedback shift register (MS-LFSR) synthesis (see Figure [3.3). Note that A(z) in may
not be unique to generate the same syndromes. We are interested in finding a A(z) with
smallest degree which is the ELP. Regarding to MS-LFSR synthesis, decoding IRS codes
are considered as the following problem.

o T Ve @

50, FH 0, H st s s s

Figure 3.3: MS-LFSR synthesis.

Problem 1. Let SV, 8@ .. 8® of length N N®@  NO  respectively, be sequences
over a field F. Find the smallest nonnegative integer t for which there is a vector of
coefficients A = (Ay, Ay, ..., \;) overF such that forl =1,2,.... 0 and fori=t,..., NO—1

SU = A sW — ASY, — =AY, (3.18)
Moreover, find a vector of coefficients A which fulfills .

Known results. As mentioned before, there are two notable algorithms which solve LFSR
synthesis efficiently: Berlekamp-Massey algorithm (BMA), and Sugiyama et.al algorithm
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3 Decoding Interleaved Reed—Solomon Codes

which is based on the Euclidean algorithm (EA). These two algorithms are to solve single-
sequence LFSR synthesis. Due to their efficiency and simplicity, both algorithms have been
generalized to the multi-sequence LFSR synthesis. There are approaches such as Feng
and Tzeng’s fundamental iterative algorithm (FIA) [FT85] and the generalized iterative
algorithm (GIA) [FT91] which are considered as a generalization of BMA. In 1989, Feng
and Tzeng proposed the generalization of extended Euclidean algorithm (GEEA) [FT89)
for MS-LFSR synthesis. However, the same drawback of FIA, GIA and GEEA is that they
require input sequences to have the same length. Regarding to sequences of different lengths,
efficient modifications based on GIA and GEEA have been done in [SS11] and [KL13],
respectively, aiming to solve the multi-sequence varying length problem — Problem [T}
Details of the latter one will be discussed in Section More recently, Nielsen proposed an
easy-understandable “module minimization” approach [Niel3a] which converts Problem
to finding leading position at the first column in the weak Popov form of a certain-
structured polynomial matrix over F[z]. The modified GIA, the modified GEA and module
minimization are all looking for an error locator polynomial, although the equivalence of
these three methods are not proved, some similar intermediate behaviors/results can be
found during their calculations.

An efficient solution based on GIA, or say based on the BMA, in [SS11] of Problem [1] is
given by Algorithm [4]

Theorem 4 ([SS11]). If the output of Algorithm is A(x), N, t; and AD(z), n®, O

forl=1,...,/, then t is the length of a shortest shift-register that generates ¢ sequences
SU. The connection polynomial A(z) is unique if and only if € = 0, where

e = Z e,
=1
eV = mlaX{O, n® — 0 — 20 (N — 1)},
20 = mlaX{O, t—NOY,
Time complezity of Algorithm |/ is O((N?) operations in F.

After the unique error locator polynomial is found, position of errors can be obtained by
computing roots of the polynomial. When the error positions are known, the errors are
transformed to erasures and can be corrected independently in every component code. As

a result the IRS code can be decoded by Algorithm [f]

Theorem 5 ([SSBO7]). For an IRS code TRS(n, kW, ... k®)), Algorithm @ corrects
errors of weight t up to decoding radius tyax with failure probability Ps(t) if

) 14 —
tgtmaxzmm{m(n—k;),n—kmax} , (3.19)
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3.3 Decoding IRS Codes with Berlekamp—Massey Algorithm

Algorithm 4: MS-LFSR synthesis based on BMA (Problem

1 Input: ¢; SO = Sél), .. .,S](\l[{l)il and NO for 1 =1,...,¢

2 begin

3 | t< 0, A(r) 1, N < max;{N®}

4 | W N-NO O 60 D0 AO 1, AO(z) <~ 0forl=1,...,¢
5 for each n from 0 to N — 1 do
6

7

8

for each | from 1 to ¢ do
if n—t>60 then
A3 g ASY
9 if A # 0 then
10 if n—n® <t —1t® then
1 | Al@) < Az) = 25 AD (2)zm
12 else
13 ft, Az) « Az)
14 A(z) - A(z) — 25 A0 (z)z "
15 t—n—n® 4O
16 t0 1, AO(z) « A(z), AD « A, n® +p

17 Output: A(z), N, t; and AO(z), n®W, O for il =1,...,¢

where

4
E=2> kY ke = mlax{k(l)}
=1

~|

are the average and the maximum dimension of the £ Reed—Solomon codes respectively, and
(t) — ,)/qf(l‘i’l)(tmax*t)*l , (320)

I 1\?!
T~ 7
¢-1)q¢-1

The bound can be also written as

=)

Py(t) <

v

Pf(t) < Pf(t) _ ,yqf(# of equations—t)—1 : (321)

using the numbers of equations in the system .
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3 Decoding Interleaved Reed—Solomon Codes

Algorithm 5: Decoding an IRS code
o)

1 Input: Received words (M, ... r(

2 begin

3 Compute syndromes S = r(l)HI(%lk)gT for 1=1,....¢

4 Run Algorithm | for ¢ sequences SY, 1 =1,...,¢ of length N = n — k@ and
get A(z) and ¢

if € # 0 then
6 L output decoding failure and stop
7 Find roots a,...,a' of A(xz) in F
8 if number of roots not equal t then

L output decoding failure and stop

10 for/=1,...,/ do
11 t Compute ¢ by correcting t erasures in positions iy, . .., i; of ¢

12 Output: Codewords ¢V, ..., ¢ or decoding failure

3.4 Decoding IRS Codes with Euclidean Algorithm

Thr Euclidean algorithm is often used to find the greatest common divisor between two
integers or polynomials. In 1975, Sugiyama et.al applied extended EA for decoding RS
codes to find the error locator polynomial given S(z), c.f. and Algorithm 2| In
1989, Feng and Tzeng [FT89] generalized the Euclidean algorithm to solve Problem [f]
given SW(x),1 = 1,...,¢. However, Feng-Tzeng’s algorithm only concentrates on the
homogeneous case (N = N@ = ... = N®) without any hints or ideas of how to adapt
it for the heterogeneous case. In order to fit Feng—Tzeng’s algorithm to decode any IRS
codes, one idea is presented in [ZL10a] where the syndrome sequences of different lengths
are converted into several sequences of the same length. Assume the shortest sequence
has length N, one can write any long sequence as some short sequences of length Ny,.
If lengths of the syndrome sequences differ very much, then the rewriting significantly
increases the number of interleaved words and hence the decoding complexity. In order to
the complexity low, in this section, we present a modification of [FT89] that does not need
this transformation of syndromes.

Problem [1] can be equivalently rewritten as follows.

Problem 2. Let all prerequisites be the same as in Problem . Find a polynomial A(z) €
Flx] with smallest degree such that forl=1,2,...,/¢

SO (2)A(z) = QO (z) + PO ()" (3.22)
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3.4 Decoding IRS Codes with Euclidean Algorithm

holds for some polynomials PY(z) with
deg QW (z) < deg A(z). (3.23)
In this case, we say A(x) generates SU(z) forl=1,... 0.

The term PO (z)zV" is just an alternative representation to the modulo operation in (3.17).
We replace the indeterminate x by 2, i.e.,

SOE)A(2f) = QO (2) + PO (22N,

Then, we shift the coefficients of S®(z¢) in a way such that there is no overlapping when
adding all the ¢ equations together. This can be done by multiplying the /-th equation by
z/=1, and we obtain the concatenated key equation as follows

Y4
S(@)A@) = Q) + Y PO ()N (3.24)

where
S(x) = Y W', (3.25)

Q) = Y W' (3.26)

The cross breeding of ¢ syndromes produces one “long” syndrome which is a vector of
coefficients in S(z). Figure depicts an alternative of MS-LFSR. For every sequence
shift, only symbols from the same syndrome are coped with the connection polynomial
A(x). Therefore, it is straightforward to see that is equivalent to (3.22).

® (D=
Sy S e
IS SIS S B | e ST

Figure 3.4: An equivalence of MS-LFSR synthesis based on ((3.24)).

The following lemma states how the degree conditions in Problem [2] change correspond-

ingly for (3.24)).
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3 Decoding Interleaved Reed—Solomon Codes

Lemma 6. A(z) generates sequences SU(x) for 1 =1,... ¢, if and only if
deg Q(z) < (deg A(x). (3.27)

Proof: Let (3.27]) holds, first we prove that (3.27) is a sufficient condition to obtain (3.23)).

Let us assume that Q(¢7)(z) has the maximum degree among Q) (z) for all I. Then
deg Q) = £deg Q) (2) + 1" — 1 < £ deg A(z).

It follows immediately that,

* l* - 1
deg A(z) — deg Q) (z) > 7 > 0.
Hence ([3.23) is satisfied.
Conversely, if VI, deg QW (x) < deg A(x), then
0 deg QO (x) < f(deg A(z) — 1). (3.28)

Since the summation in (3.26) can not have degree higher than ¢deg Q") (z) + I* — 1,
together with ((3.28]) we have

deg Q(z) < deg Q) (z) + 1 — 1 < {(deg A(z) — 1) + £ — 1 < {deg A(x).

Hence, the following problem is equivalent to Problem

Problem 3. Let all prerequisites be the same as in Problem . Find a polynomial A(z) €
Flx] with smallest degree such that (3.24)) is satisfied with restriction (3.27)).

3.4.1 Generalized Extended Euclidean Algorithm (GEEA)

As we mentioned before, Feng—Tzeng’s generalized extended Euclidean algorithm (GEEA)
[E'T89] solves the LEFSR problem with sequences of the same length. In particular, the
generalized division GenDiv plays the main role in the GEEA.

Definition 5 (Congruence relation). Given a(z), b(z) € F|x] and a nonzero integer ¢,
we say that a(x) is congruent to b(x), denoted by a(x) ~ b(x), if and only if

dega(z) = degb(x) mod ¢,
If the polynomials are not congruent, we denote it by a(x) ~ b(x).

Thus, the congruence relation splits F[x] into ¢ congruence classes [z*], v =0, ..., ¢ where
[z'] = {a(z)|a(z) € F[z] and dega(x) =v mod (}.
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3.4 Decoding IRS Codes with Euclidean Algorithm

Definition 6 (Congruence set). Given polynomials bV (z) for 1 =1,... ¢ over F[z]. If
every polynomial belongs to a distinct congruence class, e.g., b (z) € [¢!], then VI, bV (z)
form a (full) congruence set.

To run the GEEA, we need a modified division of two polynomials. Feng and Tzeng
considered this operation only for polynomials which are congruent to each other. They
modified the usual polynomial division such that the quotient contains powers which are
only multiple of ¢. Let a(z), b(x) be two polynomials over F[z]. If a(x) ~ b(z) and
deg a(x) > b(x), then the modified division (ModDiv, Algorithm [6]) finds uniquely a quotient
Q(z%) # 0 and a remainder r(z) such that

a(z) = Q(z")b(x) + r(x),

where degr(z) < degb(z) if r(x) ~ b(z). Note that the difference from the usual polynomial
division is that, if r(x) ~ b(x) then degr(z) might be greater than degb(z) when the
algorithm stops.

Algorithm 6: Modified division function ModDiv
Input: ¢; a(x),b(z) # 0 in F[z], and deg a(z) = degb(x) mod ¢
begin
if dega(z) < degb(x) then
4 L exchange a(x) and b(x)
5 Q") r(z)) < (0 a(x))
6 while r(z) ~ b(z) and degr(z) > degb(z) do
7 d = degr(x) — degb(z)
¢
8 (Q(lj) T(ac)) — (1 x‘s) (Q(lx ) _ré@))

9 Output: Q(z%),r(x)

Ju—

[Z- V)

Now let us introduce generalized division for ¢ + 1 polynomials. Given ¢ polynomials
bW (z) € F[z] for I = 1,...,¢ which form a congruence set, and a polynomial a(z) € F[z]
with deg a(x) > degb®(z) VI, we can apply ModDiv iteratively and obtain the following

form
¢

a(z) =Y QU WO (@) +r(x) (3.29)

=1

where r(x) ~ b™ () for some v and degr(z) < deg b (z).
From now on, we will use another expression which is equivalent to (3.29)). Assume
a(x) ~ b (x) for some u € [1,...,4]. Let us rewrite (3.29) as

r(z) = QM (@)™ (@) +a(x) + Y —QU ()b (). (3.30)
l#u
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3 Decoding Interleaved Reed—Solomon Codes

Let A(z) = v™(z), B (x) = b (x) for all I # u, and B™(x) = a(x). Let p(zf) =
—QW(z), ¢V (") = —QW(2") for all I # u, and ¢ (2*) = 1. Then (3.30) becomes

r(x) = p(z)A(x) + )¢V (2B (@), (3.31)

where 7(z) ~ A(z) and degr(x) < deg A(x), or r(z) ~ B®(z) for some v # u and
degr(x) < deg B (x). With the new notations, the problem is as follows. Given ¢ + 1
polynomials A(z) and BY(x) (A(x) ~ B™(x) for some u and deg A(z) < deg B™), we
would like to express the remainder r(z) as a combination of these ¢ + 1 polynomials
by like in extended Euclidean algorithm.

Algorithm [7] GenDiv gives the solution of the problem. It finds uniquely polynomials
r(x), p(x?), and ¢V (%) for all [ such that is satisfied. Line 6] and the while loop
form the generalized division which is as shown in ([3.29)). If £ = 1, GenDiv is simplified to
ModDiv.

Algorithm 7: Generalized division function GenDiv

1 Input: ¢; A(z), BY(z) € Flz] and BO(z) € [z for I =1,...,¢.

2 begin

3 u <+ (deg A(x) mod /) +1

4 a(x) + BW(z); b (2) + A(z), and O (z) + BY(x) for all [ # u
5 QW(x%) < 0 for all I
6

7

r(z) < a(z)
while degr(z) > degb™ (x) do
8 QW (z), r(x) < ModDiv(r(x),b™ (z))
9 Q(u)(x€> — Q(u)(xé) + @(u)(ﬂ)
10 QW (2% « QW (z*) for all | # u
11 | u < (degr(x) mod ¢)+1

1 | plet) Q)
13 ¢ (") 1
14 qD(z*) « —QWO(2*) for all I # u

15 Output: 7(z), p(zf), ¢V (), for [ =1,...,¢

In the original Fen%—Tzeng s GEEA, all the input sequences are assumed to have the
same length N, and b ) is initialized as 2V~ V. To solve MS-LFSR synthesis problem,
all sequences may have different lengths. Hence, GEEA needs to be modified. According
to ([3.24), we use b(()l) (z) = &VH-1 in Feng-Tzeng’s GEEA where N® is the length of each
sequence. Without changing ModDiv and GenDiv, the modified algorithm (Algorithm [8)) can
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3.4 Decoding IRS Codes with Euclidean Algorithm

Algorithm 8: Modified FengTzeng’s algorithm for MS-LFSR synthesis
1 Input: /; sequences SU(x) with length N®, for I =1,...,¢

2 begin
s | ro(z) « S(z) according to (3.28), b (z) + &N -1 v
a | Up(x) 1, VPz) « 0V
5 73«0
6 | while degr;(x) > degU;(z2) do
" rie (@) pia (2, 4 (a) = GenDiv(r(2), b (x))
8 Vj41 ¢ degrj(x) mod ¢ +1
o || U @) e i)
I
10 Ujia(@) & py (@)U (2) + Sy 4h @)V, (@)
1 Vi (@) < Uy(w)
12 | g J+1
18 | k<

14 Output: Monic polynomial 6Uy(x)

be immediately applied to the LFSR synthesis with sequences of different lengths. And the
complexity is the same as the original GEEA’s since only the longest length is considered.

The underlined part in Line[3]is the only difference from the original Feng-Tzeng’s GEEA.
In Line [7] of every while loop, given ¢ + 1 polynomials, by running GenDiv repeatedly, the
remainder 7;11(z) and quotients p;; ("), qﬁl(ﬂ) are obtained satisfying

ria (@) = pya(@h)rs(@) + 3 @b (@) for j = 0,1,.... (3.32)

In Line [§| and Line @ we find out the polynomial b§vj“)(x) ~rj(x) in bél)(x) and replace
this polynomial by 7;(z) for the next iteration. For all I # v;4, bﬁl(m) = by)(x).

Algorithm |§] finds the error locator polynomial 0Uy(x). In fact, this is also a minimal
solution.

Theorem 7. To solve the MS-LFSR synthesis problem, the polynomials 0Uy(x) which
Algorithm [§ outputs is a A(x) with smallest degree.

Proof: For multi-sequence varying lengths case, the proof is the same as for multi-
sequence same length case. In [FT89], it is proved by contradiction that, there exist no
other connection polynomial with degree less than 6U(z). In our case, input sequences
have different lengths, however, the changes of degree of U;(x%) and r;(z) are the same as
that in the case of the same length, i.e., the degree conditions don not alter in terms of
length of the input sequence. O
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3 Decoding Interleaved Reed—Solomon Codes

The decoding radius and failure probability of using Algorithm [§ to decode IRS codes
are the same as to decode by using Algorithm [4| based on BMA, which is already stated in
Theorem [5

Example 1. Let us transmit an IRS code where each row is a primitive RS codeword, i.e.,
c; € RS,(10,3) and ¢y € RS2(10,5) codes. The syndromes of the received words

r = (5,5,1,0,8,0,2,1,1,9),
r® = (0,4,3,0,10,0,10,6, 10, 3)

are calculated as follows according to (3.9))

SW = (1,10,5,4,9,2,8),
S® = (3,10,6,2,0).

To proceed with the decoding, we apply these syndromes to the modified GEEA (Algorithm @
The intermediate results are listed in Table [31.

y 1 2
J rj(x) pi) | @) | ¢ (@) Uj(x)
0 8212 + 2210 4+ 928 + 227 + 426 + B B B .
62° + 5x* + 102% + 1022 4+ 3z + 1
210 4+ 829 4 T2 4 58 + 2® + 22* +
1 4 10 1 0
24 + 5% + 8z + 10 Sl 4o +10
329 4+ 6a8+ 527 + 520 + Tt + 102 +
2 3 10 1 9 2
222 + 62 + 2 T v¥ 4 + 2
208 4+ 327 4 T8 4+ 62° + 9zt + 823 +
3 7 5 2 1 3
x? +2x+8 T Tx° + 9z +8
4 3 2
4| 52749254804 +1023 4622+ 100+7 | Sz +2 | 1 7 gf’; :7333 +82% +

Table 3.1: Decoding IRS codes using Algorithm .

Since deg Uy(x?) > degry(x), we have k = 4 and the monic error locator polynomial is
OUL(z) = o* + T3 + 42 + . + 9. It can be easily checked that o°,at, o?, and o® are roots
of 0U4(x) which give the positions of errors.

3.4.2 Complexity of Modified GEEA

Because of the GEEA, the degree of remainder r;,;(x) is monotonically decreasing with
the increasing of the iterations. If inputs of Algorithm [8 are ro(x) € F[z] and bél)(x) € Fz],
and Algorithm [8 does not stop when degry.(z) < deg Uy (z*) until the remainder r; = 0.
We say such an algorithm is the complete GEEA.
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3.4 Decoding IRS Codes with Euclidean Algorithm

Theorem 8 (Complexity of complete GEEA). Given { + 1 polynomials ro(x) € F[z],
b(()l) (z) € Flz] forl = 1,...,¢ where all bV (z) form a congruence set. Furthermore, for
some u € [1,£], degro(z) < degb™ (x) where ro(x) ~ b(()u)(x). Let an integer I be at least
the maximum degree of these ¢ + 1 polynomials. Then the complete GEEA computes a
greatest common divisor (GCD) of ro(z), b((]l) (z) in polynomial time O(I?).

Proof: Using generalized division GenDiv, the time 7T} to perform this division at the j-th
iteration in Algorithm [8 is determined by the product of p;.1(z*)r;(z) and qj(-i)rl(xe)bél)(a:)

for L =1,...,¢. Note that only every ¢-th coefficient in p;,;(x‘) and qj(»lll(xf) is considered.
Thus,

&
T; < Smax {degpjia (o) degr (), deg g/, (o) deg b ()} (3.33)

for some constant c. Since the complete GEEA requires at most I + 1 = O([) iterations,
the total time 7' is bounded by

I
T=YT<

Jj=0 J

I
cl
< ;0 max {deg pj1(z"), deg qj(lll(wf)}

0
-

I
—

max {deg pjy.1 () degr (x), deg ) (o) deg b (x) }

We know from (13.1) and (13.2) in [E'T89] that,

degpjﬂ(xz) = deg bg-vj)(x) —degrj(x),

0] 4 (v) . 1) ' (334)
degq;,(2") < degb;”’(v) — deg b () for | # v;.

Due to our updating rule in Line [§] and Line [J]in Algorithm [§ at most the first ¢ iterations,
the minuend in (3.34) can be one of b (z). From the (£ + 1)st iteration on, all minuends
are the previous remainders which can be canceled by previous subtrahends. Hence,

I

cl . )

=7 Zmzax {deg 05" (x) — degr;(x), deg ") () — deg b(l)(x)}
=0

l
cl 0) cl 2
S 7 lgl deg bO (l’) S 76[ =cl”.

Line |10] is used for calculating the coefficient polynomials of ry(z). However, this will
not increase the burden to the overall complexity as the time of Line [10]is less than T;.
Therefore, the complete GEEA algorithm still has complexity O(I?) in F. O

Given ¢ sequences SO (z) € Flz] of length NO. If ry(x), b () are given according to
Line [3] in Algorithm [§ and the maximum length of the sequences is N, then

I>/(N+1-1.
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3 Decoding Interleaved Reed—Solomon Codes

Therefore, the overall complexity of complete GEEA is O(I2N?).

Since we use GEEA to decode (heterogeneous) IRS codes, the algorithm stops when
degr;(z) < degU;(z!) for the first time, which means the iteration times I = I —
deg Uy(x%) = I — £t where t is the number of errors. Assume every sequence has length N,
by combining with I, we obtain

14

] = (IN+[—1—(—_N
+ 1
¢
— N+¢
< T

which has order O(N). However, in each iteration, we still need I operations. Therefore,
we have the following theorem.

Corollary 9 (Complexity of GEEA solving MS-LFSR synthesis). Given multiple
sequences SU(x) of length NO for1=1,...,¢ over F[z]. Denote the mazimum length of
the sequence by N. Solving Problem or@ with Algorithm @ has time complexity O((N?)
operations in F.

From Theorem [4 and Theorem [0, BMA-based Algorithm [4] and EA-based Algorithm [§ have
the same order of time complexity.

3.5 Fast Decoding of IRS Codes

First let us revisit the strategy to accelerate the Euclidean algorithm (EA) for only two
polynomials over F[z]. Recall Algorithm [2| if we replace the degree comparison by r;(z) # 0
for the while condition, then Algorithm [2| can find GCD of r¢(z) and ry(z).

3.5.1 Extended Euclidean Algorithm

In fact, Algorithm [2|is an extended Euclidean algorithm (EEA). Given two polynomials
ro(z), 1 (x) € F[z], for every iteration step, it finds not only the remainder r;(x), but also
the coefficient polynomials f;(z) and g;(x) in each iteration such that

fi@)ro(z) + gi(z)ri(z) = ri(z) for i =2,3,....

Denote the (9 _,})) in Line[7 by @;. Then
(i) =0 (5s)) =0@m - (0) == (1)

RizQ@-le:(f"(‘”) gi(x)) fori=1,...k—1 (3.35)

where

fir1(z)  gira(z)
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3.5 Fast Decoding of IRS Codes

is called Fuclidean matriz.

The main complexity issue concerning the Euclidean algorithm is the time to perform
each division and the number of iterations that are required to compute the GCD of two
polynomials ro(z) and r(z).

Theorem 10 (Complexity of EA [Lip81] Theorem 3, VIL.3.1). Given two polyno-
mials ro(x), ri(x) € Flz] and let N > degro(x) > degri(x) be an integer, the cost of
carrying out a GCD of ro(x) and r(x) by the Euclidean algorithm is in quadratic time,
i.e., O(N?), assuming the coefficients operations take constant O(1) time.

It is easy to see that, each iteration of EEA needs to handle the multiplication of f;(x)
and ¢;(z), gi(z) and ¢;(z) in addition to the division. However, this does not affect the
complexity of Theorem [10]

3.5.2 Fast Extended Euclidean Algorithm

The so-called divide and conquer is a strategy to accelerate solving a problem. It recursively
divides the problem into smaller parts, compute the solution of each parts, and combine
the solutions for the whole problem. This strategy can be applied to speed up the EEA
since the first quotient ¢; only depends on the highest coefficients of r;(x) and r;_;(x) in
each iteration. The fast EA has been described by Aho, Hopcroft and Ulman [AHU74].
Blahut [Bla85] used the same idea to accelerate the EEA.

Theorem 11 ([Bla85] Theorem 10.7.1). Given two polynomials ro(x), r(z) € Flz]
with degro(z) > degri(z), let

ro(x) = 7o(z)x™ + 7o(x),

ri(z) = ri(z)z" + 71(2)
where degTo(x) < k and deg1(x) < K for some Kk satisfying
k < 2degr(z) — degro(x), (3.36)

i.e., degm () > dego(x). Let ro(xz) = q(z)ri(x) + ro(x) and 7o(z) = §(z)r(x) + To(2)
each satisfy the division algorithm, then

ro(z) = To(x)x" + fo(x)

where deg 7o(z) < degro(z) —degri(x) + K. In other words, ro(x) and To(x)z" agree in all
terms of degree degro(x) — degri(x) + K or higher.

If the division algorithm are proceeded recursively in EA or EEA, then the following
theorem states how the polynomial should be truncated such that the correctness of the
quotients is not influenced.
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3 Decoding Interleaved Reed—Solomon Codes

Algorithm 9: Fast (complete) extended Euclidean algorithm FEEA
1 Input: ro(x),ri(z) € Flz], with degro(z) > degr ()

2 begin

3 | = [degro(x)/2]

4 if degri(z) < k then

5 q(z) < Quotient(ro(x),r(x))

6 R+ ((1) _ql(m))

7 else
| R« HEEA(ro(z), ()

| () <2 ()
10 if r1(x) # 0 then
11 L g’:gFgA(ro(x),rl(x))

12

13 Output: R

Theorem 12 ([Bla85] Theorem 10.7.3). Let R; and R; be the Euclidean matrices of
ro(x),r1(x) and truncated polynomials 7o(x),71(x) as in Theorem|11|in each i, respectively.
Then B

R =R,
provided that deg ;1 1(x) > (degro(z) — k)/2 where Ti1(x) is the remainder of division for
Ti—1(z) and 7;(x).

From Theorem , the smallest value that x can get is 0. In this case, we see from (3.36))

that
degro(x)

degry(x) > 5

(3.37)

should be satisfied if the fast algorithm is applied.

Towards formulating the the fast EEA, the dividend and divisor input polynomials are
truncated recursively till is not fulfilled. The quotients are calculated by polynomials
of smallest degree in this recursive truncation. Afterwards, the algorithm moves one step
further in the EA by calculating the next remainder. This remainder, together with the
previous divisor are then used as input in the next recursive call.

The complete fast extended Euclidean algorithm consists of two algorithms, the fast
EEA (FEEA), Algorithm [9] as the main one and the half EEA (HEEA), Algorithm [10] as a
calling function [Bla85].

In Line [4 of Algorithm [9] it decides whether to perform one normal iteration of the EA
or to truncate the polynomials. In the normal iteration, The Quotient function computes
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3.5 Fast Decoding of IRS Codes

Algorithm 10: Half extended Euclidean algorithm HEEA
1 Input: ro(x),r(z) € Flz], with degro(z) > degri(z)

2 begin

k= [degro(x)/2]
4 if degri(z) < k then

10
5 R<—(0 1)

else

To(z) < Quotient(ry(x), ")
7 (x) < Quotient( 1(z), z")
R < HEEA(7o(x), 71 (x))

o | () < (i%)
(v)

11 q(z) < Quotient(ro(x),r(x))

12 e (g —ql(w)) f

o )6 ) ()
K

© 0w N o

14 |k/2]

15 7o(x) < Quotient(ro(z), z~)
16 71(x) < Quotient(r(z),z")
17 R' < HEEA(7¢(z), 7 (7))

18 R+ R'R

19 Output: R

the quotient of r¢(x)/r1 () which is a usual division. The degree of the new ro(x) and ()
in Line [J] are not larger than . Since these two new polynomials are the input for the next
call of FEEA in Line [11] one normal iteration halves the degree the input polynomials.

Divide and conquer strategy is applied in Algorithm [I0] The algorithm contains two
recursive calls with truncated polynomials in Line [9] and Line In Line [I0] and Line [13]
the new r(z) are successive remainders, of degree at most 3/4 the degree of ro(z). The
input polynomials in Line [17] are of degree at most 1/4 the degree of ro(x).

Theorem 13 (Complexity of fast EEA [AHU74] Theorem 8.19 ). Given two poly-
nomials ro(z), r1(z) € Flz] and let N > degro(z) > degri(z) be an integer, the Algorithm[
finds a GCD with time complexity O(M(N)log N), where M(N) is the time needed for
multiplying two polynomials of degree N.
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3 Decoding Interleaved Reed—Solomon Codes

Since we recursively divide the problem into nearly equal parts, we assume that N is
actually a power of 2. In our case, if degro(z) is not a power of 2, we select N as the
smallest power of 2 which is equal to or larger than degrq(x). The complexity M(N) is
usually considered as O(N log N) [Lip81, Theorem 1, IX.2.1]. Thus, the time complexity
of Algorithm @ is given by O(N log? N).

3.5.3 Fast GEEA

The divide and conquer strategy for two polynomials can be generalized for multiple
polynomials. This fast algorithm has been explored in [ZWT11]. However, their algorithm is
proposed to solve MS-LFSR problem for sequences of the same length. In this subsection,
we propose a version of fast GEEA for sequences of different lengths, and also give the
complexity analysis.

Let us shortly revisit Feng—Tzeng’s GEEA. Given ¢ + 1 polynomials r(z), b(()l) (x) for
l=1,...,¢, where ro(z) € [x*°] for some 1 < vy < ¢ and b(()l)(x) € [#'7!] with deg bévo)(x) >
ro(z). By repeatedly running GenDiv, can be represented as

A i
bj+1(x) bj (z)
o =Qia | ) (3.38)
b (x) T ) ()
l ' l
b, () b ()
where the matrix @Q;,; € Fm+D>xm+D[g] 5 =01 ... is given by
vj—1 vj vj+1 Y/
pia(a?) @t o V@) ¢ d ) g
0 1 0 0 0 0
0 0 1 0 0 0 ‘ (3'39)
1 0 0 0 0 0
0 0 0 1 0
0 0 0 0 0 1

Similarly, let Up(z) = 1, and Vo(l) (¢) =0forl=1,...,¢, define polynomials U;(x), Vj(l)(:zc)
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3.5 Fast Decoding of IRS Codes

for 5 > 0 such that

Uja (") Uj ()
1 1
Vin) Vi@
o ~ 0. ) . 3.40
VD (@) e e (3.40)
Y4
V}(E) (J;E) V;-( )(zé)
Let
RJ :Qijlela j: 1,2,, (341)

from (3.38) and (3.39) we obtain

r{(:c) ro(z)
b () by ()
o “R. | 42
b( 3—1)($) J b(() 0)( ) (3 )
b (@) b (@)
and from (3.39))
in(xg) 1
Vj( )(xe) 0
<v.7-_:1> =R | (3.43)
V@ | o
V'j(f) (xZ) 0

Analogously to Theorem [11} the quotients of the original and the truncated polynomials
for r;(z) and b (z) are also the same.

Theorem 14. Given { + 1 polynomials r(x), {bW(x)}_, € Flx] with b©(z) € [z*~Y]. For
some v € [1,4], r(z) ~ b (x) and degr(x) < degb™) (x). Let

r(x) = 7(x)x" +7(x),

bO(z) = bO(2)z" + bV (x) (3.44)
where {deg b () }y 120 > 0, and degi(z) < k, {deg b (2)M_, < k for some k satisfying

K < 2degr(z) — deg b (z).
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3 Decoding Interleaved Reed—Solomon Codes

Let v'(z) = p(z)r(z) + So1_, q(z9)bO(x) and 7 (x) = p(a*)7(x) + 3o, d(z9)0 (x) satisfy
the generalized division algorithm GenDiv separately, then

(=) = pa’),
(") = 4(a"),

r(x) = 7(x)z" + 7 (x)

23

where deg 7' (z) < degb”)(z) — degr(x) + k.

Proof: For | # v, since degb® () > 0 and degb®(z) < &, it follows from that
degb®(z) > k. In fact, all degrees of b")(z) are greater than s, since k < 2degr(x) —
deg b (z) < degr(x) < degb™ (z).

Now let us recall GenDiv, i.e., Algorithm . The algorithm starts from r(z) and b (z) by
calculating the quotient ¢ (2!) and remainder r|(z) by using modified division algorithm
ModDiv such that b (z) = ¢®(2°)r(z) + ri(z). Same procedure are also applied for
truncated polynomials #(z) and o™ (z), i.e., b (z) = ¢ (z)7(z) + 71 (). Since the
modified division algorithm doesn’t stop later than usual division algorithm and according
to Theorem , we have ¢V (z%) = ¢¥)(z*) and 7 (z) = 7| (x)z" + 7 (z) where deg 7 (z) <
deg b (x) — degr(x) + .

There are two cases in which the GenDiv algorithm stops after running once ModDiv.
One is when 7,(z) ~ 7(z), and the other one is when r(x) ~ 6™ (z) for some u # v and
degr(z) < degb™(z). Clearly, if GenDiv stops after first time ModDiv, then the statement
of the theorem follows.

If GenDiv continues running, then it must be when ri(x) ~ b (z) for some u # v and
degry(x) > degb™(x). By using ModDiv again, if we need to have ¢ (zf) = ¢ (2*) with
the same & truncation, then x < 2deg b™ (z) —degr;(z) < degb™ (). For the same reason,
the modified division in the following steps will generate the same quotients for two original
and truncated polynomials as long as x is smaller than the degree of b (z), for I # v or
degree of r(z). Regarding to the remainders r’(z) and 7/(x), since their degrees are smaller
than those of 71 (z) and 7 (), we have deg#'(z) < deg#|(z) < degb®)(z) — degr(x) + .

L]

If GenDiv is proceeded repeatedly, then we can apply the following theorem which is a
generalization of Theorem [12]

Theorem 15. Let all prerequisites be the same as in Theorem[1]. Let the polynomials be
initialized with ro(z) = r(x), bgl) (z) = b (2) and with 7o(z) = 7o, B((]l) (z) = b (x). Let R,
and Ej be the Euclidean matrices defined by computed from ro(x), b(()l) (x) and the
truncated polynomials To(z), B[(]l) (x), respectively. Let vj_y = (degr;(z) mod ¢)+ 1. Then
for each j,

R; = R;

provided that deg 7j(z) > (degb™) — k)/2 and {deg Bg-l) (x) f:u#qjj_l > (deg b — k) /2.
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3.5 Fast Decoding of IRS Codes

Proof: Theorem [14] assures that the quotients p;(x), q(-l) (2*) in the matrix Q; in (3.39)
agree in each iteration, i.e., after proper truncation, the quotients will not change. Theo-
rem (14 also assures that in the corresponding sequences 7;(z), bgl) ()., bgl) (x) a sufficient

number of the high-order terms agree. O
Equipped with Theorem , the fast version of our modified EEA (Algorithm @ for

MS-LFSR synthesis is illustrated in Algorithm The algorithm together with its calling

function HGEEA are an alternative version of those in [ZW11] with slight modification.

Algorithm 11: Fast generalized extended Euclidean algorithm for MS-LFSR syn-
thesis FGEEA
1 Input: ¢ r(z), {00 (2)}_, € Flz], bV (z) € [2'71].

2 begin

3 | Ulr)« 1, {VO@@)}_, <0

4 Find v € [1,/] such that r(z) ~ b")(z) and degr(x) < deg b (x)
5 K < |deg b (z)/2]

6 if degr(z) <k or {degb® ()} =120 < & then

|| r(@).p(e),a(a’) « GenDiv(r(x), (b (x)}_,)

8 Construct matrix R according to (3.39) with v

9

else
10 L R « HGEEA(r(z), {b® () }1_))

r(z) U r(z) U

() VO () () VO ()
1 : : R : :

bO@) VO(t) bO@) VO(at)

12 if deg U(z*) < degr(x) then
13 R’ < FGEEA(r(z), {b© () }1_))
14 R <+ R'R

15 Output: R, U(x)

Given / sequences S (z) € F[x] of length NW| the initial assignment of the inputs in
Algorithm [I1] is given by

l
r(z) =ro(z) =Y _ SO, (3.45)
=1
and
b0 (z) = b (z) = 2NV for 1 =1,... L. (3.46)

Denote the length of longest sequence of S} by Ny, the degree of ro(x) in (3.45)) depends
only on Ny, since deg ro(z) = max;{(N,—1){+1—1} and [ —1 < £. For ro(x) with degree
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3 Decoding Interleaved Reed—Solomon Codes

(Nmax — 1)€+1— 1, it is easy to see that, ro(x) ~ aVmxf+=1 and deg ro(x) < Npaxl +1—1
where Npal+1—1 is the highest degree of b(()l)(a:) in . Therefore, with (3.45]) and (3.46)),
one can always find some v, such that ro(z) ~ b[()v () and degro(z) < deg b(()v) (x). Since
Algorithm [11]is recursive, Line [4] appears in each recursion. The property of generalized
Euclidean division guarantees that such v always exists.

According to Theorem|[I5] the truncation is proceeded only when degrees of all polynomials
are larger than half of that of b(*)(z). Otherwise, generalized Euclidean division is carried.
If r(z) has a degree which is less than or equal to x, or other input polynomials b (x),
other than r(z) and b*)(z) have degrees that are less than or equal to x, then one normal
iteration of the GEEA cuts the size of the problem in half. Therefore, nothing is lost if
only half of the coefficients of 7(x) or b)(z) is used in the calculation.

Nothing has changed in Line |11 in comparison with the updating part in the modified
GEEA. If R is obtained from normal generalized division, then the matrix multiplication
can be reduced to only using the first row of R to multiply with the matrix containing
r(z), b0 (z), U(z") and VO (2f). If R is obtained by truncated polynomials in Line , then
it is an (¢ + 1) x (¢ 4 1) matrix multiplication.

Algorithm [12] describes the recursive procedure of fast half GEEA. There are two times of
self call (Line [L1{ and Line . Each one directly follows the half truncation. Polynomials
7#(z),b®(x) are the truncated polynomials which are the quotient of 7(z)/z" by usual
division. In Line (12| and Line the two new r(z) are successive remainders, of degree at
most 3/4 the degree of r(x) which is the input of Algorithm The input polynomials in
Line 22| are of degree at most 1/4 the degree of the input r(z). The algorithm does not
stop until one of the input polynomials, other than b*)(z), has a degree less than x, i.e.,
half of that of 6™ ().

Now we illustrate fast algorithm FGEEA with an example.

Example 2. Consider an TRS(10,[4,5]) code. The syndromes of the received word are

SW(x) =32° + 92" +42® +42® + 2+ 5
S (z) = 02" + +32° + 2% + 4w + 1

of length NV =6 and N® =5, respectively.
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3.5 Fast Decoding of IRS Codes

Algorithm 12: Half generalized extended Euclidean algorithm HGEEA

1 Input: ¢; r(z), {bW(2)}_, € Flz], bO(x) € [#'71]. Fv € [1,4] such that
r(z) ~ b (z) and degr(x) < degb® (x).

2 begin
3 Find v € [1,/] such that r(z) ~ b")(z) and degr(z) < degb®)(x)
4 K < |degb™ (x)/2]
5 | if degr(z) <k or {degb®(x)}{_, ., < then
6 | R+« (+1) x (£ + 1) identity matrix
7 else
8 7(z) < Quotient(r(z),z")
9 for i =1to(do
10 t bW (z) + Quotient (b (x),z")
11 R < HGEEA(7(x), {b® (z)}_,)

r(z) r(z)

bV (x bW (x
12 ( ) — R ( )

b (z) b (z)
13 Find o' € [1,/] such that 7(z) ~ b")(z) and degr(z) < deg b ()
14 r(z),p(x), q(z°) + GenDiv(r(z), {0 (2)}_,)
15 Construct matrix R according to (3.39)) with o/
16 R <+ R'R

r(x) r(z)

bW (2 b (z
17 -( ) _( )

b (z) p@ (z)
18 K <« |k/2]
19 7#(z) < Quotient(r(z),z")
20 for [ =1 to { do
21 L bW (z) + Quotient (b (x),z")
22 R" « HGEEA(7(z), {b® (2)!_,})
23 | R+ R'R
24 Output: R
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3 Decoding Interleaved Reed—Solomon Codes

According to and | -,

ro(z) = 3210 + 92® + 327 + 428 + 25 + 42t + 423 + 2 + 2z + 5, (3.47)
b(()l)(x) = z'? b(()Q)(a:) =z (3.48)

Obviously, ro(x) ~ bW (x). If r(z) = ro(z) and bV (z) = bél)(x), then in Lines @@ in
Algorithm [19 we have v =1 and kK = 6, and

r) = 3z* +9x + 3z + 4, (3.49)
M(z) = b (z) = 2°. (3.50)

S

Then HGEEA is called in Line 11
In this first recursion, kK = 3. It is not difficult to see that, after Kk is cut to half, Line[J
is true and R is a 3 X 3 diagonal matriz in Line The index v' = 1. Then we use the

polynomials in and (| - for generalized dwzszon i Line and obtain

722 4+1 1 0
R = 1 0 0
0 0 1

In Line[15. The polynomials are updated in Line[I7 and with value

r(z) = 102 + 4% + 3z + 4,
bW (z) = 32 + 922 + 3 +4, v (z) = 2°.

Since it is still in the first iteration, k' = 1, and in Line |19

F(x) = 102? + 4z + 3,
bW (z) =32 + 9z + 3, b3 (z) = 2.

Since deg 7 < degb®, R" is returned as a diagonal matriz in Line |29, Line together
with Line 10 indicates the Fuclidean matrix

1 00 7Te24+1 1 0 1 00 Te24+1 1 0
R=10 10 1 00 01 0| = 1 0 0]. (3.51)
00 1 0 0 1 00 1 0 0 1

for the first recursion.
We proceed on Line with multiplication of R in (3.51)) and the ro(x), béo) (x), bél)(x)

n BAT) and @), o gie
r(z) = 102" + 42® + 102" + 102° + 72° + 32 + v + 5,
bW (2) = 3210 + 92% + 327 + 428 + 2° 4 4a* + 42% 4+ 2% + 2 + 5,
b2 (z) = 2
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3.5 Fast Decoding of IRS Codes

which lead to R’ in Line to be

+10 6 1
R=| 0 10]. (3.52)
1 00

Line[17 yields

r(z) = 52% 4+ 42" + 32° + 102° + 52* + 323 + 822 + 5z + 3,
bV (z) = 3210 + 928 + 327 4 42 + 2° + 42t + 423 + 22 + 1 4 5,
b (z) = 102° 4 42® + 1027 + 102 + 72° + 327 + 2 + 5.

With k' = 3, the truncated polynomials are

F(x) = 5x® + 4a* + 32 + 102* + 5z + 3,
b () = 327 + 925 4 32t + 42 + 2% + da + 4,
b (z) = 102% + 42° + 102* + 102° + 722,

At Line we find

6x2+4 1 2
R’ = 1 0 0]. (3.53)
0 01

So in Line |25 we multiply (3.51)), (3.52)) and (3.53|), and have the result

622 4+4 1 2\ (22410 6 1\ [722+1 1 0
R = 1 00 0 10 1 00
0 01 1 00 0 01
92% +32* + 922 +1 62* +922+9 622 +4
= Tt + 52245 2% + 10 1
T2+ 1 1 0

which is the returned value in Line[10 in the main algorithm, Algorithm[I1. Now let us
continue the main one and compute r(x) and U(z*) in Line and obtain

r(z) = T2° + 62" + 22° + 22% + 2 + 5,
U(z") = 925 + 32" + 92 + 1.
It can be seen that degU(x*) > degr(x) and thus the algorithm stops. Making U(x) monic

yields ©3 + 42> + x + 5 = (x + 2)(z + 3)(x + 10) with roots at a°, a®, o’ which give the
positions of errors.
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3 Decoding Interleaved Reed—Solomon Codes

3.5.4 Complexity of Fast GEEA for MS-LFSR Synthesis

Given ¢ + 1 input polynomials r(z), 5" (z) as shown in the input of Algorithm . Let
N > degb™)(x) where 7(x) ~ b®)(x). Let M(N) be the time to multiply two polynomials
of degree at most N. Let us start by analyzing the operations of Algorithm

The polynomial truncation in Lines and requires negligible O(N) number
of operations. In Line [I2] it involves multiplication of an (¢ + 1) x (¢ + 1) matrix R
with an (¢ + 1) x 1 matrix containing polynomials of degree at most N. This operation
requires (£ +1)? times of multiplication of two polynomials of degree at most N and a fewer
number of additions. Since the polynomials in R is sparse, i.e., they only have exponents
at multiples of ¢, the multiplication needs only O(M(N)/¢) in time. Hence this step costs
¢1¢M (N) number of operations, for some constant ¢;.

Line [14] calls on GenDiv, to compute the quotients and remainder for each single iteration
in the generalized Euclidean algorithm. As we have analyzed in , the time to perform
GenDiv is co M (N) /¢ for some constant cs.

Line [16| computes product of two (£ + 1) x (£ + 1) square matrices. The multiplication
of the two square matrices contains at most (¢ + 1)® polynomial multiplications and a
slightly lower number of additions. However, each of the element in the matrix R is a sparse
polynomial. As a result, the matrix multiplication needs c3¢?>M (N) number of operations,
where ¢3 is some constant.

The updating in Line |17/ has the same time complexity as that in Line |12} i.e., O(¢/M(N)).

Line [23|is again a matrix multiplication with sparse polynomials. Therefore, the resultant
cost is O((2M(N)).

All other lines except Lines [11] and [22| contain linear operations O(N) which can be
neglected.

Considering the complete HGEEA, Algorithm , the total cost Ty (N) with input of degree
at most NV, is bounded by

Ty (N) < 2Ty (N/2) + cl*M(N), (3.54)

for some constant ¢. The term Ty (N/2) comes from Lines [11] and [22] when HGEEA calls
itself recursively with half sized arguments. Substituting N/2 for N in (3.54)) gives

Ti(N/2) < 2Ty(N/4) + cl>M(N/2).
Subsequently substituting the halved term in (3.54)) yields

Ty(N) < 2Ty(N/2) 4+ cl>M(N)
< ATy (N/4) +2c*M(N/2) + cl>M(N)
< 8Ty(N/8) +4cl*M(N/4) + 2ct* M (N/2) + cl>M(N)
(logy N)—1
< 2oBNTy(N/2sN)p el Y 2 M(N/2)
=0

= NTyu(1) + cl>M(N)log N
= O*M(N)logN).
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3.5 Fast Decoding of IRS Codes

Theorem 16 (Complexity of HGEEA). Algorithm 13 requires O((>M(N)log N) opera-
tions in F if its arguments are of degree at most N, where M (N) is the time required to
multiply two polynomials of degree N.

Now we proceed to analyze the complexity of the fast generalized extended Euclidean
algorithm — FGEEA. Based on the complexity analysis of HGEEA, in Algorithm [T} the most
expensive steps are a call to HGEEA in Line [10| and a self call in Line 13| Hence, the total
cost Tr(N) of FGEEA is bounded by

Tr(N) = Tp(N/2) + c*>M(N)log N (3.55)

for some constant ¢. We apply same idea as that in (3.54) to (3.55)), to calculate Tr (V).
Therefore,

(logy N)—1
Tp(N) < Tp(N/2°2N) + > >~ M(N/2')log(N/2")
=0
(logy N)—1
<Tp(l)+cl® > M(N/2')log(N/2')
=0
(logy N)—1
< Tp(1) + c®M(N)log N + el Y~ M(N/2)log(N/2). (3.56)

i=1
The last term in ([3.56)) converges to cf>M(N)log N, hence

Tr(N) = O(*M(N)log N).

Theorem 17 (Complexity of FGEEA). Algorithm [11] requires O((>M(N)log N) time if
its arguments are of degree at most N, where M(N) is the time required to multiply two
polynomials of degree N.

Multiplication of two polynomials of degree N can be carried out in time O(N log N) by
fast Fourier transform. Regarding to the MS-LFSR synthesis, N > (N, + ¢ where Ny
is the maximum length of the syndromes.

Corollary 18 (Complexity for fast GEEA solving MS-LFSR synthesis). Given ¢
sequences SU(x) of length NO for1=1,... ( over Flz]. Denote the maximum length of
the sequence by Nyax, Solving Problem [1] [3 or[5 with Algorithm[11] has time complexity
O3 Ninax 10g” (( Ny ) ).
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3 Decoding Interleaved Reed—Solomon Codes

3.6 Discussion

To solve the multi-sequence shift register synthesis problem for the IRS codes, we proposed
a modified algorithm based on the Feng—Tzeng’s generalized extended Euclidean algorithm
such that the input sequences for the shift register can have different lengths. Our algorithm
requires quadratic numbers of field operations in the maximum length of sequences. We
also accelerated our algorithm with the “divide and conquer” strategy, which leads to
sub-quadratic number of field operations in the maximum sequence length.
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Decoding Hermitian Codes

[Gop77]. The Hamming distance d of an (N, K) Hermitian code over the field

Fg = IF 2 is not far from the Singleton bound d < N — K + 1, but the code length
N can be much longer than the order () of the field, in contrast to very popular (RS) codes.
This fact makes Hermitian codes potentially very interesting for applications and a number
of efficient unique decoding algorithms were suggested, correcting up to d/2 independent
errors [FR93] ISTM™95] and list decoders, correcting more than d/2 errors [GS99].

In this chapter, we consider Hermitian codes having rate R = K/N > 1/2q. For these
codes we propose an efficient algorithm, correcting phased bursts of errors of length ¢, later
called simply bursts. This means that we decode Hermitian codes in the burst metric, which
is equivalent to decoding ¢-folded Hermitian codes in Hamming metric. Our algorithm is
based on the fact, that decoding a Hermitian code can be reduced to decoding interleaved
extended Reed-Solomon (IERS) codes [YB92l Ren04].

Denote by dp the code distance of a Hermitian code in the burst metric. We consider
unique decoding algorithms correcting more than dg/2 bursts. These algorithms may fail
in some cases. By Py(t) we denote the failure probability of a given decoding algorithm in
presence of ¢ bursts in the channel. The function Py(t) describes the performance of the
decoding algorithm. Usually Py(t) = 0 if ¢ < dp/2, then Pr(t) < 1 for dp/2 <t < tiax
for some integer tyax, which is called the decoding radius, and then Py(t) ~ 1 for ¢ > tyax.
This definition of ¢,y is not precise, and it depends on what Pf(tyax) < 1 means. For the
proposed algorithm we will give the function Pf(t). Performance of a decoding algorithm
can be approximately described by timax and Pp(tmax)-

Known results. It was shown by Yaghoobian and Blake [YB92] and by Ren [Ren04]
that every Hermitian code can be represented as concatenation of an IERS outer code and
trivial (¢, ¢) inner code. Hence decoding of a Hermitian code can be reduced to decoding
IERS codes [Ren04]. To decode an IERS code, Ren |[Ren04] suggested to decode RS codes
individually, where every next decoder erases positions, corrected by previous RS decoders.
It was shown by examples, that this decoder can correct more than d/2 errors, if the errors
occur in bursts. However, burst error correcting radius and decoding-failure probability
were not obtained. The time complexity of the algorithm is O(N®/3) operations in Fy,.

H ERMITIAN codes are one of the most studied families of algebraic geometry codes
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4 Decoding Hermitian Codes

It is known that, for decoding interleaved RS (IRS) codes, joint decoding [Kra03) [SSB09)
is more effective than Ren’s [Ren04]. Ozbudak and Yayla [OY14] suggested an algorithm
for joint decoding IERS codes having cubic complexity in length, and applied it to decode
Hermitian codes resulting in correcting up to tmax = (N — K)/(q + 1) bursts with failure
probability Pf(tmax) < (1 — R)gq/(q¢ + 1). The algorithm for decoding Hermitian codes has
complexity O(N?) field operations.

Our contribution. We propose a joint decoding algorithm for interleaved extended RS
codes. The algorithm has quadratic complexity in length. This result has interest itself.

Then we apply this algorithm to decode Hermitian codes. Our algorithm has less failure
probability than the one of Ren [Ren04], and lower complexity and a better bound on
decoding failure probability in comparison with Ozbudak and Yayla [OY14].

We also show that low rate Hermitian codes can correct even more bursts of errors using
“power” and “mixed” decoding [SSB10, WZZB12].

The rest of this chapter is organized as follows. In Section we give a simple definition
of Hermitian codes and phased bursts. In Section we reduce decoding Hermitian codes
to decoding IERS codes. Section reminds of an idea of decoding a single extended
RS code. This idea is generalized in Section for extended interleaved RS codes. The
proposed algorithm is based on decoding interleaved non extended codes described in the
previous Sections and [3.4] In Section [4.5] we shortly explain how power and mixed
decoding can increase the decoding radius and/or decrease the failure probability for low
rate IERS codes. Finally, in Section we describe and analyze the decoding algorithm
for Hermitian codes.

4.1 Hermitian Codes and Burst-Errors

Consider an extension field Fg where Q = ¢* and ¢ is a power of prime. A Hermitian curve
H(q) over Fy is defined by (c.f. [Sti88] Tie87, [YBI2])
Y +y =zt (4.1)

There are ¢ points p = (x,y) € F 22 that satisfy 1) and hence lie on the Hermitian curve
H(q). In order to list these points, denote a primitive element of Fy by a and define the
elements (; as follows:

(B1,Bay.. ., By) = (07 1, a(qﬂ), az(qﬂ)’ o 7a(q72)(q+1)) _ (4.2)
Let (1,7) be a solution to (4.1)), then ¢* points p; ; = (x;, ;) on the Hermitian curve H(q)
can be written as elements of a ¢ X ¢ matrix P = (p;;), i =1,...,¢,7 =1,...,Q as follows
[YB92] [Ren04]
pi,j - (Oéj_177aj_1 +BZ)7 1= 17"'7qu = 17"‘7Q_ 17 (4 3)
DPiq2? :<Oaﬁz)7 Z:1a7q '

We pay attention that the x coordinate of the point p; ; does not depend on 7, and hence is
denoted by x;, and x; runs through all ) elements of Fy when j =1,...,Q.
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To define Hermitian codes we consider bivariate (information) polynomials of the form

hz,y) = f(@) +yfP @)+ +y fD(2), (4.4)
where £ () is a polynomial over Fg of restricted degree. Given a point p = (z,v), by
h(p) we mean the evaluation h(p) = h(z,y), and for the matrix P = (p; ;) we agree that
h(P) = (h(p;;)). For an integer m > ¢* — 1 we define the Hermitian code H,, as follows.

Definition 7 (Hermitian code). For an integer m > ¢* — 1 the Hermitian code H,, of
length N = ¢* over the field Fp2 is the set of ¢ x ¢* matrices W

Hm ={ W =h(P) }, (4.5)
where the matriz P is defined by , and h are all possible polynomials defined by

with degree constraints fori=1,...,q

deg f9(z) < k9 = \‘m =0 —ql)(q T 1)J + 1. (4.6)
Hermitian code H,, is a linear (N, K) code over Fg. The dimension of the code is
K:Eq:k@:m—gﬂ, (4.7)
i=1
where
9=1(¢"~1q)/2 (4.8)

is the genus of the Hermitian curve (4.1). The code distance dist(#,,) in the Hamming
metric is lower bounded by the designed distance [FR93| [STM™95]

dist(Hp) >dg=¢ —m=N-K+1—g (4.9)

and is upper bounded as dist(H,,) < ¢* — q|m/q| [Ren04]. So a Hermitian code almost
reaches the Singleton upper bound N — K + 1 on the code distance, but it is longer by
factor ¢ in comparison with RS codes, which is an advantage in many applications.

There are effective algebraic decoding algorithms, which allow correcting up to (dg —1)/2
independent errors [FR93| ISTMT95]. However in this work we are focused on the correction
of phased bursts of errors of length ¢, i.e., g-bursts. One burst-error can corrupt one column
in the code matrix W, i.e., at least one element of the column is wrong.

Definition 8 (¢-burst metric). The burst weight wg(V) of a ¢ x ¢* matriz V is the
mantmum number of columns that contain all non zero components of V. The burst distance
dp(V,W) between matrices V. and W of the same size is the weight of their difference
dg(V,W) = wg(V —W).

It follows from (4.9) and from [BS96] that the code distance dp of an (n, k) Hermitian code
in the ¢-burst metric is bounded by

(N-K+1-g)/qg<dp < (N—K)/q+1=dp. (4.10)

The code H,, with burst distance dp guarantees the correction of (dg — 1)/2 bursts of
errors. In Section VIII we propose an algorithm correcting with high probability #(d g—1)
bursts of errors, which is almost twice the guaranteed correcting radius.
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4 Decoding Hermitian Codes

4.2 From Hermitian to Reed—Solomon Codes

Let the received matrix V' be obtained from a code matrix W of a Hermitian code H,,
by changing some elements in ¢ columns of W. We can write V =W + E, where F has t
nonzero columns and we assume that every nonzero column in F is equiprobable. For the
error free case, V = W, from the definition of the code we have for all ¢, j

vig = O (5) + yi O () + -+ uly O (). (4.11)

For the jth column r;, 7 =1,..., @, of the received matrix V' we get the system of equations
for unknowns f®(x;)

FO(a;) +y1 O () + - + yg,}if(q)(l’j) = Ui
FO ) + s ) ol SO ) = ey o)

f(l)(wj)+yq,jf(2)(%)+---+y;1,}1f(q)(ivj) = Ug

It follows from that for every fixed j, the elements y; ; are different. Hence the
Vandermonde matrix of the system (4.12) is non-singular and we can uniquely compute
the unknowns f (i)(a:j). By solving the system for each of the ) columns of V' we
will find £ (x;) for all 4 and j. Solving the system with ¢ unknowns by Gaussian
elimination requires O(¢?) filed operations. Solving this system @ = ¢? times requires
O(Qq?) = O(N>/3) operations in Fg, since N = ¢°.

Let us recall the extended Reed—Solomon codes.

Definition 9 (Extended Reed—Solomon code). If a; = 0 for some i, i.e., if zero
locator is used, then the code is called extended Reed-Solomon (ERS) code ERS(n, k). An
extended primitive RS code has all q field elements as locators, the length of this code is
n=q.

Definition 10 (Interleaved extended Reed—Solomon codes). Given ¢ extended RS
codes ERS(n + 1,kW), 1 = 1,2,...,¢, over F, of length n + 1 and dimensions k), the
interleaved ERS (IERS) code TERS(n+1,kMW ... k©) consists of all ¢ x (n+ 1) matrices

Cgi fg; (1) ... fg; (Tnt1)
oo [ 2 [FOE) s | 413)
C('Z) fo (ffl) - -9 ('$n+1)

where ¢V € ERS(n +1,kW) and x4, ..., 1,1 are the code locators.
Now let us return to the decoding of Hermitian codes. By solving () systems (4.12) we

will compute f®(z;) for all 4,5 and obtain for n + 1 = Q a code matrix C' ([{.13)) of the
interleaved extended RS codes in the error free case.
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4.3 Decoding Extended Reed—Solomon Codes

If there is at least one error in the jth column v; of the Hermitian codeword, then the
solution f(z;),..., f@(z;) of the system (4.12) will be wrong, i.e., components of the
jth column in the matrix C' will be replaced by other field elements, and we will get from
C the received matrix R of the IERS code with the jth column wrong. If £ columns of the
Hermitian matrix W were corrupted, then the same t columns of received matrix R of the
IERS code will be corrupted.

If we know how to decode TERS codes, then we get the following algorithm correcting
burst errors in the Hermitian code. Given a received matrix V' of the Hermitian code with ¢
erroneous columns, i.e., with ¢ bursts of errors, we first compute the matrix R of the IERS
code with t erroneous columns. Second, by decoding the IERS code we find a codeword
C nearest to R in the burst metric and obtain information polynomials f®(z) for all .
Since information polynomials for IERS and Hermitian codes coincide, we can transform
decoding Hermitian codes with burst errors to decoding IERS codes.

In the next sections we show how to decode IERS codes.

4.3 Decoding Extended Reed—Solomon Codes

Lemma 19. Consider an exstended primitive (n + 1,k,d+ 1) RS code ERS(n + 1, k) from
Definition [ of length n + 1 = q over Fy, having all nonzero elements oy, i = 1,...,n, of
F, as nonzero code locators and the last zero locator o1 = 0. Then the following matrix
H is a parity check matrixz of the code

ail_l ag_l oszl 0

H = a? ai ... a: 0> (4.14)
o ay ... o, O
1 1 1 1 1

whered =n — k + 1.

Proof: The proof is similar to Lemma [2| Since of, ., = 0 for i # 0 and o, = 1, it
follows from Definition [J] that the code can be generated by the following matrix of full
rank k

G=| . R (4.15)

The statement of the lemma follows, since H has full rank n — k£ + 1 and each row of H is
orthogonal to each row of G. O
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4 Decoding Hermitian Codes

By CA, denote the (n,k — 1, d+ 1) RS code obtained by shortening the code C in the last
position. The shortened code C is defined by the parity check matrix

d—1 d—1 d—1
aq o) o,
H = : , (4.16)
aq 6%)] Qp

obtained from H by deleting the last column. The code C of length () — 1 has nonzero
locators only and hence is a primitive RS code.

By C, denote the primitive (n, k,d) RS code obtained by puncturing the code C in the
last position. The punctured code C is defined by the parity check matrix

d—1 d—1 d—1
a Qg ay
H — .2 .2 e .2 , (417)
(%) 05 e o,
(03] (6] e (7%

obtained from H by deleting both the last column and the last row.

The extended RS code C can correct up to t = [d/2] errors as follows (c.f. [Bla83]).
Assume a codeword ¢ € C was transmitted and a word r = (ry,ra,...,741) over Fg
containing up to t errors was received.

If the distance d + 1 of the extended code is even, then the punctured code C has odd
distance d and can correct ¢t errors. Hence, we can correct up to ¢ errors in the punctured
word r = (rq,79,...,7,) using a bounded minimum distance (BMD) decoder of the classical
RS code C. After decoding, the last symbol r,,; can be corrected using the last parity
check ¢y +co+ -+ cpp1 = 0 from . Let us consider the nontrivial case of odd d + 1.

First we compute the syndrome

S =(51,8,...,841,5) =rH" =eH", (4.18)

where e is the error vector. We distinguish two cases: the last received symbol 7,1 is
wrong or correct.

1. Assume that 7, is wrong and consider the received word r punctured in the last
position, r' = (r,...,r,) as a received word of the punctured code C. The syndrome
S = (S1, 59, ..., 54 1) — r'H of the punctured code C can be obtained directly from
the known syndrome S. By assumption, r' contains at most ¢ — 1 errors. The
punctured code C has even distance d = d. It can correct up to t — 1 errors using a
BMD decoder of a classical RS code and can detect if there were ¢ errors. If ¢ errors
were detected, then we go to the next step, otherwise all errors in 7’ were corrected
and the last symbol can be obtained using the last parity check ¢; +co+---+c¢,01 =0
from (4.14)).
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4.4 Interleaving of Extended Reed—Solomon Codes

2. Since t errors were detected in 7/, the last symbol r,,; in word 7 is error free by
assumption, e,41 = 0, and we should correct ¢ errors in the word r’. To do this we
consider the word 7’ as a received word of the shortened code C having distance d + 1
and hence correcting ¢ errors. It follows from (4.14]) and (4.16]) that the syndrome
of 7' in the shortened code C is 8§ = +'HT = (61,62, ... en)HT = eHT = S since
entr1 = 0. Using a BMD decoder of classical RS code C we will correct ¢ errors in the
word 7’ and obtain the correct codeword, since r, is error free.

The drawback of the algorithm is that we use BMD decoders of RS codes twice. However, it
was shown in [Bla83, Section 9.3] how to use results of the first decoding step in the second
step. This method gives an algorithm for the extended code having the same complexity as
a BMD decoder of a classical RS code. In the next sections we show how to extend these
ideas for interleaved extended RS codes.

4.4 Interleaving of Extended Reed—Solomon Codes

Consider ¢ extended Reedeolomon codes ERS(n+ 1,k0), 1 =1,2,...,¢, over F = Fg of
length n + 1 and dimensions k% defined by the parity check matrlces H obtalned from
by replacing d with d? = n — k® 4 1. The IERS code ZERS(n + 1,kM) ... k¥)
consists of all £ x (n + 1) matrices C

cM SRAE CSJ)FI
2) (2 2

e [
(0 o ©® ¢

c cg) cé) cfh)q

where ) € ERS(n + 1,k®). Denote the received matrix R as follows
T
R=(Ry...R,11) = (’r(l)T . .fr“)T)

and compute ¢ syndrome vectors S = r®HOT  Our goal will be to correct up to b
columns in R, where decoding radius ¢ is obtained by - using parameters of the
IERS code. Let us reduce the decoding of IERS codes to the decoding of IRS codes. If we
delete the last column R, ;1 from the received matrix R we obtain interleaving of classical
codes RS(n, k", d), which can be efficiently decoded. Let us consider again two cases: the
last column R, is wrong or correct.

1. Assume that R, 1 is wrong. Denote the received matrix punctured in the last position
by R' = (Ry,...,R,), and denote rows of the matrlx by r". By assumption, there
are t — 1 erroneous columns in R'. Syndromes S "of punctured codes can be obtained
by puncturing the syndromes S% in the last position. We will decode the matrix R’
using interleaving of ¢ punctured codes C%, which are classical RS codes defined by
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4 Decoding Hermitian Codes

parity check matrices H -, where d should be replaced by d =n — kO +1 to
get HO from H. By decoding mterleavmg of ¢ codes D we are able to correct up to
tmax columns in R’ according to (3.19), where from ([(4.21))

tmax = max - é/ (f + ) > tjr_lax L.
Hence, from ([3.20]) decoding failure probability when correcting ¢ — 1 columns is
Pf(t) S ,}/Q*(l‘i’l)(tmax*(t*l)) < ny (l+1 max*t)fl (419)

After this, the last Column in R can be corrected using the last parity check C; +

-+ Chy1=01in . Since we are correcting errors beyond half the code distance,
we can not detect the case when ¢} columns of R are in error and hence we should
go to the next step.

2. Assume that R, is correct. By decoding R’ using an interleaving of ¢ shortened
codes C® and full syndromes S%, we are able to correct up to t . columns in R’
according to Theorem |, and get a correct code matrix C' since the last column R,
was error free by assumption. By Theorem [5] the decoding failure probability when

correcting t columns is
Py(t) < AQ~ 1t (4.20)

hence (4.20) gives the decoding failure probability of the complete decoder, since
(4.20)) coincides with the upper bound (4.19)).

The proposed solution calls twice the decoder of IRS codes and hence extension of IRS codes
by one symbol is twice more complex in comparison with classical RS codes. Fortunately, we
are able to localize erroneous columns executing the following modification of Algorithm
only once.

The syndrome S can be obtained from S o’ by adding one more d”th symbol. The
Berlekamp—Massey (BM) type algorithm processes elements of a syndrome sequence sequen-
tially to Cornpute the polynomial A(z). As a result, for the case of a single sequence, when
the sequence SU" was processed, to process the sequence S® one should just continue the
BM algorithm and make one step for the last element of S©.

In case of multiple sequences of different lengths, the application of this idea depends on
the order of processing the elements of the sequences. Fortunately, the processing order in
Aglorithm [4] allows applying this idea. To explain the processing order in Algorithm ] we
consider the following example of two syndrome sequences

SW = (s1”, 53, 557)

and
S = (s, 55, 57, 8, 587
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4.5 Power Decoding

of lengths NV = 3 and N = 5 respectively. Then we obtain the maximum sequence
length N =5 and compose the syndrome matrix as follows

o S§1) S;l) S:gl)
S§2) S§2) S?()2) Sf) SE(,2) :

This means that the sequences are aligned to the right. In Algorithm 4] the elements S in
the matrix S are processed one-by-one and downwards by columns in the following order

CH R G G S S e S

This processing order in Algorithm [4 is implemented in Line [7] and Line [§l The last
elements of the syndrome sequences are in the last column of the syndrome matrix S
which is processed column wise. This allows to simplify our decoding as it is shown by
Algorithm [13] where Step 1 is implemented in Line [5]and Step 2 in Line[6] One of the steps
or both can fail. By ¢; and A;(x) we denote the number of errors and the error locator
polynomial found in the ith step, i = 1,2, respectively. For every found A;(z) we compute
positions of errors in Line [§] correct them separately in each interleaved code in Line [10]
and compute the code matrix in Line |11}
From the above discussion and from Theorem [5| we obtain the following theorem.

Theorem 20. For the code ZERS(n + 1,kW ... k®)), Algorithm |15 corrects errors of
weight t up to decoding radius t < min{t, ., n — kmax + 1} with failure probability Py(t)
upper bounded by , with

/ _

. (n—k+1), (4.21)

AR
max g +1
where k and kyay are defined in Theorem @

The complexity of Algorithm [13]is also O(¢n?) operations in Fg similar to the one for
classical IRS codes. We localize errors calling the shift register synthesis algorithm once.

4.5 Power Decoding

To describe an idea of “power” decoding [SSB10] of an (extended) RS code, consider a code
vector ¢ = (cg,...,cn 1) € RS(n, k) and define ¢! = (c},...,c ;) for I =1,2,.... From
Definition [3| it immediately follows that if ¢ € RS(n, k) then ¢! € RS(n, (k — 1)l + 1) for
(k— 1)+ 1 < n. In particular: if ¢ € ERS(n, k) = C then ¢! € ERS(n, (k — 1)l +1) =Y.

The idea of power decoding is as follows. We transmit a codeword ¢ of ERS(n, k) and
receive a word r with ¢ errors. At the transmitter we can compute ¢ powers of ¢ and get

codewords ¢, c?, ..., c, from ERS codes CV, 1 =1,..., ¢, where ¢ is the maximum number,
such that (k — 1)/ + 1 < n. We can think that we virtually transmitted interleaved words
c,c?, ..., c', despite in reality we transmit ¢ only.
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4 Decoding Hermitian Codes

Algorithm 13: Decoding an IERS code

[y

T
Input: Receive R = (R;...R,y1) = (r(l)T . r“)T>

N

begin
3 Compute syndromes S© = pOFOT [ =1 . . ¢

4 Run Algorithm { for ¢ sequences SY of length N® = n — k® as follows:
First run Algorithm {4{for n =1..., N — 1 and get t; = A\; and Ay(z). If e £ 0
skip Aq(z)

6 Run Lines @ of Algorithm 4| for the last syndrome elements, and get t5 = A
and Ay(x). If € # 0 skip As(x). If both A;(z) are skipped, declare failure
for each not skipped A;(x), i = 1,2 do

8 Find roots o', ..., o' of A;(z) in F. If number of roots of A;(x) not equal ¢
skip A;(z)
9 forl=1,...,/ do
10 Compute ¢) by correcting ¢ erasures in positions iy, ..., of »(), get the
L ¢ x n matrix C® of the punctured IRS code
11 Compute 07(121 = —C’{i) — C’éi) =Y
12 | Compute the code matrix C? = (C®, )

13 Output: Code matrix C¥) nearest to R in the burst metric or decoding failure

At the receiver we compute ¢ powers of r and get virtually received words =, r?, ..., r’.

Observe that error free positions in 7 stay error free in all ! as well. Hence at the receiver
we have a matrix R of interleaved ERS code with ¢ corrupted columns. Since we know how
to decode TERS code, we are able to decode the matrix R. This decoding allows to decode
a single extended RS code up to the following radius for ¢ > 2

20(n) — €0 + 1)k + £(£ — 1)
tpower = \‘ 2(€ T 1) J + 17 (422)

which coincides with the Sudan decoding radius [Sud97]. The decoding failure probability
for ¢ = 2, which corresponds to code rates between 1/3 and 1/6, is given by (3.20)) with a
slightly different coefficient

v = @ ( ¢ —f—l) ~ 1.

Q-1\@-1 @
For code rates below 1/6, the failure probability can be estimated using (3.20) or (3.21)) as
well under the assumption that the virtual error vectors 7' —c', i = 1. .., ¢, are statistically

independent, correctness of which is supported by simulations.
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4.6 Decoding Hermitian Codes

The idea of power decoding can be applied for interleaved (extended) RS codes [SSBOT],
if some of them have low rate. In this case every codeword of a low rate code can be
virtually extended to two or more codewords. This increases the order of interleaving, the
number of equations and the decoding radius or decreases the failure probability.

For the interleaving of low rate codes, the interleaving order can be increased even more
using “mixed” decoding based on the following observation by Wachter—Zeh et.al. [WZZB12].
If ¢, ¢ are codewords of RS(n, k) and RS(n, ]~€) respectively, then the word with component-
wise product is a codeword of an (n, k +k — 1) RS code. Simulations show that usually the
new created equations are linearly independent with the original ones and one still can use
to estimate failure probability, despite this was not proved.

4.6 Decoding Hermitian Codes

Decoding of a Hermitian code is shown by Algorithm [I4]

Algorithm 14: Decoding a Hermitian code

1 Input: Received matrix V'

2 begin
3 For j =1,...,Q solve the system 1) and get all f@(z;),i=1,...,q (with
errors)

4 Form matrix R of IERS code
Decode R by Algorithm (13 get a codeword C of TERS code

6 Find information polynomial f®(x), i = 1,...,¢, for every component ERS
L codeword ¢

Output: Information polynomials f(x), i =1,...,¢, or decoding failure

S

Theorem 21. For a Hermitian (N, K) code H,,, see Deﬁm’tion@ Algom'thm@] corrects t
erroneous columns (bursts) up to decoding radius tmax with failure probability Py (t) if

. N-—-—K
t < tpax = min
q+1

,N/q— max} : (4.23)

where
Fmax = m?x{k(l)} =|m/q] +1

see @, and

~

< Py( yQ (@) (max—t)=1 (4.24)

~ 1.
Fort < (N/q — kmax)/2 holds Py(t)
The time complexity of Algorithm n is O(N®/?) operations in Fg.
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4 Decoding Hermitian Codes

Proof: (sketch) After solving the system of linear equations of full rank, every
nonzero burst of Hermitian code is mapped in one-to-one manner to an nonzero burst of
the TERS code. Hence, both codes have the same number of bursts and all nonzero bursts
are equiprobable.

The Hermitian code will be successfully decoded as soon as we decode the correspondent
IERS code. Hence, the decoding radius and the failure probability can be obtained from
Theorems [5| and 20] by using parameters of the Hermitian and IERS codes in Theorem [5}
interleaving order ¢ = ¢, length of RS codes n = @, dimensions k), and average dimension
of RS codes is k = K/q. As a result, for Algorithm we obtain time complexity
O(¢°) = O(N®/3) operations in Fg, since N = ¢°. O

Observe that when ]\g jrf < N/q — kmax which is frequently satisfied, we have a case which

is interesting for practice:
_N-K

max_ﬁ—l

Y

-~

i.e., , we can correct q%l(dB — 1) bursts of errors which is very close to an upper bound

d) B on the burst distance of the Hermitian code and is almost twice larger than the
guaranteed burst correcting radius (dg — 1)/2.

Decoding radius and/or failure probability can be improved for low rate codes using
power or mixed decoding techniques as described in Section [4.5] Power decoding can be
applied when the minimal rate k@ /Q of the interleaved RS codes is at most 1/3, i.e., when
the rate ry, of the Hermitian code is bounded by

Ge
m—gt+1_ |3 11

pe Tt aa (4.25)

"™ = =
Table shows dependence of the threshold rate on ¢q. For ¢ = 4 we can apply power
decoding staring from rate 1/2, however, for large ¢ the threshold tends to 1/3. Mixed
decoding can be applied when k=Y /Q < 1/3.

‘ gq=4 q=8 q=16
TH,, \ 0.51  0.40 0.36

Table 4.1: Threshold rate for Hermitian codes to use “power” decoding

We made simulations to verify precision of our bounds for failure probability. This can
be done when the number of bursts is close to the possible maximum, otherwise, the failure
probability is usually too small to simulate. Our simulations show that all obtained bounds
for the failure probability coincides with simulations results up to a factor < 3. Some
simulations results are shown in Table [4.21

Example 3. To compare the performance of our algorithm with the ones by Ren [Ren0j)]
and by Ozbudak and Yayla [OY1])], let us consider the example from [Ren04), |0Y1/], [YB92]
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4.7 Discussion and Future Work

| Hos(64, 21,38

~—

Hs0(64, 25, 34)

tmax 8 7
tpower 9 8
Pr(tpower) | 31056/10% ~ 3.1-1072 34574/10° ~ 3.5 - 1072
Pt (tpower) 6102 6-1072
tmax : decoding radius without syndrome extension
tpower : decoding radius with syndrome extension
P . simulated failure probability for running 10° times
ﬁf . theoretical failure probability upper bound

Table 4.2: Failure probability Py(t) for Hermitian codes over F2

of rate R =1/2 Hermitian code H37(64,32) over Fig with ¢ =4 and @ = 16. The decoding
of the code is reduced to the decoding of ¢ = 4 interleaved extended RS (n+1,k%, d+ 1)
codes: (16,10,7), (16,9,8), (16,7,10), and (16,6, 11).

It follows from Theorems 5 that t,.. = 6.4, hence we can correct up to 6 bursts. The
failure probability in case of 6 bursts in the channel is P;(6) < vQ ™3 = 2.6 x 107*, where

= 1.067. In case of 5 bursts we have P;(5) < ~vQ % =2.3 x 107 .

The decoding algorithm proposed by Ozbudak and Yayla |OY1J] also can correct up to
6 busts with failure probability Ps(t) < (1 — R)Q/(Q + 1) = 0.4. Actually, for these code
parameters they give a slightly better bound Py(t) < 0.37. This bound does not depend on
the number of bursts t in the channel and is very weak. Their simulations show that for
t = 6 bursts the failure probability is 1.7 x 1073,

Ren [Ren0j)] has shown one example, when his algorithm can correct 6 bursts. Let us
estimate the decoding failure probability of his algorithm for t = 6 bursts. First, he decodes
the (16,6,11) ERS code, correcting up to 5 errors, which was the case in his example.
However, with probability (Q —1)/Q)® = 0.67 there will be 6 errors in the first word and
the decoder will fail. Hence, for Ren’s decoder we have Pr(6) > 0.67.

4.7 Discussion and Future Work

A joint decoding algorithm of interleaved extended RS codes is proposed, having quadratic
complexity in the code length. Then we apply this algorithm to decode Hermitian codes
M (N, K) over Fg = F,2 resulting in correcting up to tpmax = (N — K) /(g + 1) bursts with
complexity O(N %) field operations. For the failure probability Py(t) we give an upper
bound Py (t) < yQ~(@FDtmax==1 "which is at most 1/Q when ¢ = t,.x, and exponentially
decreases when t decreases, see Theorem [21] for details. Simulations show that the bound is
precise. As a result, our algorithm has less failure probability than the one of Ren [Ren04],
and less complexity and better bound on the decoding failure probability in comparison
with Ozbudak and Yayla [OY14].
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4 Decoding Hermitian Codes

We also show that low rate Hermitian codes can correct even more bursts of errors using
“power” and “mixed” decoding [SSB10, WZZB12].
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Decoding Gabidulin Codes with Errors
and Erasures

and have maximum possible distance in rank metric. These codes have many
applications and recently they have drawn significant attention since they can
provide a near-optimal solution to the error control problem in network coding [KKO0S,
SKKO0§|. It was shown in [SJB11] that interleaving or the direct sum of ¢ Gabidulin codes
allows decreasing the redundancy and increasing the error correcting radius nearly twice.
So, it is important to be able to correct Gabidulin codes and their interleaving efficiently.

There are a number of known error correcting algorithms for Gabidulin codes similar to
Reed—Solomon codes: a “standard” Berlekamp—Massey like approach [PT91] by Paramonov
and Tretjakov [RP04] or a Sugiyama et al. like approach [Gab85] by Gabidulin, in contrast
to Welch—Berlekamp like algorithm [Loi06] by Loidreau or Gao like algorithm [WZAS13]
by Wachter et al. We will consider the standard approach, where first a key equation
should be solved to find the “positions” of errors, and second the error vector can be
computed. In contrast to Reed—Solomon codes, where the second step is relatively simple,
for Gabidulin codes, the second step is very complicated to understand and to compute. In
[SK09], Silva and Kschischang suggested an elegant solution for the second decoding step
using a transform domain approach. This approach allows for simplification of derivation
and proofs of the second decoding step, and also allows for a decrease in the decoding
complexity.

In contrast to Hamming metric, it is not obvious how to define erasures in rank metric.
The general definition of erasures for rank metric was proposed in [SKKO§| by Silva,
Kschischang and Kotter, and in [GP0§] by Gabidulin and Pilipchuk. This definition
arises from network coding applications and generalizes the previous definition [GPT91],
where it was assumed that a number of rows and columns in the code matrix are erased.
Most decoding algorithms for Gabidulin codes and for interleaved Gabidulin codes [LOOG],
[Ove07], [SIB11] were obtained for correcting errors only without erasures. However, in
[SKKO0g| and [GP0§] the standard decoding algorithms were extended for the case of errors
and erasures. These algorithms work in the “time domain” where the second decoding step

GABIDULIN codes [Del78, [Gab85l, [Rot91] are closely related to Reed—Solomon codes
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5 Decoding Gabidulin Codes with Errors and Erasures

(finding the error vector after solving the key equation) is complicated. Error and erasure
correction algorithms for the transform domain have not been known so far.

In this chapter, we propose a transform domain algorithm correcting errors and erasures
for Gabidulin codes. We also generalize this algorithm for interleaved Gabidulin codes. The
transform-domain approach is used here because it dramatically decreases the number of the
decoding steps and simplifies the proofs, so that the algorithm is more transparent. These
are similar to the benefits gained from Silva and Kschischang’s use of the transform-domain
for decoding in the case of errors only [SK09]. However, our approach does not yield an
improvement in complexity order and requires quadratic number of the field operations
in the code length, though, we believe that it has more potential to be accelerated in
comparison with known time domain algorithms.

5.1 Basics of Gabidulin Codes

Let ¢ > 2 be a power of prime. Denote by F;"*" the set of all m X n matrices over the
finite field Fy. A code C is defined as any nonempty subset of Fy**™. The distance d(V, W)
between two matrices V,W € Fy"*" is defined as d(V,W) = rank(V — W). This rank
distance was probably first introduced in [Hua51] as “Arithmetic distance”, where it was
observed that it is indeed a metric. The minimum distance of a code C is defined as the
minimum rank distance between two different code matrices.

To define the class of Gabidulin codes we consider an extension field F = Fym, and the
Frobenius automorphism 6(a) = a? for a € F,=. For an integer i we define § = § mod ™
0°(a) = a, and 6'(a) = 0(6° 1 (a)).

Given a basis of the field Fy» over the subfield F,, we represent a element a of Fym as a
column vector p(a) of length m over F,. In this way every row vector v of length n over
F,m will be written as an m x n matrix V' = ¢(v) over F,. The rank norm (weight) rank v
of a vector v is defined to be rank p(v). The rank distance between two vectors v, w € Fp..
is defined as rank p(v — w). Later we consider a code C in two equivalent forms: as the set
of matrices C' over the base field Fy, or the set of vectors ¢ over the extension field Fym.

For n < m, let us fix the vector

Y

h = (hy,ha, ... hy), (5.1)

with components h; € Fym linearly independent over Fy, and define the following n x n
transform matrix ® over Fym

hl h2 e hn
_ 6(?1) 9(?2) : : e(h”) (5.2)
0 () 0" () . 67 (h)

The transform matrix @ is nonsingular [LN83] and has the inverse matrix ®~*.
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5.1 Basics of Gabidulin Codes

Definition 11 (Gabidulin code). A Gabidulin code G in the vector form is a linear
(n, k) code of length n and dimension k over the field Fym, n < m, with parity check matriz
H, ie.,

G(¢™n, k) ={c€F : cH" =0},

where the (n— k) x n parity check matriz H consists of the first n — k rows of the transform
matrix P.

Later we will give another equivalent definition of Gabidulin codes as evaluation codes.
The distance of a Gabidulin (n, k) code in rank metric is d = n — k + 1 and it reaches
the Singleton type upper bound |[Gab85].

5.1.1 Skew Polynomials

To work with Gabidulin codes it will be convenient to use the skew polynomial ring of
automorphism type [Ore33] which we now define. Given a field F and an automorphism 6
of I, one defines a ring structure on the set

Flz;0] = {a(x) = apz" + -+ a1z +ao | @; € F and n € N}

This is the set of formal polynomials where the coefficients are written on the left of the
variable z. The addition in F|x; 0] is defined to be the usual addition of polynomials and the
multiplication is defined by the basic rule xa = 6(a)z and extended to all elements of F[x; 6]
by associativity and distributivity. This means that for two skew polynomials a(zx) of degree
d, and b(z) of degree d,, the coefficients ¢ of the product polynomial ¢(z) = a(z)b(x) of
degree d, + d; are defined for k =0,1,...,d, + d, as follows :

4 min{k,dq } ‘ min{k,dp} '
=Y ab(b)= D ab(be)= > a0 (53)
i+j=k i=max{0,k—dp} j=max{0,k—dqa}

In particular, for d, < d, we have
da

= ail(bp_;) for d, <k <d. (5.4)
i=0

Given an automorphism 0, by M(N) we denote the complexity of the multiplication of
two skew polynomials of maximum degree N. Using this can be done with quadratic
complexity M(N) = O(N?).
Given a skew polynomial a(z) of degree n, we define a 6-reverse skew polynomial a(x)
having coefficients
a; = 0""(a,_;) for i=0,..,n. (5.5)

In our case of the finite field and the Frobenius automorphism 6, there is a ring isomor-
phism between the ring F[z; 0] of skew (or twisted) polynomials and the ring of linearized
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5 Decoding Gabidulin Codes with Errors and Erasures

polynomials. The last term is used more often in the coding theory literature. Given a
skew polynomial a(x) € F[x; 0], we denote the corresponding linearized g-polynomial by
a(g)(x), where

ag) () = Z a;0(z) = anz?" + -+ a1z’ + apx,
=0

and n is called the g-degree of a(g () if a, # 0, deg, a(y)(x) = n. The polynomial a(y(z) is
called monic if a, = 1. For linearized polynomials a)(z) and b (x), the addition is the
usual addition of polynomials and the (symbolic) product of linearized polynomials is defined
as the composition a(q) (1) ® b(g)(z) = ag)(b(g)(x)), With ¢-degree deg, a(q(v) + deg, by ().

Evaluation (or operator evaluation) of a skew polynomial a(x) at o € Fm we define as
evaluation a(q) () of correspondent linearized polynomial, and we say that o is a root of
a(z) and ag)(z) if ag) (o) = 0.

Definition 12 (Gabidulin codes as evaluation). Given hy,..., h, € Fym linearly in-
dependent over Fy, from evaluation point of view, the Gabidulin codes is defined as follows

G(g™in. k) ={c=(a@(h),...,a@q)(hn)) : dega <k}

Definition 13 (Minimal polynomial). For a set A = {a1,...,as} C Fym define the
minimal linearized polynomial with respect to Fym, denoted Ma(x) as the monic linearized
polynomial over Fym of least degree whose root space contains A. The correspondent skew
polynomial is called the minimal skew polynomial and is denoted by minpoly(a), where the
set A is written as a vector a = (a, ..., Q).

Let us find a method to compute the minimal polynomial, which we will need later for
decoding. If A is a set of roots of a linearized polynomial a(, (x) then (A) are also roots
of ai) (), where (A) is the linear span of A over F, of dimension dim(A). Thus we can
compute the unique minimal linearized polynomial as usual polynomial

Maw) = [ (o= 0)

a€c(A)

of usual degree ¢4 Hence, M4(z) has g-degree dim(A). Since complexity of this
method is exponential in dim(A), we should consider practical methods with polynomial
complexity based on the following lemma, which is similar to some results in Section VI-A-2
in [SKKOS]. For a set B = {3;} denote Ma(B) = {M4(5;)}-

Lemma 22. 1. For A= {a} C Fm holds:

x for a =0,
My () = { 29— oty for a#0. (5.6)
2. Given minimal polynomials Ma(x) and Mg(x) for the sets A, B C F,m, then
MAuB(.CE) :MMA(B)<-T>®MA(37)- (57)
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Proof: Statement 1 follows from M. (a) = 0. To prove Statement 2 we have to show
that for € AU B holds

Maus(x) = Mygys) (Ma(x)) = 0, (5.8)

and deg, Maup = dim(A U B). Indeed, for 2 = a € A we have M4(a) = 0 and . ) holds.
For x = 3 € B we have My, s (MA(B)) =0 and we get (5.§).

Since M4 (8) = 0 for 3 € (A) N (B), it follows that deg, My, () = dim(B) — dim{(4) N
(B)}. Hence, from for the degree of the product we obtain deg, Mup = deg, M4 +
deg, My, () = dim(A) + dim(B) — dim{(A) N (B)} = dim(A U B), and the statement of
the lemma follows. O

Using this lemma we obtain a recurrent algorithm [SKKO08], shown by Algorithm [15]
to compute the minimal skew polynomial minpoly(a) for the set of roots, written as
components of a vector a of length s.

Algorithm 15: Minimal skew polynomial minpoly

1 Input: Vector a = (a1, g, ..., as) where a; € Fym
2 begin

3 | pg(x) = Mia,y(x) according to (5.6)

4 for each i from 2 to s do

(S}

| P@)(2) = My, 0y (2) @ prgy (2)

6 Output: p(z)

Algorithm (15[ has complexity O(s?) operations in Fm

All polynomials in this chapter belong to the ring F[x; 0], except for their linearized
polynomial equivalents denoted by the lower index (¢). Later we show that to solve the
key equation we need to solve the following problem of skew shift-register synthesis.

5.1.2 Skew Shift-register Synthesis

Problem 4 (Skew shlft register synthesis). Given a field F, an automorphism 0 of the
field, and 14 se?uences S 5(2), .., 89 over F with lengths N, N®@_ .. NO  respectively,

ie., SV h ...,SNU), find the smallest nonnegative integer X for which there is a

U€Ct07’ of coe]fﬁczents A= (A, Ay, ... Ay)) over F such that forl=1,2,... ¢
A
-3 A0 (Syli) forn=A+1,... NO. (5.9)
i=1

Moreover, find a connection vector A which fulfills and detect when the found connec-
tion vector A is not unique.
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Given a connection vector A = (Aq,...,Ay) over F, we define the corresponding connec-
tion polynomial A(z) € F[x; 0] as follows
Alz) 21+ Aot + - 4 Ay,

where Ag = 1 and deg A(z) < .
An effective Berlekamp—Massey type algorithm to solve Problem [] was suggested in
[SIB11] and is shown by Algorithm

Algorithm 16: 0-skew shift-register synthesis (Problem
1 Input: ¢ 8O =5 . sY  NOfor1=1,...¢

N@)»
2 begin
3 A0, A(z) + 1, N = max;N®
4 for each | from 1 to ¢ do
5 | pW = N=NO n® e pO XD 0, dD 1, AO(z) + 0
6 for each n from 1 to N do
7 for each [ from 1 to £ do
8 if n > A+ p¥) then
- all
9 d + Z;:o A7 (S,(lzj,pm)
10 if d # 0 then
11 if n—X<n® -\ then
12 | Al@) < Az)—da" " 5 A (2)
13 else
14 A A\ Az) « Ax)
15 A(z) < A(z)—da™" 5 AD(z)
16 A A0 4 —n
17 AD X, AD(2) « A(z), dV « d, n® < n

18 Output: A\, A(z); AO(2), n®, \O forl=1,...,¢

Theorem 23 ([SIBII]). If the output of Algorithm[16is A, A(x), and AD(x), n®, A®
forl=1,...,¢, then the pair (A, A(x)) is a solution of Problem . The solution is unique
if and only if e = 0, where e = >_,_, e, e = max{0,n® — A\D — 20 — (N — )}, and
20 = max{0,\ — NV},

Algorz'thm has time complexity O((N?) operations in F, where N is the length of a
longest sequence.

A fast algorithm for solving Problem [4| was suggested in [SB14]. The asymptotic time
complexity of this algorithm is O(M(N)log N), for a fixed number of sequences.
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5.1.3 Errors and Erasures

Assume a codeword ¢ = (cy, ..., ¢,) € Fp. of the code C = G(¢™; n, k) was transmitted and a
word 7 = (r1,...,71,) € Fy,. was received. It means that the error word is e = (ey, ..., e,) €

7., where e = r» — c¢. Denote by 7 the rank of the error matrix £ = ¢(e) € Fy*",
7 = rank £/ then we can write

E=AB (5.10)
for some full rank matrices A € F;"*™ and B € F;*". Decomposition of £ in (5.10) is
not unique, but we use just one of them. Let A;,..., A, denote the columns of A and let
By, ..., B, denote the rows of B. Then we can rewrite (5.10]) as follows

E=AB=) AB. (5.11)
i=1

The task of error correction is to find a codeword ¢ such that the error matrix £ = ¢(r — c)
has a minimum rank. There are a number of efficient decoding algorithms for the case
when the rank of the error is less than d/2.

We consider a more general problem of error and erasure correction. Assume that the
decoder has some side information from the channel about the expansion of the error
matrix E. More precisely, we assume that in the expansion , pc vectors Bj, j € T,
|J| = pe, and pg vectors A;, i € Z, |Z| = ur, are known from the channel, later we will
say that there were ug + pc erasures in this case. It was shown in [SKKO§| that such side
information is available in the case of random network coding, hence error and erasure
correction is very interesting for practical applications.

Let us define errors and erasures more precisely. Without loss of generality we assume
that J NZ = (), otherwise if ¢ = j, we can subtract the known component A;B; from
R = ¢(r). Let us write the known pg row vectors B;, j € J, as the matrix B € Fhex?
and the correspondent column vectors A; as the matrix A¢ € Fy'*#c. Similarly, we write
the pug known column vectors A;, i € Z, as the matrix Ag € IFZ”“R, and the row vectors B;
as the matrix Br € FA®*". Finally, the rest of the column vectors A; and row vectors B;
we write as the matrices Ap € F'* and By € F.*" respectively, where ¢ = 7 — ur — pic.
Then we can rewrite expansion as follows F = AcBc + ApBr + ArBgr, where all
matrices have full rank, since they are sub matrices of A and B of full rank. Now we will a
give more general definition, where we do not require that all matrices have full rank. We
need this more general definition for interleaved codes.

Definition 14 (Errors and erasures). Given an error matriz E and matrices Ap with
rank Ar = g, and Bo with rank Bo = puo, we say that there were e (full) errors, juo column
erasures, and g row erasures in the channel if the error matrix E can be represented as
follows

E = AcBo+ ApBr + ArBp, (5.12)

where sizes of matrices were defined above, and we use an expansion that minimizes
the size € of Ap and Bp.
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5 Decoding Gabidulin Codes with Errors and Erasures

The decoding problem is now as follows.

Problem 5 (Decoding with errors and erasures). Given a received matriz R and
matrices Agr and B¢ of erasures, find a codeword C, having the minimum number &

of full errors in expansion of the error matriz £ = R — C.

L.e., similar to Hamming metric, the task of the decoder is to find a codeword nearest to
the received word (minimum &) in unerased positions.

We pay attention that expansion (5.12)) is not unique and for decoding we can use any of
them. We will show later in Theorem [24] that a code C can correct an error E of larger
rank by using erasures, hence it is useful to have erasures from the channel. Note however
that in general, erasures A; and B, from the channel are not necessarily related to the
expansion of E. In this case, erasures do not help in decoding, similar to the case of
codes in Hamming metric, when a correct symbol was erased. For instance, we could have
an error free transmission £ = 0 with erasures pc + pr > d, in which case the decoder
will fail according to Theorem but would output a correct result without using the
erasures. Fortunately, this never happens in a network coding application as it was shown
in [SKKO08], so decoding with erasures is always at least as good and usually better than
without erasures.

Definition requires one to know matrices Ag and Bc. We will show that the case
studied in [GPT91], where a number of columns and rows are erased in the received matrix,
is included in Definition [14] as well. We describe it by the following example.

Example 4. First, assume that we receive a matrix

? C12 ?
R = ? (D) ? s
? C32 ?

obtained from a code matriz C' = (c;;) by erasing the first and the third columns, i.e.,
symbols denoted by “?” can have any value from F,. Then an error matric E = R — C' can
be written as follows

ein 0 e3 €11 €13 10 0
E = ea1 0 e23 = €21 €23 ( 00 1 > = ACBCU
€31 0 €33 €31 €33

where A¢ is an unknown m X e matriz, po = 2, and the matriz Be is determined by the
known positions of erasures. Up to column permutation, the matrix Bo can be obtained by
the e X pe identity matriz appended by all zero columns to the length n. Such a matrix
B¢ we call an extended identity matrix. To decode the received matrix R with column
erasures the decoder will get the following input: R, po = 2, Be, g = 0.

Second, assume that the first and the third rows of a code matrix are erased and we
receive

o7 7
R = C21 C22 Ca23
o7 7
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An error matric E = R — C' can be written as follows

€11 €12 €13 1 0 . . .
S U Bl U < e11 612 613 > = ARpBg,
€31 €32 €33 0 1 31 €32 €33

where the matriz Ag is determined by the known pug = 2 positions of erasures. Up to row
permutation, the matriz Ar can be obtained by the ug X pg identity matriz appended by
all zero rows to the height m. We call such Ar an extended identity matrix as well. The
matrix Bg is an unknown pg X n matriz over Fy. To decode the received matriz R with
row erasures the decoder will get the following input: R, ugr =2, Ag, pc = 0.
Finally, consider the received matrix having two types of erasures and full errors
T T 7
R = 77

Ts1 T2 !

In this case an error matrix E can be represented by with Ax = (0,1,0)T and
Be=(0,0,1). The decoder will get the following input: R, pr = pec =1, Ag, Be.

By this example we show that Definition |14 includes the previous definitions of erasures
[GPTI91] and explain why the terms ArBgr and AcBe are called row and column erasures
respectively.

The following theorem tells us how many errors and erasures can be corrected by the
code. This theorem was proved in [SKKO0§|, however we give here a simpler proof of the
theorem.

Theorem 24 ([SKKO08]). A code C with minimum rank distance d corrects simultaneously
g errors, jc column erasures, and pgr row erasures if 26 + po+ pp < d — 1.

Proof: We have uc + pr erasures and € errors in the channel. It means that we get
the erasure matrices Ag and B of full ranks pugr and pc from the channel, respectively.

According to the Definition , the received matrix R can be written using (5.12]) as
R == C —f‘ ACBC + AFBF + ARBR,

where this expansion is not unique, but as we have already mentioned, we can use any of these
expansions, which have the minimum number ¢ of full errors, i.e., rank Ap = rank Br = ¢.
By applying Gaussian elimination to rows of the matrix Agr, we can transform it to an
extended identity matrix Ag, i.e., Ax = UAR, where U is a nonsingular m x m matrix.
Similarly, we transform the matrix Bc to an extended identity matrix Bc, i.e., Bc = B¢V,
where V' is a nonsingular n x n matrix. We have URV = UCV + UAcBc + UArBrV +
ArBRrV, hence we reduce our problem to correcting ¢ errors and pc + pr erased columns
and rows at known positions in the received matrix R = URV by the code C = {UCV'},
which has the same distance d since the transform matrices U, V' are nonsingular.

_Remove pc erased columns and pr erased rows from every code matrix C' and from
R, and obtain a new code with distance at least d — uc — pr correcting ¢ errors if
e < (d— pc— pr — 1)/2, and the statement of the theorem follows. O
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5.2 Decoding of a Single Code

5.2.1 Key Equation for Errors and Erasures

Recall that we assume that a codeword ¢ € Fy.. of the code C = G(¢™;n, k) was transmitted
and a word r € Fy,, was received from the channel. We consider transmission with errors
and erasures according to Definition [I4] It means that we obtain the vector r and matrices
of erasures Ar and B of ranks ur and pc from the channel, respectively. The error word
is e € [, where e = r — ¢. We can rewrite in a vector form as follows

e =acBc + arpBr + GRBR, (513)
where
ac < FZSL’ QO(GC) = AC) BC S Fgcxn,rank BC = Uc,
ar € Fim, o(ar) = Ap, Bp € F-*" rank ap = rank Bp = ¢,
ar € Fi%, p(ar) = Ar, Br € FY*"" rank ar = pgr.

In [SKKO§| and [GP0§| the following definitions were introduced to get a modified key

equation incorporating errors and erasures. Given a vector v = (vy,...,v,) and a skew-
polynomial p(z), we use the notation p(v) = (p(v1),...,p(v,)). Let us introduce skew
polynomials of row erasures
Ag(z) = minpoly(agr), degAgr(x)= ug, (5.14)
of full errors
Ap(x) = minpoly(Agg)(ar)), degAp(z)=c¢ (5.15)
and skew polynomial
Apr(7) = Ap(2)Ar(z), (5.16)

which has components of ar and ar as roots due to Lemma
Using h as in (5.1)) we define

f= (f17“'7fl~LC) :th,

and the polynomial of column erasures
Ac(x) = minpoly(f). (5.17)
We compute the syndrome vector S as usual
S=(Sy,...,8 1) =rH" =eH", (5.18)

and introduce the syndrome polynomial S(z)

S(x) = ”z_: Szt (5.19)
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Like in [SKKO08|, we define the modified syndrome polynomial sgc(x), which incorporates
known information about row and column erasures

and get the key equation.

Theorem 25 (Key equation for Gabidulin codes [SKKO08|). Assume € errors and
pe + pr erasures in the word to be decoded with Gabidulin (n,k) code. Then the following
equation holds

Ap(2)Sge(x) = Q(z) mod z" 7k, (5.21)

where the error evaluator polynomial Q(x) has deg Q(z) < T 2 € + pe+ pr and is defined
by the first T components of the syndrome S(z).

Recall that deg Ap(z) = ¢ by definition. Here and later mod means the right modulo
operation in F[z; §].

From Theorem [25| it follows that monomials ;27 of the polynomial (z) vanish for
j > 7. Using for the product Ap(z)Src(x), which gives coefficients ;, we obtain an
equivalent form of the key equation.

Corollary 26. Assume ¢ errors and ¢+ pg erasures in the word decoded by Gabidulin
(n, k) code. Then the coefficients of polynomials Ap(x) and Sgc(x) for j = pe+ pur+¢+
1,...,n—k satisfy

> Api 0/(Srej—i) =0 (5.22)
i=0
To solve the key equation ((5.21)) or (5.22)) one should find the minimum number of errors

e, for which a solution Ap(z) of the key equation exists. This means that we should find a
minimum non-negative ¢, for which

SRC,j = — Z AFJ Gi(SRc,j,i) for J=pc+ pur+e+ 1,...,n— k. (523)
=1

This means that we should solve Problem 4| for the sequence S of length n — k — puc — g
obtained from the modified syndrome with removed first uc + ug elements. Recall that we
enumerate elements of the sequences S and Sg¢ starting from 1.

5.2.2 Decoding in the Transform Domain

Let us introduce the transformed error vector and polynomial
E=ed", E(z)=) Ea (5.24)
i=1

To find the transformed error vector E and then the error vector e, we propose the following
key equation for E.
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Theorem 27. The transformed error polynomial E(x) satisfies the following equation
Apg(2)E(z)A\c(r) = Q(z) mod 2", (5.25)

where the polynomial Q(z) is defined by :

Proof: Given a Gabidulin (n, k) code and an error vector e with fixed decomposi-
tion ([5.12)), then from Theorem [25, we can compute the error evaluator polynomial €(x)
as follows

Q(z) = Ap(2)Sre(z) mod 2™
From and
Ap(2)Sre(z) = Ap(2)Ag(2)S(z)Ac(z) = Apgr(2)S(z)Ae(2),

and we obtain
Apg(2)S(z)Ae(z) = Q(z) mod 2" (5.26)

Consider another Gabidulin (n,0 code with &’ = 0 and the same error vector e as before
with the same decomposition as in . In this case, the polynomials Apz(z) and Ao (z)
stay unchanged. The parity check matrix H' of this code is H' = ®, and from the
syndrome vector S’ of length n is the same as the transformed error vector €. Since the
first n — k components of syndromes S and S’ = F coincide, the polynomial €'(x) for the
new code stay unchanged by Theorem ie., Q(z) = Q(x). As a result, the theorem
statement follows from and Theorem [25| applied to the new code G’. O

We are ready to describe our decoding algorithm shown by Algorithm [I7]

In Lines We compute erasure polynomials Ar) (), Ac(q) () and the modified syndrome
Sre(z) using (5.14), (5.17) and ((5.20)).

In Line [7| we find Ap(z) by solving the key equation ([5.22]). To do this we observe that
according to Corollary [26] solving the key equation is equivalent to solving Problem {4| for
the single £ = 1 sequence SV of length N = n — k — juc — pg obtained from the modified
syndrome with removed first pc + pr elements. Problem 4 can be solved using Algorithm
(see also [SRBI11]) or by fast algorithm [SB14], and we get the number of full errors € = A,
and the full error span polynomial Ap(z) = A(z). In addition, this algorithm indicates
when the found polynomial A(x) is not unique. In this case we declare a decoding failure.

In Lines [8}{9] we compute the error evaluator polynomial Q(x) = Ap(x)src(x) mod z"*

using (5.21)) from Theorem [25{ and the polynomial Apg(z) using (5.16]).
In Line [10] we compute the transformed error word using Theorem [27] by left and right

power series expansion E(x) = App(z) w(z) Ao 1(x) o=t of skew polynomials, where

a~Y(x)b(z)c ' (z) = f(r) means that b(z) = a(z)f(z)c(x), and f(z)[3~" means that from
the power series f(z) we only take items f;z’ for i = 0,...,n — 1.

In Line [11| we compute the error word e = E (<I>*1)T by the inverse transform.
From the above derivations and from Theorem [24] similar to [SKKO0§| and |[GP08] we
obtain the following theorem.
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Algorithm 17: Decoding a Gabidulin code

1 Input: Received word r € Fy.., vector ag of row erasures , matrix Be of column
erasures

begin

Row erasure polynomial: Ag)(z) = minpoly(ag)

Column erasure polynomial: f = hB{, A¢(g)(z) = minpoly(f)
Syndrome: § = rHT

Modified syndrome: Sgc(z) = Ar(z)S(x)\c(z)

7 Find Ar(z) by solving the key equation 1) using the Berlekamp—Massey type
Algorithm ; in case of multiple solutions, output decoding failure
n—k

(<IN, BN V]

8 The error evaluator polynomial Q(z) = Ap(x)Sgc(z) mod z
9 Arr(z) = Ap(z)AR(x)

10 The transformed error word E(z) = Apj(z) w(x) Xc_l(x) ot
11 The error word e = E (&~1)"

12 Output: The codeword ¢ = r — e or decoding failure

Theorem 28. Algorithm[17 corrects € full errors, ug row erasures and pc column erasures
as long as
2+ pp+pc<n—k=d-1 (5.27)

Time complexity of Algorithm [17|is O(n?) operations in F m for m, n, d of the same
order, see also [SKKO§| and [GY0§| for details. We would like to emphasize that after the
key equation is solved in Line 7 and the error span polynomial Ar(z) is found, we need
only two polynomial multiplications and two power series expansions, which is equivalent
to two divisions of skew polynomials to find the error word in the transform domain. Then
the error vector can be computed by the low complexity inverse transform [SK09]. Recall
that in previous algorithms [SKKO08] and [GP0§| instead of these steps (Lines 8-11) one
should do the following more complicated steps:

e One polynomial multiplication to find Apg(z),

Solve a system of linear equations (41) in [SKKO§| to find 8 = (b1, ..., Buc),

Compute A¢(q(x) =minpoly(3),

Compute A(z) = Ac(x)Ap(x)Ag(z),

Find a basis for the root space of Ay (z),

Solve a system of linear equations (36) in [SKKOS§] to find error locators,

Compute error locations,
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5 Decoding Gabidulin Codes with Errors and Erasures

e Compute the error word.

As a result, the algorithms in [SKKO0§| and [GP08|] are more difficult for understanding,
despite the fact that they have the same order of time complexity O(n?).

5.3 Interleaved Gabidulin Codes

Let us consider interleaving of ¢ in general different (n¥, k) Gabidulin codes over Fm.
Let us agree that the index [ runs always from 1 to ¢, i.e., [ = 1,...,¢. Denote by
c= (c(l) e c(e)) € Féﬁz the concatenation of ¢ vectors ¢,

Definition 15. The ¢-interleaved Gabidulin code is

IG(g™ 6 kD EOY 2 LD D) e e Glgmin, kD))

The interleaved code is defined over F,» and has length ¢n. For the case of identical codes,
k® =k, the distance of the interleaved code in rank metric is d = n — k + 1, which reaches
the Singleton upper bound if m = n. Recall that Loidreau and Overbeck ([LO06, [Ove07])
suggested another construction of an interleaved code, which is over F m and has length n.

Assume a codeword ¢ € ZG(q™, ¢;n, kM ... k) was transmitted and a word r =
(r(l) e r(f)) € Fg’}n was received. It means that the error word is e = (e(l) e e(e)) € Fg?m
where e = r — ¢. Denote rank e = 7, then we can represent the error word as

e=aB, wherea €., B¢ ]F;XE",
where for every component code we have the following error vector
el = apBIg) + aRBg) + acBé”, (5.28)

where ag, and Bg) are known, and hence ug = rankar and ,uc(l) = rank Bg) are also
known, rank ar = ¢, rank Bl(?l) <e.

We define error and erasure span polynomials and syndrome polynomials in a way similar
to a single code. We exploit the fact that the vector @ is common for all interleaved codes,
and this allows us to get more equations for the common error span polynomial Ag(x),
defined by the common vector ar. In a way similar to a single code, we obtain a key
equation for the interleaved Gabidulin codes as follows.

Theorem 29 (Key equation for interleaved Gabidulin codes). The following equa-
tion holds forl=1,...,/

AF(:L')Sg)C(a;) = 0O(z) mod an kY (5.29)

where the error evaluator polynomial QU (x) is defined by the first € 4+ g+ pc components
of the modified syndrome S](Df)c(x), and deg QW (x) < & + pg + pc®.
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5.3 Interleaved Gabidulin Codes

A decoding algorithm for interleaved Gabidulin codes is given by Algorithm [I8] which
is similar to the one for a single code. In Line [§ of the new algorithm, to solve the key
equation ([5.29) we solve Problem 4| using Algorithm for ¢ sequences S® of length
NO =n — kO — 4D — yg obtained from the modified syndrome Sgé () with removed
first pc® + pg elements.

After the key equation is solved and the error span polynomial Ag(x) is found, the
error words e!) can be computed separately for every interleaved code as in Algorithm
applying Theorem [27] for every component code:

Arr(2)EO @A (z) = QO(2) mod 2", (5.30)

where the polynomials QU (z) are defined by ([5.29).

Algorithm 18: Decoding an interleaved Gabidulin code
Input: Received word r = (r(V, ... »(®)) ¢ Ff;%, ag, Bg), I=1,....¢

[uny

2 begin
3 Row erasure polynomial: Agy)(z) = minpoly(ag)
4 for(=1,...,¢do

colee £ OT (@) — i )
5 Column erasure polynomials: f hB; ", )\C(q) (x) = minpoly(f")
6 Syndromes: S = O gOT
7 Modified syndromes: S'%(z) = Agp(z)S" (x)Xg) (x)

8 Find Ap(z) by solving the key equation 1) using the Berlekamp—Massey type
Algorithm ; in case of non single solution output decoding failure

9 for(=1,...,/ do

10 The error evaluator polynomial: QU (z) = AF(:C)Sg)C(:c) mod z" "
11 Arr(z) = Ap(z)AR(x)

12 The transformed error: BV (z) = (Apg(z))™" w®(z) (X(Cl)(:c))_l ot
13 | The error word: e = B0 (o 1)"

14 | e=(eW, ... e)

15 OQutput: The codeword ¢ = r — e or decoding failure

A time domain error correcting algorithm (without erasures) for interleaved Gabidulin
codes was proposed in [SJB11], see Algorithm 4. Let us compare our Algorithm 3 and
Algorithm 4 in [SJB11]. In contrast to [SJB11], our algorithm corrects errors and erasures.
To proceed with it, in Lines we reduce the decoding problem to multi-sequence skew
shift register synthesis (solving the key equation). Then in Line |8 we make this synthesis,
like in [SJB11], where we can get a failure, and hence, we can use the failure probability
bound from [SJBII]. Then in Lines [9{13| we compute error words el separately for every
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5 Decoding Gabidulin Codes with Errors and Erasures

interleaved code using transform domain approach, which decreases the number of steps in
comparison with time domain method used in [SJB11]. Since the failure probability and
the decoding radius are determined by solving the key equations, which coincide with the
ones in [SJB11], we can summarize our results using [SJB11] as follows.

Theorem 30. The fraction Ps(e) of full error vectors of ranker = ¢ uncorrectable by

Algorithm [18] in presence of g row erasures and e, pc!9 column erasures is upper
bounded by
Py(e) < 3.5¢ ™D Ema—) 1} o 4

< o

if
/.
(esenms r(d—1 5.31

=e=F 0+ 1( ) (5.31)
and

Pi(e) =0 for e < dmn/2, (5.32)
where

L
-1 Z _
=1

are the average and minimum code distances respectively after erasings in interleaved
(n®, kW) Gabidulin codes having distances d = n® — k® 41,

This means that errors of rank weight less than d,,;,/2 are always corrected by Algo-
rithm [I8] and all other errors of weight up to the decoding radius €y, are corrected with
very high probability. For the fixed order of interleaving ¢, the asymptotic complexity of
Algorithm [1§] is the same as the one of Algorithm [I7]

5.4 Discussion and Future Work

For a Gabidulin code we propose a transform domain algorithm correcting errors and
erasures. We also give a generalization of the algorithm for interleaved Gabidulin codes.

For a single code and the interleaved codes, if the complexity of polynomial multiplication
is M(N) = N2, then these algorithms can be straightforwardly implemented with time
complexity O(n?) operations over F,» and O(¢n?), respectively. Therefore, for fixed ¢, both
of the algorithms have quadratic complexity in the code length, i.e., O(n?). The order of
complexity is the same as the one in [SIBII], and is less than the one in [LO06, [(Ove07],
which has order O(n?).

The proposed algorithm has the potential to be accelerated and we are working in
this direction. Fast methods for multiplication of linearized polynomials were found in
[WZAS13| and [SK09]. A fast solution of the key equations was suggested in [SB14]. We
still need to find a fast method for finding a minimal degree linearized polynomial, given a
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5.4 Discussion and Future Work

basis of its roots, and a fast method for left and right series power expansion or for left
and right division of skew polynomials. Afterwards, we will have a fast decoding algorithm
having sub-quadratic complexity in the code length.
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Decoding Chinese Remainder Codes

codes. The name comes from the ancient Chinese remainder theorem which was found
in a the 5th-century book “Sunzi’s Mathematical Classic” (Figure . The Chinese
remainder theorem was used to determine an integer number 0 < M < [];_, p; that when
divided by some given co-prime divisors {p1, pa, ..., px} gives remainders {m, ma, ..., my}.
Therefore, given divisors, the number M is uniquely reconstructed by a set of k£ remainders.

IN this chapter, we consider another class of evaluation codes — Chinese remainder (CR)

2

)
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Figure 6.1: The Chinese remainder theorem in “Sunzi’s Mathematical Classic”.

The Chinese remainder code is defined as follows. Given n > k co-prime numbers (divisors)
p; where p; < ps < --- < p, and an integer number 0 < M < Hf:o pi, the codeword is the
sequence of n remainders, i.e., ¢; = M mod p;, denoted by (cq,. .., ¢k, Cry1,---,Cn). The
codeword is transmitted over the channel. If the channel is noiseless, then M is determined
by Chinese remainder theorem from any k components of the received word. For erroneous
channel, the CR codes can correct errors up to half the minimum Hamming distance, when
divisors do not differ too much.
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6 Decoding Chinese Remainder Codes

The redundancy of the Chinese remainder representation of integers has been exploited
often in theoretical computer science and in many practical applications. It was shown by
Goldreich, Ron and Sudan [GRS00], that CR codes can be efficiently applied for distributive
computations, secret sharing, and permanent computation of random matrices.

In computer science, the Chinese remainder code is usually called residue number system
(RNS) which has been applied in the fields of computer arithmetic [OP07] and digital signal
processing [SJJT86].

As a class of evaluation codes, CR codes are similar to RS codes and Gabidulin codes in
many respects. In particular, all these codes are maximum distance separable, and the key
equation of CR codes are analogous to those of RS and Gabidulin codes. One important
difference of CR codes from others is that, the CR codes are defined over the integer ring,
whereas the RS and Gabidulin codes are defined over finite field. One can still use algorithms
created for RS codes for reference to decode the CR codes, nevertheless, the realization can
be slightly or completely different. In fact, several decoding algorithms have already been
studied to decode a single CR code. For example, Mandelbaum ([Man706, [Man78]) gave
a decoding algorithm for the Chinese remainder codes, correcting up to (d — 1)/2 errors,
where d is the code distance in the Hamming metric. Unfortunately the complexity of this
algorithm is exponential in general. A more recent research in [GRS00L [(GSS00] propose an
unique decoder for CR codes which has almost linear complexity in the bit length of N
where N =[], pi-

Recently, the construction of interleaved RS (IRS) codes have been intensively studied in
several publications, e.g., [SSB09L [ISSB07] where such construction allow decoding beyond
half the minimum distance and can be applied in concatenated designs. Among decoding
algorithms for IRS codes, Nielsen |[Niel3b] proposes a module minimization approach for
solving multiple key equations by finding short vectors in a certain space.

Algebraic similarities of the interleaved CR (ICR) codes and IRS codes mean that we
can apply the method in |[Niel3b|] for ICR codes to solve multiple key equations by finding
short vectors in a certain space; on the other hand, algebraic differences of these two codes
result in that the entire analysis is different.

The rest of this chapter is structured as follows. The introduction of CR codes and some
known results are stated in Section To decode a single CR code, we propose a unique
decoder based on syndrome in Section and a decoding algorithm for correcting both
errors and erasures in Section Since the CR codes profits from interleaving as well, we
consider interleaved CR (ICR) codes, and propose the corresponding decoding algorithm in

the Section [6.4]

6.1 Basics of CR Codes

We begin with defining the classical Chinese Remainder codes. Let n be the code length
and

O0<pr<pa<-++<py (6.1)
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6.1 Basics of CR Codes

be a list P of n relatively prime positive integers. We construct a polyalphabetic code,
where the i-th component of codeword ¢ = (¢1, ¢a, . .., ¢,) is taken from the alphabet Z,,,
being the ring of integers modulo p;. Thus the codewords are selected from the code space
Lp = L, X Lipy X -+ X Ly, of size N = pipy...p,. Given P, let us define the function
F(a,b) for integers a, b, where 0 < a < b < n, as follows

F(a,b) = sz'a (6.2)

and for a > b, F(a,b) = 0. So, we have
N = F(L,n). (6.3)

We also need a cardinality of our code K; we mostly deal with the classical case where K
is selected as K = F(1,k) for some 0 < k < n. Such an integer k can be regarded as the
number of information symbols of the code. For integers x and y # 0 , we denote by [z],
the remainder when z is divided by y, 0 < [z], <y — 1.

Definition 16 (Chinese remainder code). A Chinese remainder code CR(P;n, K) or
shortly CR(n, K) having cardinality K = F(1,k) for some k, 0 < k < n and length n over
alphabets P is defined as follows

CR(P;n, K) ={ ([Cly,-..,[Cly.) : C €N and C < K} .

Example 5. Given a list P = {3,5,7,11,13} and k = 2. Consider a CR code CR(P;n, K)
of length n = 5, with cardinality K = F(1,k) = 15. For the message integer 0 < C' = 14 <
K, the codeword

c= ([14]s,...,[14]13) = (2,4,0,3,1).

In [SSGT05], upper and lower bounds on the cardinality of a polyalphabetic code with
given Hamming distance were analyzed, for instance, the Singleton-type bound is an upper
bound.

Theorem 31 (Singleton-type bound). Consider n abstract alphabets Q1, ..., Q, of n-
codewords ¢ = (c1, ..., c,) where ¢; € Q;. Assume w.l.o.g. that the alphabets are ordered
according to

@< S g

where q; = |Q;| fori=1,... ,n. The cardinality of a polyalphabetic code C with distance d

15 upper bounded by
n—d+1

€] < H Gi- (6.4)
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6 Decoding Chinese Remainder Codes

Proof: Consider the code C’ obtained by puncturing the code C in the last d— 1 positions.
The Hamming distance of the code C’ is at least 1, since puncturing one position decreases
the code distance by one at most. It means that codewords of the code C’ of length
n' = n — (d — 1) should be pairwise different and hence holds, since F(n') is the

number of different words of length n’ over alphabets of sizes p1, ..., p.. O

Theorem 32. A CR code CR(P;n, K) is maximum distance separable (MDS), i.e., its
manimum Hamming distance is d =n — k + 1.

Proof: The Singleton-type bound for the CR code can be written as |C| = F(1,k) <
F(1,n —d+ 1) from which it follows that £k <n —d + 1.

For the CR code, two codewords (with corresponding information integers C; and Cs)
agree at i-th coordinate if and only if [C) — Cy],, = 0, i.e., C; and Cy are said to be
congruent modulo p;. But |Cy — Cs| < k can have at most (k — 1) prime factors from the
list P which means that at most (k — 1) coordinates of the two codewords are the same.
So, the minimum distance of the CR code d > n — k 4+ 1. From this and the Singleton-type
bound, the statement of the theorem follows. O

Assume we have settled on a CR code CR(n, K), and we transmit some codeword
c=(cy,...,¢,) € Zp over an additive noisy channel and receive the word r = (ry,...,7,) €
Zp. Then we say that the error vector is e = (ey,...,e,) € Zp in the channel with
e; = [ri — ¢ilp;, € Zyp,. Let t be the number of errors, i.e., the Hamming weight of e. By the
Chinese remainder theorem, if the receiver knows any k error free positions of r, then it
can reconstruct C'.

Theorem 33 (Chinese remainder theorem (CRT)). If ay,aq,...,a, is a sequence
of integers and 0 < a; < p; for 0 < i < m where py,...,py are relatively prime positive
integers, then there exists a unique nonnegative integer X < N = F(1,m) such that

(X1, = a1, [X]p, = a2, ..., [X]p, = am. (6.5)

m

The solution of (6.5)) is
—~ N
X = 5 a;b;— (mod N) (6.6)

i—1 Di

where b; are determined from

N
bi— =1 mod p;.

pi
The CRT allows us to solve a system of m congruence equations (6.5). The complexity of
the CRT was analyzed in [GGO3|. Denote the word length of a nonzero integer by len(-),
i.e., the number of digits for some base. Assume that we have a 64-bit processor, the length
of N is

len(N) = |logges |N|] + 1 = |log, |N|/64] + 1. (6.7)

For the complexity of the Chinese remainder theorem, we refer [GG03, Theorem 5.8] which
is stated as follows.
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6.1 Basics of CR Codes

Theorem 34. Let py,...,pm, Q1,...,0m, N as defined in Theorem and len(N) as
defined in (6.7). Then the unique solution X € Z with 0 < X < N of the Chinese

remainder theorem can be computed using O(len(N)?) word operations.

Furthermore, we refer [GG03, Theorem 10.25] which states that the Chinese remain-
der theorem can be accelerated with O(M (log N)loglog N) word operations where M (n)
is the multiplication time of two integers of length at most n. For Karatsuba’s algo-
rithm [KOG63], M(n) is O(n'°&23), and for Schonhage-Strassen’s algorithm [SSTI], M (n) is
O(nlognloglogn).

A common decoding strategy, which we will use throughout this dissertation, is firstly to
identify the erroneous positions in the received word r and secondly the codeword can be
calculated from at least k error free positions.

Since each component has different alphabet size p;, in addition to the usual Hamming
distance, let us define the weighted Hamming distance between words  and c as follows

dp(e,r) = Z log p;. (6.8)

i Fe;

Using the Chinese remainder theorem, we can compute the received word in frequency
domain R < N such that [R],, = r;, and likewise an E < N such that [E],, = e;; then
R=C+ E mod N. We will find the positions of the errors by determining the error
locator A, defined as:

A= .H . (6.9)

Thus dp(e,r) = log A.

According to the definition of A, if we encode A to a vector A, then the coordinates
A; where errors occur are zeros, i.e., \; = 0 for ¢; # r;,Vi = 1,...,n. Thus, we have the
following lemma:

Lemma 35. The product of the error locator and the error value is a multiple of N, i.e.,
AE =0 mod N. (6.10)

Proof: Let

iCi=T;

The error word e = (ey,es,...,e,) has zero coordinates at error free positions, that is
[|E. Since AT' = N and E is a multiple of I', it is straightforward to see that N|(AFE) i.e.,
[AE],, = 0 Vi and the statement follows. O

The CR code indicates a one-to-one mapping between a number 0 < C' < K and a code
vector ¢. We denote this mapping by C' = ¢, and ¢ = (', which are similar to Fourier
transform for RS codes (c.f. Definition [4]).
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6 Decoding Chinese Remainder Codes

Theorem 36 (Convolution property). Given two integers A and B, two vectors a =
(a1,...,a,) and b = (by,...,b,), and a prime list {p1,...,pn} where a; = [A],, and
b; = [B],, for alli =1,...,n, the component-wise multiplication of a and b modulo p;
corresponds to the product of A and B modulo N =[]\, p; (and vise versa), i.e., if

ao°>° A, b oo B,

then
¢ =ab; mod p; < co*(C =AB mod N.

Proof: In Theorem [33] for all 4, the coefficients b; are independent of the integer X.

Denote b; in by [N/pi];il.
Then by CRT,

" N1 'N " {N} LN
C = ¢ | — — mod N = a;bilp, | — — mod N
Z [ Li D 121[ ]p il p, Di
N1 'N
= Al [Bl,.],. | — — mod N
A Bl ]
" N1 'N
=Y [AB], {—] — mod N
i1 Dil,, Pi

— AB mod N,

and the statement follows. I

One can compare Chinese remainder codes with Reed—Solomon codes in a perspective
of the Fourier transform and it’s convolution property. For the RS codes, we define an
error locater polynomial A(z) which has roots at all erroneous positions, whereas all the
prime factors from P of the error locator A for the Chinese remainder codes indicate error
positions.

Lemma 37. The product of the error locator and [E]k is a multiple of K :
A-[El,; =0 mod K. (6.11)

Proof: The integer [E|x can be written as [E]x = E — mK where m is some integer.
Therefore, for i =1,... k,

£ — mK]pi = [[E]pi - [mK]pi]pi = [E]p .

i

(6.12)
For i =k +1,...,n, we can not guarantee that (6.12)) holds. In the vector form, e and

ex(:=°* [E]k) have the same error position(s) in the first k coordinates. Therefore, the

vector form of A - [E], has all zero in the first £ positions, and (6.11)) holds by Theorem
]
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Adding AC' to both sides of (6.10)) in Lemma it immediately leads to a key equation:
AR = AC mod N. (6.13)

For a not too large number of errors, then AR > N while AC < N, and A turns out to be
the only relatively small number such that [AR]y is also small.

In [GRS00] an error correcting GRS algorithm was suggested for the classical Chinese
remainder codes. The GRS decoder is shown by Algorithm where the logarithm of the
integer parameter D is the error correcting radius in the weighted Hamming metric of the
GRS algorithm.

Algorithm 19: The GRS decoder for Chinese remainder codes
1 Input: The list P, the received word (ry,...,7r,), N, K, D

2 begin
3 Using the CRT compute 0 < R < N such that r; = [R],,.
4 Find integers A, §2 such that

1<A<ZD
0<Q<N/D
AR= mod N

5 | Output Q/A if it is an integer.

[

Output: The message C'

The cost of performing Algorithm [19]is as follows. Using the fast algorithm to compute
the CRT with Schonhage—Strassen’s algorithm, the integer R in Line 3 is computed in time
complexity O(len(N)log®len(N)logloglen(N)). For the realization of Line 4, one can use
fast Euclidean algorithm for integers [GG03| Chapter 11], or equivalently, continued fractions
method [Len83]. Both algorithms have the same complexity which is O(len(N) log®len(NV))
for some constant e [GRS00, Theorem 17], which means that this step performs in nearly
linear time in bit size of N. Therefore, the overall complexity of Algorithm is determined
by Line 4 which is O(len(N) log®len(N)).

Lemma 38 ([GRS00], Lemma 5). If dp(c,r) = logD < log(y/N/(K — 1)) then the
decoding Algorithm (19 finds A using (6.13]).

Define D, = F(n —t + 1,n) as the maximal value of A given that at most ¢ errors
have occurred. The decoder of Lemma (38| succeeds whenever log D; < log(y/N/K) <
log(\/N/(K —1)). We can relax this to a decoding radius in the Hamming metric. Using

D, < p!, we have
P < VN/K,
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6 Decoding Chinese Remainder Codes

thus | los(N/K
t<|=- M . (6.14)
2 logp,
There is a different expression of the decoding radius in [GRS00]
log p1
t<|———————(d—-1 6.15
- Logpl + logpn( )J (615)

which shows a direct connection to the code distance. In most cases, (6.14) and (6.15))
give the same result. We will discuss (6.17)) in details in Theorem [43] If p; and p,, do not
differ too much, then up to half the minimum distance errors can be corrected by the GRS
decoder.

6.2 Syndrome Decoding

Equipped with the results mentioned in the previous section, we now define the syndrome
of the CR codes and later on the key equation to decode CR codes.
We define the syndrome S of a received word r with corresponding R as follows:

R — [Rlx

S=—%

(6.16)

There are some remarks regarding to the syndrome definition.
1. The syndrome of a codeword ¢ is zero, since C' — [C]x = 0.

2. The syndrome is an integer and depends on the error word F and essentially does not
depend on the codeword. Assume that the error word E is known, we shall discuss
the value of the syndrome in two cases as follows

E—[Elx+K

R—[R]K_{ E-lBie it < [Blx < K - C;
K

otherwise.
We denote it as S = (E — [E]|x + 0x(C, E)K)/K where

0 f0<[Elx < K-C;
1 otherwise.

Sk (C,E) = {

Although 6k (C, E) is a function related to the codeword C, and makes the syndrome
have two values, later it can be seen that the analysis of the two cases of S come up
to the same solution.

The multiplication of A and the syndrome S can be written as

E - [Elx + 6x(C, E)K)

A-S:A( I
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With Lemma [35] and Lemma [37], we obtain
N — jK + 0k (C, E)AK N
o +KK< EINK i% = +0x(C.E)A. (6.17)

where i £ AE/N and j & A[E]x/K are some nonzero integers. We know from (6.11]) that
1 <j<A. Let Q= —j+dg(C, E)A, then there are two cases we have to consider:

A-S=

1. Q= —j<0. Since Q4+ A =—j+ A >0, we obtain —A <2 < 0.

2. Q= —j54+ A > 0. Furthermore, ) — A = —j < 0, hence, 0 < Q2 < A.

In both cases, the absolute value of € should be smaller than A. Note that, if 2 = 0, then
the received word is error free.

Using AR = AC + AE = AC mod N, one can find the decoding radius is A <
VN/(K —1). Rewrite (6.17)) as
N N

As a result, we have the syndrome-based key equation (6.18)). Given S, N and K, one can
solve the key equation and obtain A, using the following Algorithm [20]

Algorithm 20: Syndrome-based decoder of Chinese remainder codes
1 Input: Syndrome S calculated by (6.16), N, K

2 begin

3 Solve A - S =Q mod N/K by extended Euclidean algorithm iteratively to find
the greatest common divisor of S and N/K, which is A;S + ¥;(N/K) = Q.
Stop when |A;| < €; and |A;q| > Qg1

A~ |Aigql|

(LI

6 Output: Error locator A

The inspiration of the algorithm comes from decoding RS codes by the key equation. The
proposed decoder finds the error locator A given parameters (N, K) of the code and the
syndrome S. Up to (n — k)logp1/(log p1 + log p,) errors can be always corrected, since the
decoding radius is the same as the one for the GRS decoder. In contrast to [GRS00] which
finds the codeword directly, our decoder finds the number of errors and their positions.

It is easy to see that the complexity of the step in Line 3 determines the whole complexity
of Algorithm 20} As is known in [GG03, Corollary 11.13], the extended Euclidean algorithm
has nearly linear complexity in bit size of N/K (O(M(len(N/K))loglen(N/K))). The
difference from Algorithm [19]is that, firstly we aim to find the error locations, the message
can be computed from any £ correct positions by the Chinese remainder theorem, secondly
the parameter D is no longer needed here, and thirdly the numbers (S and N/K) we start
to deal with are K times smaller than those (R and N) in Algorithm

Let us continue with Example [5
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6 Decoding Chinese Remainder Codes

Example 6 (Continued). Assume the received word is r = (1,4,0,3,1). By CRT, the
corresponding R = 10024. The syndrome S = 668 according to (6.16). N/K = 1001 is
known at the receiver. Table[6.1] illustrates the computation of extended Euclidean algorithm.

0]1001 0O 1
1] 668 1 O
21 333 -1 1
3 2 3 -2

Table 6.1: Intermediate results of decoding the Chinese remainder code in Example @

We read from i =2 and i = 3 that |Ay| < Qs and |A3| > Q3. The error locator is 3, i.e.,
the first position is erroneous. The message C' can be calculated by CRT from any k =2 of
the correct positions.

To find the error positions, the error locator should to be factorized using factors from
P. Usually integer factorization is an NP-complete problem. Since all the prime factors
are known at the receiver, one can employ Chien like search for A, i.e., check every element
in P to see if it is a factor of A.

Algorithm 20| has the same decoding performance as the one in (6.14)).

Note that, at the same time we obtain the codeword, the error locator is also provided. If
we only focus on finding the error positions, Algorithm [20] gives a syndrome-based decoder
based on the syndromes which is equivalent to this unique decoder. Moreover, the form of
the syndrome-based decoder is similar to solving the classical key equation to decode the
Reed—Solomon codes.

6.3 Error and Erasure Decoding

Up to now, all the decoders for the CR codes correct errors only. In this section, in order
to correct erasures, we first give a slightly more general than the usual definition of the
Chinese remainder codes and then propose for these codes a decoding algorithm correcting
errors and erasures. The proposed decoder is based on the decoder by Goldreich et.al.
in [GRS00] and has similar complexity. The decoding capability of the decoder is given by
Theorem [44]

The section is organized as follows. First, a generalized Chinese remainder codes is given,
then we introduce the punctured Chinese remainder code which forms a subcode of the
classical codes. After demonstrating GRS decoder for generalized CR codes in Section [6.3.2]
our error-erasure-decoder will be shown in Algorithm [21]
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6.3.1 Generalized CR Codes

To be able to correct both errors and erasures we need the following slightly more general
than the usual definition of Chinese remainder codes. Let us explain why the classical
definition of the Chinese remainder codes (see Definition is not enough for the case of
error and erasure correction. Let us use a classical CR(P;n, F'(k)) code. Assume we have
T erasures in a received word of the code. Then we should correct errors in the following
punctured code. Denote the list of n — 7 unerased positions by U = {uy, ug, ..., up_,},
and by Py denote the list of p; at unerased positions, i.e., Py = {p; : ¢ € U}. By
puncturing the classical code CR(P;n, F'(k)) in the T erased positions we obtain the code
CR(Py;n — 1, F(k)), which is not classical anymore if at least one of the first k positions
of the original code was punctured. Indeed, if for example the first position is punctured,
then to be classical the cardinality K = pyps - - - px of the punctured code should be equal
to paps - - - p; for some 4, which is not possible since p; are co-prime.

Our plan is as follows. We will be able to correct errors and erasures if we can correct
errors only in the punctured original code, which is not the classical code any more. So we
extend the error-only-correcting GRS decoder in Algorithm [19| to our wider class of the
Chinese remainder codes and apply this algorithm for the punctured code. After successful
decoding the punctured code, we obtain correct symbols at unerased positions and can
reconstruct the sent message of the original code. Before doing this, let us give some
properties of the wider class of the Chinese remainder codes given by Definition |17}

Definition 17 (Generalized Chinese remainder code). A Chinese remainder code
CR(P;n,K) or shortly CR(n,K) having cardinality 0 < K < N and length n over
alphabets P is defined as follows

CR(P;n,K)={ ([Clp,,---,[Clp,) : C €N and C < K}.

A generalized Chinese remainder code is also said to be an arbitrary Chinese remainder
code. If cardinality of the code satisfies

K = F(k)
for some k then the code is a classical Chinese remainder code CR(P;n, F(k)).

Corollary 39 ([SSGT05]). For cardinality |C| of any polyalphabetic code C of length n
over alphabets of sizes pi,pa,...,pn satisfying having distance d in the Hamming
metric holds the following Singleton-type upper bound

n—d+1

cl< [] pp=Fn—d+1). (6.19)

Notice that we do not require in Corollary that p; are relatively prime. It is also
interesting that the bound (6.19) does not depend on the d — 1 largest alphabet sizes! The
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6 Decoding Chinese Remainder Codes

classical code CR(n, F'(k)) has code distance d = n — k+ 1, which satisfy the Singleton-type

upper bound ([6.19)) with equality.
For the function F'(k) let us define an inverse function f(K') as follows. For every integer

0 < K < N, the function f(K), takes the integer value 0 < f(K) < n that satisfies
PAK) 1) < K < F( J(K) ), (6.20)

and f(0) = 0.
It follows from Definition |L7|that f (F(k)) = k for every 0 < k < n. In the classical case
K = F(k), and the code has k = f(K) first information positions.

Lemma 40. Every code CR(P;n, K) is a subcode of the classical code CR(P;n, F(f(K)))
and a supercode for the classical code CR(P;n, F(f(K)—1)), i.e.,

CR(n, F(f(K) — 1)) C CR(n, K) C CR(n, F(f(K))). (6.21)

Proof: All codewords of the code CR(n, K) are obtained by encoding the messages C,
where 0 < C' < K — 1, using the list P. Hence, the statement of the lemma follows from
(6.20). 0

From Lemmas [39] and from Theorem [33] we have the followinig properties of the
generalized CR codes.

Theorem 41. The Chinese remainder code CR(P;n, K) has minimum distance d = n —
f(K)+1 in the Hamming metric. Every f(K) positions of a codeword form a reconstruction
set, i.e., by knowing f(K) positions, the codeword can be uniquely reconstructed using the
CRT. For a classical Chinese remainder code CR(P;n, F(k)) the minimum distance is
d=mn—k+1, and every k positions of a codeword form a reconstruction set.

Proof: The second part of the theorem about classical Chinese remainder codes was
proved in [GRS00].

According to Lemma [40| the code C = CR(P;n, K) is a subcode of the classical code
CR(P;n, F(f(K))) with distance n — f(K) 4+ 1. Hence for the distance d of the code C
we have d > n — f(K) + 1. Let us show that only equality is possible here. Indeed, if
inequality holds and say d =n — f(K)+2, then n —d+1 = f(K) — 1, and from the upper
bound K =|C| < F(f(K)—1) that contradicts to (6.20).

Since for the classical code CR(P;n, F(f(K))) every f(K) codeword’s positions form a
reconstruction set, the same holds for the subcode C. O

6.3.2 Error Correction

In |[GRSO0] an error correcting GRS algorithm was suggested for the classical Chinese
remainder codes. In this section we show that this algorithm can be extended for correcting
errors for an arbitrary Chinese remainder code.
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Assume a codeword ¢ = (¢q, ..., ¢,) of an arbitrary Chinese remainder code CR(P;n, K)
is transmitted, and a word r = (rq,79,...,7,) from the code space Zp is received. We
assume t errors in the received word, i.e.,  is obtained from ¢ by replacing ¢t components.

Let us recall the weighted Hamming distance between words r and ¢ and error locator
as follows

dp(e,r) = Z log p; = log A.
iiriFc
The GRS decoder for an arbitrary Chinese remainder code CR(P;n, K) is shown by
Algorithm [I9], where logarithm of the integer parameter D is the error correcting radius in
the weighted metric of the GRS algorithm.

Lemma 42 (JGRSO00]). If r is such that for some C € Zk holds dp(c,r) < log D, where
D < \/N/(K — 1), then Algom'thm returns C.

Proof: The lemma was proved in [GRS00] for the case of classical Chinese remainder
codes, i.e., when the condition K = F(k) holds for some k. However, this condition was
not used in the proof in [GRS00]. Hence the proof in [GRS00] holds for our case of general
Chinese remainder codes as well. O
Lemma [42] gives decoding radius of Algorithm [19|in the weighted Hamming metric. The
following theorem answers the question how many errors can be corrected by the algorithm.
But first we need one more definition. Given the list P, we define the geometric mean p(m)
of m numbers p;, m < n, as follows

p(m) = 7\n/pnpn—1 © o Pn—m+1-

Theorem 43. Given a code CR(P;n, K) with minimum distance d in the Hamming metric,
any pattern of t errors will be corrected by Algorithm |19 with D = \/ N/ K, provided that
t < tnas, where the decoding radius is

tmax = Max {t e N: tlogp(t) <log \/N/K} : (6.22)

The decoding radius can be approximated by the following lower bound, which shows depen-
dance of the radius from the code distance:

(6.23)

1
tmax Z \‘(d - 1) ngf(K)+1 J '

log pr(x)+1 + log pn
Proof: The parameter D = \/N/K satisfies D < /N/(K — 1), hence due to Lemma

the received word r will be decoded correctly to the codeword ¢ if dp(c,r) < log D. If ¢ is
the Hamming distance t = d(r, ¢), then the weighted distance dp(c, ) is maximum when
the t errors occur at the last components and

max dp(c,r) = log H pi = tlogp(t).

ceC
i=n—t+1
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6 Decoding Chinese Remainder Codes

Hence t errors will be always corrected if tlogp(t) < log D and ((6.22)) follows, which gives
the precise value for the error correcting radius of Algorithm [21]

Let us prove (6.23)). It follows from (6.20]) that K < F(f(K)), hence

max dp(c,r) <log+/N/K
if

maxdp(c,r) <log\/N/F(f(K)).

n 2 n
( H pi) < Dis
i=n—t+1 i=f(K)+1

n

n—t
H Di < H Di-
i=f(K)+1

i=n—t+1

The last is equivalent to

which gives

This holds if

P <Py (6.24)
and (6.23) follows since n — f(K) = d — 1 by Theorem [41] O

Notice that in (6.24]) we can replace py(xy4+1 by a smaller value p; and get a less precise
bound in Theorem 43| like in [GRS00]

log p1
foae > | (d—1)——221 | 2
{( )1ogp1 —HoanJ (6.25)

Up to now, we obtain two decoding radii (6.14) and (§6.25)) by different approximation.
Two radii might differ, given the same parameters of the code. From , the connection
of decoding radius and minimum distance is seen more clearly. When all entries in P are
in same order of magnitude, one can correct errors up to half the minimum distance.

6.3.3 Error and Erasure Correction

We are ready to present the error and erasure decoding algorithm. Still assume a codeword
c = (c1,¢a,...,c,) of an arbitrary Chinese remainder code CR(P;n, K) was transmitted,
and a word r = (ry,ry,...,1,) € Zp was received. The receiver knows the list U of n — 7
unerased positions, i.e., the rest 7 positions can be considered as erased (unknown). In
addition we assume that the received word has t errors in unerased positions.

The decoder for an arbitrary Chinese remainder code CR(P;n, K) correcting errors and
erasures is shown by Algorithm 21 We give the error correction radius for this error and
erasure decoder in Theorem For simplicity we give the theorem using the bound ,
despite it can be done for the expressions (6.14)), (6.22) and (6.23]) as well.
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Algorithm 21: Correcting errors and erasures for Chinese remainder codes

1 Input: The list P, the received word r, unerased set U

2 begin

By puncturing erased positions in r get punctured received word 7.

4 Correct errors in 7’ by Algorithm (19| for the punctured code CR(Py;n — 7, K),
get a codeword ¢’ € CR(Py;n — 1, K).

5 The codeword ¢ € CR(Py;n — 7, K) gives n — 7 correct symbols of the sent
codeword ¢. Reconstruct the message C' by applying the CRT to the known
symbols of c.

6 Output: The message C'

Theorem 44. Given a code CR(P;n, K) with minimum distance d, any pattern of t errors
and T erasures will be corrected by Algorithm [21], provided that

(log p1 +logp,)/logprt +7 < d — 1. (6.26)

Proof: The function f(K') depends on the list P and we show this dependence by fp(K).
Notice that fp(K) > fp,(K).
According to Theorem , the original code C = CR(P;n, K) has the code distance
d=n— fp(K)+ 1, and the punctured code C, = CR(Py;n — 7, ) has distance

dy=n—7— fp,(K)+1>d—r.

If (6.26]) is satisfied then the bound (66.25)) of Theorem {43| holds for C,, i.e.,

log p1 + log p,
log py

Hence, t errors will be corrected in Step 2 of Algorithm [21] due to Theorem [43] and we
obtain correct codeword ¢’ of the punctured code of length n — 7.

This codeword ¢’ gives n — 7 correct symbols of the sent codeword c. If is satisfied
then n — 7 > fp(K). This allows us to reconstruct the message C' by applying the CRT
to the known symbols of ¢, since fp(K) symbols form a reconstruction set according to
Theorem [41]. O

Since the complexity of the Algorithm [21) mainly depends on the Line 4 and in [GRS00]
Goldreich et.al. showed that Algorithm [19| has a nearly linear time complexity in the bit
sizes of N , we can assume the same complexity also applies for the Algorithm [21]

Thus, in this section, we gave a more general than the usual definition for the Chinese
remainder codes and proposed punctured Chinese remainder codes afterwards. To correct a
received word with t errors and 7 erasures satisfying , we introduced an error-erasure-
decoder which is an extension of the GRS decoder. We also showed the error correcting
radius and analyzed the complexity for our decoder.

t<d,—1. (6.27)
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6 Decoding Chinese Remainder Codes

6.4 Decoding Interleaved CR Codes

Now we consider interleaved Chinese remainder (ICR) codes. As is mentioned at the
beginning of this chapter, the ICR codes are algebraic similar to interleaved Reed—Solomon
(IRS) codes in many respects. Recently, the construction of IRS codes have been intensively
studied in several publications, e.g. [SSB09] where decoding beyond half the minimum
distance is proposed. Among these decoding algorithms for IRS codes, Nielsen [Niel3b]
proposed a module minimization approach for solving multiple key equations by finding
short vectors in a certain space.

In this section, we adapt module minimization approach in [Niel3b] to decode ICR
codes, i.e., we model the decoding of ICR codes as that of finding a short vector in a Z-
lattice. Using the Lenstra—Lenstra—Lovasz (LLL) algorithm, we obtain an efficient decoding
algorithm, correcting errors beyond half the minimum distance and having nearly linear
complexity. The algorithm can fail with a probability dependent on the number of errors,
and we give an upper bound for the failure probability. Simulation results indicate that
the bound is close to the truth. We apply the proposed decoding algorithm for decoding a
single CR code using the idea of “power” decoding, suggested for Reed—Solomon codes. A
combination of these two methods can be used to decode low-rate ICR codes.

In Section [6.4.1] we introduce ICR codes and state the decoding problem. In Section [6.4.3]
we give the decoder for ICR codes as well as theoretical considerations, such as complexity,
failure probability and decoding radius. Some simulation results are shown; in Sections [6.4.4
and [6.4.5] we discuss how this method can be extended using power decoding for single
and interleaved CR codes.

6.4.1 Interleaving of CR Codes

Interleaving is a technique for making long codes from shorter ones which efficiently handle
burst errors. Up to now, we investigated interleaved Reed—Solomon codes and interleaved
Gabidulin codes. We also improved the corresponding collaborative decoding approaches.
Since the CR codes are similar to RS codes and Gabidulin codes, it is inevitable to consider
interleaved CR codes for improving their decoding performance.

Definition 18 (Interleaved Chinese remainder code). Let us consider ¢ classical CR
codes CR(P;n, K;),l € 1,...,£. Denote the list K1, Ky, ..., K, by K. The Interleaved
Chinese Remainder code ZCR(P;n, K) or shortly ZCR(n, K) is defined as the set of matrices

Cgl) Cgl) C7(~01)
o D
NORRO) R0

where ¢V = (cgl), o ,cg)) €CR(n,K)),l=1,...,L
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For the remainder of this section, consider some received matrix with rows @, ... r®
where 7 = ¢® 4+ e® for some error row e). We now define a complete error locator
which identifies all columns having any errors, i.e.,

i:ﬂl:rgl) ;écz(l)

We only consider burst errors, i.e., the error positions are the same for all rows. When we
refer to “the number of errors”, it is also the number of factors in the above product, and
the number of erroneous columns in the received matrix.

For each ¢® and r® corresponds a C¥ and an RW, respectively. For a particular row
[, the key equation holds with A; thus, collaboratively decoding of the ICR codes
becomes solving a system of ¢ key equations as follows

ARY = ACY mod N
AR® = AC® mod N

(6.28)
AR® = AC® mod N

where A is a positive integer and relatively small.

6.4.2 Lattice Reduction

The problem of solving the system of key equations (6.28)) is in abeyance until we know
another problem — finding a short vector in a lattice. We refer this section to [[GGO03],
Chapter 16].

Definition 19 (Lattice). Letn € N and f,..., f, € R" with f, = (fir,..., fin). Then
L= Zf = { > n-fi:rl,...,THEZ}
1<i<n 1<i<n

is the lattice or Z-module generated by f,, ..., f,. If these vectors are linearly independent,
they are a basis of L.

The norm of L is |L| = | det(fij)1<i,j<n| € R. The norm does not depend on the choices of
the generators of L. The norm (or length) of a vector f = (f1,..., f,) € L is given by

1/2
I1£1l = (Z f?) =(f, 1) eRr

1<i<n

where (-, -) is the inner product of two vectors in R™. The norm || f|| is also called Euclidean
norm or Lo norm.
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A very interesting problem is to find the shortest vector in a lattice. However, this
problem is NP-hard [Ajt98]. Therefore, lots of work has been done on a relaxed topic
— lattice reduction, which means to find a lattice basis such that it contains “relatively”
short and almost orthogonal vectors. The earliest work regarding to the lattice reduction
problem was done by Hermite [Her50], where whether the complexity of the algorithm is
polynomial time is still an open question [NS06]. In 1982, lattice reduction was resurged
by the Lenstra-Lenstra-Lovéasz (LLL or L?) algorithm [LLL82]. Tt is an efficient method
in polynomial time to find such a relatively short vector, length of which is close to the
shortest one up to some constant factor.

Let us briefly revisit the Gram—Schmidt orthogonalization (GSO). It finds an orthogonal
basis f},..., f., of R" given an arbitrary basis f,,..., f,, of R" where f’ are defined as

follows o £
fi=71i— Z ,uz'jf;'y where p;; = )

2
2 171
with initialization f} = f;. Algorithm [22| describes the inductive procedure of GSO, and
outputs an orthogonal basis f,..., f,, and the matrix M of the linear transform
(fl""?f’n,)T:M(f,17""f;1)T'

The Gram—Schmidt orthogonalization mainly performs Gaussian elimination on the Gramian
matriz ((f;, fj>)1<ij<n € R™". GSO is carried out with O(n?) arithmetic operations in
R. o

for1 <j<i

Algorithm 22: Gram-Schmidt orthogonalization (GSO)
1 Input: A basis fy,..., f, € R"

2 begin

s | fie £

4 for ¢ from 1 to n do

5 60

6 for j from 1 toi do

7 Hij < (fwf;>/Hf;H2
8 0 < 0+ i f}

9 | fiefi-0

10 Output: A basis fi,..., f, and a lower triangle matrix M = (u;;)

From Line @ to Line @ the f! are computed as follows.
fi=1ri- Z Nz’jf;"
1<j<i

One can consider f; which is obtained by removing the projection part onto f; 1< <,
from f;, in particular, || fi|| < ||£;|| which immediately leads to the following theorem.
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Theorem 45 (Hadamard’s inequality). Given A = (f1,..., f1)T € R™™ with f, =
(fﬂ, Ce ,f,m), and B = max{|fij\1§i’j§n < R} Then

[ det A| < [|Ify]| -+ |1 £.]l <n™2B"

There are some remarks regarding to GSO. Firstly, the norm of the lattice spanned by the
GSO basis doesn’t change, but the norm of the vectors in the basis are shortened. Secondly,
for any f € L, we have

11 = mind[[ £, 1113

In our problem, we consider the integer lattice £ generated by a basis f,,..., f, € Z".
After GSO, we will get an orthogonal basis f7,..., f,, € Q". If the GSO basis is the one
for the lattice generated by fy,...,f, € Z", then one of the f, is a shortest one. On
the other hand, the corresponding GSO basis can not be guaranteed to still stay in the
lattice generated by fy,..., f, since f: € Q™. We would like to search an orthogonal or
quasi-orthogonal basis where all the basis vectors f/ are in the integer lattice generated by
fi,--., f,, and the shortest vector is in the basis.

Definition 20 (Reduced basis). Given f,,..., f, a basis of R™ and f', ..., f. the cor-
responding GSO basis. Then f,..., f, is a reduced basis if

17 < 2l figall, for 1 <i<n.

Theorem 46 ([GGO03|], Theorem 16.9). Let f,,..., f, be a reduced basis of the lattice
L CR. Then ||f,| <20=V2||f|| for any f € L.

Now we present the Algorithm [23| which is called Lenstra—Lenstra—Lovasz (LLL) basis
reduction [LLL82| algorithm. It computes a reduced basis of a lattice in Z from any
arbitrary basis in Z. The reduced basis is a subset of the lattice generated by the input
basis, and the reduced basis is almost orthogonal. From Theorem [46] the LLL algorithm
guarantees to find a “relatively short” vector which is at most 2*=1/2 times larger than
the shortest one where n is the dimension of the lattice.

The algorithm runs repeatably in two steps: The replacement step in the for loop and
the swap step in the if check. The sub-function Round in Line|[7|is to round p;; € R to the
nearest integer, i.e., Round(yu;;) = [pi; + 1/2].

Let g4,...,9, € Z" and f,,..., f,, € Z" be the bases before and after the replacement
or the swapping, respectively. Let g{,...,g,, € Q" and f7,...,f. € Q" be the their
corresponding GSO bases. In the first step, the GSO basis before and after the replacement
does not change ([GGO03, Lemmal6.12]), i.e.,

g:=fifor1<i<n. (6.29)

Indeed, the spaces which are spanned by g4,...,g, and f,,..., f, are the same. After the
for loop, we have |u;;| <1/2for 1 <j<i, 1<i<n.
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Algorithm 23: LLL basis reduction
Input: An arbitrary basis fy,..., f,, € Z"

[uny

2 begin

3 fllw"af/n?(lu’ij)<_GSO<f17"'7fn)

4 14— 2

5 while : <n do

6 for j from i to 1 do

7 replace f; by (f; — Round(u;;)f;)
8 ‘flla"'vf:w(p“ij)%Gso(flv"'afn)
9 if i >1 and ||fi_||*> > 2||f.]|* then
10 swap f,_; and f,

11 .fllv"'hf:w(p“ij)%Gso(fla'”afn>
12 14— 1—1

13 else

14 L 1+—1+1

15 Output: A reduced orthogonal basis f1,..., f, C Lz

In the second step, after Line [11] the vectors in the GSO basis remain the same except
fiand f._, ([GGO3, Lemma 16.13)), i.e.,

fe = gifork={1,....n}\ {i —1,i}, (6.30)
3
IFial? < llgiaall, (6.31)
£l < llgiall
Convergence
Definition 21 (Gramian determinant). Given a matriz F, = (f1,..., fi)" € 2",

1 <k <n. The Gramian determinant dy of Fy, is the determinant of its Gramian matrix
FkFg = <.f@> fj>1§i,j§k; S Rka, 1.€.,

dy, = det(F,Fl) € Z.

In [GGO3, Lemma 16.15], the Gramian determinant is dy = [, <;<, I fill> > 0, for 1 <k < n.
Let us denote d;, as the new value of dj, after replacement or swapping in one while loop
of Algorithm . In the replacement step, according to (6.29)), we obtain

/

In the swapping step, for 1 < k < i — 1, we have d, = dj due to (6.30)); for k =i — 1, since
di_1 = di_o||fi_]|* and ([6.31]), we have d,_, < (3/4)d;_;; the swapping of matrix can be

98



6.4 Decoding Interleaved CR Codes

considered as the original matrix multiplied with a permutation matrix whose determinant
is 1 or —1, hence for i — 1 < k <mn, dj, = d. As a result ([GG03, Lemma 16.16]),

", < (3/4)d;—y, forsomel <i<n,
d, = dy, for k ={1,...,n}\ {i —1}.

Now let us see that the LLL algorithm converges at a finite number of steps. Let us consider
a variant
D= ][ d (6.32)

Algorithm [23| every time runs the while loop, the value of D decreases by at least a factor
of (3/4). Since D € Z,, Algorithm [23| converges. The reason that d,, is not included
in is as follows. From the above deduction, either in the replacement step or in the
swapping step, the d,, does not change. The tendency of D is exactly the same as Dd,, and
much smaller by a factor of d,,. Thus, we use D instead of Dd,, for complexity computation.

Complexity

The GSO in Line |3 of Algorithm [23| costs O(n?) arithmetic operations in Q.

The replacement in Line [7] and |8 costs O(n) operations in Q because the GSO basis
fi,--., f), doesn’t change, only one row in the matrix (u;;) is updated. Thus the for
loop needs O(n?) operations in Q. In Line @, computing the squared norm has O(n)
multiplications and additions in Z. If the vectors are needed to be swapped, then only f_;
and f! are recomputed in Line 11| while other GSO basis vectors remain the same, which
yields O(n) operations in Q. Overall, the complexity of every while loop is O(n?) in Q.

How many iteration does Algorithm [23|need? In the last subsection, we already discussed
the variant D decreases in each iteration at least by a factor of 3/4. The initial value Dy is
calculated by

Do = (I£507) - (IFPNFN7) - (- 17l

(L) - AP NE M) - (I 1 1)

A2(142+4n-1)

IAIA

An(nfl)

where A = max{||f;|l1<i<n}. The decrease of D implies that, the maximum number of
iterations is logy,, Dy € O(n*log A).
To sum up, the complexity of Algorithm [23|is O(n*log A) arithmetic operations in Q.

6.4.3 Decoding of ICR Codes

Recently, Nielsen [Niel3b] used a module minimization approach to solve multiple key
equations over polynomial ring F[x], such as those arising when decoding IRS codes. We
will apply essentially the same approach for our key equations, but the algebraic differences
between F[x] and Z implies fundamental differences in the final algorithms.
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6 Decoding Chinese Remainder Codes

Let us recall the system of key equations . The [-th key equation means that there
exists some v, € Z such that ARY — N = AC®. We can collect these ¢ equations into
one in a vectorized form and say that s = (A, AC®M ... AC®) must be a vector in the
Z-row space of the matrix

1 R® R® RO
O N 0 ... 0

M=1l0 o N ... 0| (6.33)
0 0 0O ... N

The essential observation is now that whenever few errors have occurred, s is often
the shortest vector in the row space of M; we will explain and formalize this later with
Theorem (48] To increase the probability that s is the shortest vector, we will actually
consider the row space of M,,, a weighted version of M, where we scale the i-th column
with some w; € Z. We are thus seeking a s, = (Awo, ACWwy, ..., ACDw,). We will come
back to how exactly we assign the w; in Corollary [49]

As we explained in the last subsection, computing the shortest vector in the row space of
a matrix under the L, norm is unfortunately an A/P-hard problem; however, the Lenstra—
Lenstra—Lovész (LLL) algorithm [LLL82] in polynomial time finds a vector whose Ly norm

is at most v||v||, where v is a shortest vector and + is a constant. In the worst case, v = \/§€,
where ¢ + 1 is the dimension of the row space; however, the LLL and its modifications
perform nicer in experiments with v ~ 1.02°! [NS06]. To be certain that our computation
will lead us to s, we must therefore not only be sure that s, is the shortest vector in the
row space, but that there are no other vectors of length at most 7||s,,||.

Theorem [48| essentially says that whenever not too many errors have occurred, this is
indeed almost always the case. Therefore, one can construct M, apply the LLL algorithm to
find a short vector in it, and with high probability, the output will be s,,. This immediately
leads to the decoding approach given as Algorithm [24]

Let us use an example with somewhat small numbers to illustrate the algorithm.

Example 7. As in Example @ let us use a list P ={3,5,7,11,13} and k = 2 to construct
a single CR code. The interleaved CR code is constructed with ¢ =3 CR codes CR(P;5,2).
The received word matriz

002 5 9
R=10 3 5 10 12
200 6 1
with corresponding RV = 555, R?) = 3288, R®) = 10115. And N = 15015. The initial
matrix
1 555 3288 10115
0 15015 0 0
M=10 0 15015 0
0 0 0 15015
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6.4 Decoding Interleaved CR Codes

Algorithm 24: Decoding an ICR code
Input: The lists P and K, the received words @, I =1,...,¢, N

Ju—

2 Preprocessing: wy,...,w; according to Corollary

3 begin

4 Compute RV, ..., RO,

5 Construct M using and multiply the ith column by w; for i = 0,...,¢.
6 Run the LLL algorithm which returns a short vector v, = (U0, Vo1, - - -, Vur)-
7 if v, has the form woA where A is a valid error locator then

8 ‘ Return A.

9 else

10 L Return Fail.

11 Output: The error locator A or Fail

After multiplied with weights (15,1,1,1), the weighted matrix

15 555 3288 10115

0 15015 0 0
M. = 0 0 15015 0
0 0 0 15015

A short vector v, is in the first row of the matriz

825 495 660 770
—420 =525 —1974 2065
—1290 —2685 2517 9800
—2805 1320 759 385

After running LLL algorithm. The error locator is 825/15 = 55 = 5 - 11 which indicates
the errors have occurred on the second and fourth positions. From any two of error-free
positions, we know the information are CV =9, C? =12, C® = 14.

For a single CR code CR(5,2), only 1 error can be corrected by Algorz'thm or Algo-
rithm according to . With interleaving scheme, in our example, we can correct 2
errors which is beyond half the minimum distance of a single CR code. In fact, later we
will know from , the mazimum decoding distance in our case is 2.

Failure Probability

With the overall idea explained, we can go on to analyze the probability that the above
algorithm will fail, and from this derive how to assign the weights w;. Our failure probability
will depend on the unknown A, but we discuss in the next subsection how this can be
interpreted as a decoding radius.
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6 Decoding Chinese Remainder Codes

The algorithm fails when there is a vector in the row space M, different from s, but
which has Ly norm within v||s,||, and we will upper bound this probability. Our theorem
will assume that certain values behave as independent, uniformly distributed random
variables, and so we will need the following lemma:

Lemma 47. Given some N,T € Z with T < N and cy,...,ci € Z, and let Xq,..., X, be
independent random variables, uniformly distributed on [0, N — 1]. Then

TE

P= PI'Ob[Cle .+ Cng < T] WE
1

(6.34)

Proof: To prove the lemma we relax integer variables X; to real valued variables
uniformly distributed on [0, N] and show that for this case holds with equality. If N
is large, which will be our case, this relaxation gives a very precise upper bound for
the probability P in the lemma.

Assume that X; are real valued variables uniformly distributed on [0, N] with density
p[X; =b] = 1/N for b € [0, N| and define the sum of the first i items S; = ;. X7+ ...+ ¢ X;
for 1 < ¢ < /. Then we have

T/c;
0

1 T/c;
N 0

We proceed by induction on 7. For the base case i = 1, observe that

T

P[Sl < T] = P[Cle < T] = P[Xl < T/Cl] NC
1

For the induction step, we continue from ([6.35]) using the induction hypothesis:

1 T/cq

T/Cz b i—1
= / —cib) db
N ’l — 1 'Nl 161 -1

T/Cz i—1
= / Z ) db.
(i — 1)!N"cl cio1 Jo i

T/ei i—1 i
@) =)
0 Ci 1 \G

we have proved the step of induction and for ¢ = £ we obtain the expression of the lemma.
L]

Since
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6.4 Decoding Interleaved CR Codes

Theorem 48. Let A be a random variable, uniformly distributed on 1,...,|T /wy], where
T is defined below, and assume then that we can regard (AR®D mod N) forl=1,... ¢ as
¢ independent random variables, uniformly distributed on 0,... N — 1.

Assume that the LLL algorithm finds a vector whose Ly norm is at most y||v,|| where v,,
is a shortest vector in the row space of M. For a random error locator A, the probability
of decoding failure P;(A) satisfies

TE T /wo
Pi(A)<1—(1- ——
7)< ( £!wa1~-wg)

where T' =3 max{wo\, w1 AKy, ..., weAK} and 5 = /v +1).

Proof: There are two cases we need to consider: p; { R® and p; | RW.
If p;f RO Vi=1,...,n,1 =1,...,¢, then the variables (AR® mod N) are uniformly
distributed in [0,..., N — 1]. The decoder can only fail if there is a vector v,, # s,, with
[voll < 7lswll; ie.,

¢ ¢
Z(Wﬂ)z)Q <7 ((WOA)2 + Z(ijC’(j))2>
=0 Jj=1

where wjv; are the components of v,,. Let T = max{woA,w;AK7, ..., wAK}; then the

above can only occur if Zfzo(wlvl)z < vyl + 1)?2. Due to Cauchy—Schwartz inequality,
that implies

¢
> w < AU+ DT =T. (6.36)
1=0

We will upper bound Py(A) by the probability that a vector v,, # s, satisfying (6.36]) is in

the row space. Such a vector can be written in the form

(woA, w1 (ARM mod N), ..., wy(AR® mod N))
where wpA € {1,...,T — 1}. Now we use Lemma [47| to over-approximate the probability
that for a given A € {1,...,|T/wo]}, the associated vector of the above form satisfies
(6.36):

¢
P = Prob| Zwi(AR(j) mod N) < T — wpA |

i=1

¢
< Prob] Zwi(AR(j) mod N) < T |
j=1
Té
0Ny . wy
Thus the probability that none of the T'/wy choices of A satisfies ((6.36)) becomes at least
(1 — P)"/«0 and the statement follows.

(6.37)
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6 Decoding Chinese Remainder Codes

If for some i € [1,n] and some [ € [1,4], p; | R®, then p; | (ARY mod N). Therefore,
the variables (AR mod N) are clearly not uniformly distributed in {0,1,..., N — 1},
but still behave close to uniformly distributed in {0, p;, 2p;, ..., N — p;}. In this case, the
vector v,, can be written in the following way:

ARWM

Di

(WoA, w1 [AR(l)} N , WiPs |:

}N,...,we [Aza(@}N) |

Py

In the end we reach the same failure probability, since

T* T
= ) 6.38
E!Ng—lgwl...wipi...wg E!Nzwl...wg ( )
If there are some p; # p;, which divide any one in RW_ .. RY same arguments can be
iterated. O

Though we have not proved that the following choice of weights is optimal, it seems intuitive:

Corollary 49. With the weights chosen as wy = Ky and w; = K,/K;, 1 = 1,...,4, the
failure probability becomes

FA
AVVKAK Hf:1 K !
PrA) 1 (1— =) (6.39)

Decoding Radius

The guaranteed unique decoding radius ¢, of the ICR code is given by , where
K = max{K;} since any unique decoder must fail with non-zero probability when ¢ > ¢,.
However, one could almost always find A using the best protected code, giving a “usual”
decoding radius ¢, from K = min{K;}. Thus, the traditional definition of decoding radius
is not very useful. Exactly the same applies for the collaborative decoders of Reed—Solomon
codes [SSB09, [SSBOT].

To decode a single CR code, it follows from Lemma (38) that the decoding will never
fail if A < \/N/(K —1)). For ICR code, when A > \’N/(K — 1), we can also correct
errors, but we can not guarantee that our decoding algorithm will always work in this case.
Therefore, we define a threshold ¢, and say that “If A is within some range, Algorithm
can decode with probability 1 — ¢”. One could then set ¢ satisfactorily low. For this
definition, one can use the failure probability estimated in Theorem 48| as a starting point.
Since we assume that all error patterns for given ¢ are equally likely, each A with ¢ factors
occurs equally often; thus the probability of failure for a given number of errors ¢ is

Py(t) = (ZL) ZPf (pr, - p1,) (6.40)
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6.4 Decoding Interleaved CR Codes

where the sum runs over all subsets of {1,...,n} of size t.
If we set the failure threshold as ¢ in (6.39), i.e.,

v A Hl:l Kl
The term with exponent in (6.41)) is approximated as
~ ¢
_ VAT, Ko
(Nt
According to the first order truncation of the binomial series, the error locator is bounded

as follows )
! FTUNNE N\
y(e+1)] = K K

where K = /K, --- K, and « is some constant close to 1 which depends on ¢,~ and £. The
decoding radius in Hamming metric of our algorithm, in the above sense, is

L < ¢ log(N/K) loga
“ |1 l+1 logpn, log p,,

1 FA.

(6.43)

where the latter term is a constant. By experiments log o/ log p,, is always negative and
close to 0. Hence, one can use

L < { 14 log(N/K)J
~1l+1 logp,
to upper bound the decoding radius in Hamming distance. Note that, to measure the
correction capability for ICR codes, it is more precise to use weighted Hamming distance,
i.e., log A or directly A than usual Hamming metric.
To decode a single CR code (¢ = 1,¢ = 1), (6.43)) coincides with . One can use
=1, 1.022 or V2 in (6.43)), the result will not change.

Example 8. We will consider two ICR codes with low rate and high rate respectively.
Let us consider the ICR code ICR(ny = 20,y = [3,5]), i.e., interleaving factor { = 2,

and with the list of primes P, = [101,103,...,197]. Table shows the value of log a/ log py,

which depends on ¢,y when ¢ = 2. We can see that log a/logp,, is much smaller than 1

such that one can simply use LMJ to bound the decoding radius. One can decode
5.13)

l+1  logpn

up to 10 errors pursuit to (|
Let us consider the ICR code ZCR(ny = 100, Ko = [81,81,82,82,83]) as a higher rate
code, and with the list of primes Py = [101,103,...,691]. Similar behavior of log a/ log py,
can be found in Table in comparison with the above example.
For single CR codes CR(P1;n1 = 20, k1 = 3) and CR(Pa;ny = 100, ks = 81), one can
omit latter part in for calculating correction radius since the absolute value of it

is even smaller than 0.1 (See Table [6.4]). Therefore, (6.43) coincides with (6.14) with
(=1,¢=1.
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6 Decoding Chinese Remainder Codes

y=1 y=102%" =2

-0.060 -0.066 -0.126
-0.067 -0.073 -0.132

b =1
¢ =0.9

Table 6.2: The value of log «/ log p,, in (6.43)) for ZCR(n, = 20, Ky = [3,5])

[y=1 y=1.02%" =2

-0.015 -0.024 -0.148
-0.018 -0.027 -0.150

6=1
¢ =0.9

Table 6.3: The value of log o/ log p,, in (6.43]) for ZCR(ny = 100, Ky = [81, 81,82, 82, 83])

Complexity

The complexity of the LLL algorithm dominates the overall complexity in Algorithm [24] As
stated in the last part of Subsection [6.4.2] Line [6] performs O((£ + 1)*log A) ~ O(¢*log A)
operations on integers of bit-length O(¢log A) where A is the greatest norm of rows in
M,,. Choosing the w; as in Corollary 49, we have A = /¢ + INK,/K, which means
log A < 1/2log(¢ + 1) + 2nlogp,. The remaining computations of Algorithm 24| can be
performed faster than this. In particular, since we know which primes are allowed to divide
a valid error locator, the check in Line[7] can be done efficiently. Therefore, the complexity
of Algorithm [24]is O(nf*5logp,) operations on integers of bit-length O(nf'®logp,).

Test Results

We have done quite intensive testing of the algorithm, and have in general observed that
the failure probability of Theorem |48 coincides rather well with experiments: setting v = 1,
i.e., expecting that the LLL algorithm can always find the shortest vector, sometimes proves
slightly too optimistic; while setting v = \/56, i.e., the worst case, is quite pessimistic. The
difference between these two is usually within only a few errors, though.

We continue with our Example [§ Consider the ICR code ZCR(ny = 20, K; = [3,5]) with
the list of primes P; = [101,103,...,197]. The guaranteed decoding radius for this ICR
code is t, = 7, while the “usual” radius is ¢, = 8. Choosing the weights as in Corollary @L
we have run 10,000 tests with this code, creating random error patterns of weights ranging
from 7 up to 12. For each number of errors ¢, we then calculated the following aggregate
statistics

Aops = # of failures/# of tests,
A% - ZAGtestst P}Y(A)/# Of teStSh

the latter calculated for v € {1,1.02°+%, \/56} We have also calculated
PY’Z = P}Y<Dt)7
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[ y=1 v=102> y=+2

CR(Pi;ny =20,k =3) |-0.066 -0.069 -0.098
CR(P2;ng =100, ky = 81) | -0.053  -0.056 -0.080

Table 6.4: The value of log a/ log p,, in (6.43) for two CR codes with ¢ =1

i.e., the failure probability of the biggest A.

4 4
t | Aops AR ARRTT O AY2 pLo pRo¥Tt py?

T T
9 0 0 0 0 0 0 0
10 0 0 0 0.01 0.25 027 1.18
11 | 96.06 98.49 98.68 99.86 100 100 100
12 100 100 100 100 100 100 100

Table 6.5: Failure probabilities % (n = 20)

Table summarizes our results. We see that the observed decoding failure rather
sharply goes from 0% to 100%, and we see that the theoretical failure probabilities come
very close to the observed behavior. It is interesting to note that with a = 1,
evaluates to 10.

At a much higher rate, consider the ICR code ZCR(100, [81, 81, 82,82, 83]), with the list of
primes P, = [101, 103, ...,691]. The guaranteed decoding radius for this ICR code is ¢, = 8,
while the “usual” radius is ¢, = 9. Running 10,000 tests with patterns of weights ranging
from 14 to 18, and aggregating as before, we got the test results as given on Table [6.6]
We see that the upper bounds of P; are quite pessimistic estimates on the average failure

probability, and that it is slightly too optimistic to assume 4 < 1.02. According to (6.43)
with a = 1, the decoding radius is ¢t = 14, which is also pessimistic.

AR . S I
14 0 0 0 0 0 0 0
15 0 0 0 0 0 0 0
16 | 4.68 3.51 3.81 10.71 99.77 99.98 100
17 | 89.66 87.25 87.79 94.84 100 100 100
18 1 99.94 99.95 99.95 100 100 100 100

Table 6.6: Failure probabilities % (n = 100)

Given an ICR code, the decoding radius is calculated in terms of (6.43]). What will be
the difference of the radius if we change the list of primes to a very large number or a very
small one? The answer is in the following illustration. We consider two scenarios: one is
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the “large” list which has a big range, e.g., we took P3 = {2,...,541} of length 100 for
ZCR(100,[81,81,82,82,83]) such that p,/p; > 1; the other one is the “small”” list whose
elements in the list of primes do not differ too much, e.g., P, = {100003, ...,101197} of
length 100 for the same ICR code, we have p,,/p; ~ 1. In comparison, we draw reference
from ZCR(P»; 100, [81, 81, 82,82, 83]).

Figure depicts the performance using different lists of primes Py, P3, P, in decoding.
The solid lines represent the theoretical failure probability obtained from (6.40) with

1 T T T T + * * * & ® ®
0.8 i
0.6 i
Ay
04 i
02l - -- Simulation — Theoretical |
: - - 7)2 —— PZ
- - P3 —o— Pg
-+- P4 — 734
0 ® Py & X | T T T T T
12 13 14 15 16 17 18 19 20 21 22 23 24

t (1,000 tests)

Figure 6.2: Simulation and theoretical results for ZCR(100, [81, 81,82, 82,83]) with
Py =[101,...], Py = [2,...] and P, = [100003, ...].

v = 1.027L. In fact, given t € [12,...,24], we did not take all possible subsets Z of
size t because even (11020) has order O(10%) which exceeds the computation ability of
CPU. Therefore, we draw 1,000 random errors patterns of size ¢, calculate the failure
probability for each pattern according to 7 and take the average value like
to compute theoretical failure probability, given fixed number of errors. Meanwhile, the
failure probability for ¢ errors by performing Algorithm [24] is obtained as well in each time
running 1,000 tests.

In Figure[6.2] for one prime set, the simulated curve almost coincides with the theoretical
one, with the failure probability being slightly higher. The gap between dashed and solid
lines gets smaller when “smaller” list is chosen. By “small”, we mean the difference of the
elements in a list of primes. We can see that when P, is considered as a list of primes, two

curves overlap each other.
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By , the decoding radii regarding 3 primes lists are tp, = tp, = 14, tp, = 15.
An interesting observation is for “large” list of primes Ps, the curve climbs slower than
other ones. In other words, other than p; for Py, the failure probability can not increase
immediately to 1 when error number is gradually increasing beyond t¢p,. This behavior
comes down to different alphabets of each coordinate of the ICR codes. If the primes list
has a large range such as P3, then an error at a “heavy” positions is equivalent to few
errors at “light” positions. Since we use error locator A to bound the decoding radius,
for the same A, the decoder can correct more errors at the light positions than those at
heavy ones. One the other hand, for choosing lists of primes such as Py, the fact that
similar weight of every coordinate leads to a very sharp increase of failure probability, and
meanwhile gives a tighter bound of decoding radius than that for choosing big range lists
of primes. As a result, the decoding radius for ICR codes in Hamming metric gives us an
intuitive knowledge of the decoder performance, but it is more accurate to measure the
weighted Hamming distance, or A in our case. The analysis of the influence of A to the
failure probability can be considered as a future work.

As another reference, we show the comparison of simulation and theoretical results for
ZCR(n1 = 20,K4[3,5]) with Py, Ps and Py. The theoretical results strictly follow (6.40),
i.e., each subset I consists of As from all combination of ¢ positions rather than As from
random samples. The results are illustrated in Figure [6.3] Similar behavior to Figure

1 + + + + s
0.8 i
0.6 i
av
0.4} i
0.9 --- Simulation — Theoretical
= - - 7)1 —— 7)1 |
- - 7)3 —— Pg
-+ - 7)4 — P4
02 8 9 10 11 12 13 14 15 16

t (10,000 tests)

Figure 6.3: Simulation and theoretical results for ZCR(20, [3, 5]) with
Py =[101,...], Ps = [2,...] and P, = [100003, ...].
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for choosing different prime lists is shown. The theoretical lines are very close to those
from simulations, respectively. The only difference is that, for the prime list with large
range, the theoretical curve is a little higher than the simulated one. This is due to the

way of calculating P;(t) in (6.40). From Figure and (6.3} one can use (6.40)) to upper
bound the failure probability of decoding ICR codes.

6.4.4 Power Decoding of a Single Low-rate CR Code

The power decoding of RS codes has already been descried in Section In this part, we
are dealing with power decoding of CR codes.

The key equation for a single CR code can be “virtually extended” to multiple
key equations whenever K < N; this technique, called “power decoding”, was described
for Reed—Solomon in [SSB10]. The resulting “virtually interleaved” code can be decoded
by interleaved coding techniques beyond the unique decoding bound.

Each element of the received word is powered to be an element of a new CR code, i.e.,

rl) = ([Tll}pm [Té]pm R [sz]pn)
= ([(Cl + el)l]mﬂ [<C2 + 62)Z]P27 R [(CTL + en)l]Pn>
([Cll}pl + él? [Cé]pz + éZ> SRR [ciz]pn + én)?

where é; = [(c1 + e1)! — ¢}],,. Note that the error positions do not change under powering.
Therefore, a single CR code is virtually extended to an ICR code where each row has the
same error locator. The cardinality of the new code K; = K7 can not be expressed by F(-),
so these codes are not part of the classical definition, but generalized CR codes.

Recall that N | AE, for [ = 1,...¢, the key equations for virtual extension are

AR' mod N = A(C+E)" mod N
= AC' mod N.

Let ¢ be the greatest integer such that AC* < N; the ¢ key equations for [ = 1,...,¢ can
be used to collaboratively determine A, and we can use exactly the same approach as we
did for ICR codes.

Consider the Z-row space of the matrix:

1|R [RYy ... [Rwn
(LR s ) "

where I is the £ x ¢ identity matrix. By the above key equations, the vector (A, AC, ..., AC?)
will be in this space, and as in the case for ICR codes, it will be surprisingly short. We
should choose weights for the columns, and emulating the choice of Corollary [49] we let
wo=K'andw; =K forl=1,...,0L

The failure probability of Theorem 48| can be reused for this case. However, one should
be noted that this is under heavier assumptions of randomness, since the various R-values,
R,[R¥y,...,[Rf]n obviously are more connected than for the usual ICR setting. We have
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by simulation confirmed that the approach works and we can decode beyond the unique
decoding bound; however, more experiments are needed for proper verification that the
failure probabilities are well estimated.

Above, we chose ¢ depending on the unknown A and C, which is obviously problematic.
Instead, one could choose a decoding radius ¢ and choose ¢ maximal such that D,K* < N.
However, since more interleaving allows higher decoding radius, there is a non-trivial
connection here. Furthermore, since random A are usually much lower than D, and random
C lower than K, it might be the case that the decoding case at hand would benefit from a
higher interleaving factor. We have not thoroughly investigated this issue.

6.4.5 Decoding of Low-rate ICR Codes

Power decoding can be straightforwardly combined with the ICR decoder, whenever one
interleaves CR codes of low rate; this idea was first proposed for Reed—Solomon codes in
[SSB0O7]. We will briefly sketch the idea, but we have not yet deeply analyzed this setting.

Theorem |48| essentially says that whenever not too many errors have occurred, this is
indeed almost always the case. Therefore, one can construct M,,, apply the LLL algorithm to
find a short vector in it, and with high probability, the output will be s,,. This immediately
leads to the decoding algorithm given as Algorithm [24]

Consider a code ZCR(P;n, K = [Ki,...,K,]) as well as received matrix with rows
T1,...,7¢. Define the corresponding Ry,..., R,. For each of these, we can get virtually
extended key equations A[R‘g v = ACZ-j mod N for j =1,...,p;, where p; is chosen maxi-
mally such that AC?* < N. This means that vector (A, ACy, ..., ACT ... ACYy,. .. ,AC;"')
is in the row space of the matrix:

<1[RHN o [RMy ... [RHN .- [RQ”]N>
0‘ NI

where I is an appropriately sized identity matrix From here the decoding algorithm progress
as in Algorithm [24]

The issue with how to choose the p; is even more compounded in this setting than for
the Power decoding, and more analysis is needed for determining the right choice while
minimizing computational effort. We also note that one can perform a “mixing” of the key
equations, as for IRS codes in [WZZB12], to get a larger matrix and decode more errors.

6.5 Discussion and Future Work

For a Chinese remainder code CR(P;n, K) with minimum distance d, we propose a
syndrome-based decoder which can correct up to [log(N/K)/(2logpy)] errors with com-
plexity O(len(N)log®len(N)) in Z, i.e., the bit size of N. The number of correctable errors
of the can also be represented as |(d — 1)bg;’g+gpnj which indicates a direct connection to
the minimum distance. If the first and the last primes in the prime set P do not differ too

much, then the number or errors which can be corrected almost reaches half the minimum
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distance. Consider our proposed decoder, if there exist a method to calculate the syndrome
S directly without computing R, then this is similar to obtaining syndrome for the RS
codes, hence the algorithm becomes more efficient.

We generalize the Chinese remainder code with cardinality K = Hle p; to the Chinese
remainder code with an arbitrary cardinality 0 < K’ < K in order to correct both errors
and erasures for a Chinese remainder code. The error-erasure decoder can correct t errors
and 7 erasures, provided that %t + 7 < d—1. The cost of the corresponding
algorithm is almost linear in bit size of N, i.e., O(len(N)log®len(N)).

We propose an algorithm using lattice reduction to decode an interleaved Chinese
remainder code ZCR(P;n, K) correcting burst errors. The complexity of the algorithm is
O(nt*?log p,) operations on integers of bit length O(n¢*?logp,). Regarding the failure
probability and the decoding radius of the decoder, theoretical and simulation results
practically coincide. Nevertheless, we still need more experiments for proper verification
that the failure probabilities are well estimated. The technique of power decoding can also
be applied to decode low-rate Chinese remainder codes and low-rate interleaved Chinese
remainder codes, for which deep analysis is still needed.
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Conclusion

their interleaving was considered. More specifically, regarding the RS codes,

Hermitian codes, Gabidulin codes, and Chinese remainder codes together with
their interleaved codes, several decoding algorithms were proposed. Meanwhile, their
performances were deeply studied in terms of complexity, decoding radius, and failure
probability, if any. The new results in this dissertation concerning each class of evaluation
codes are listed as follows.

WITHIN this dissertation, the decoding of four classes of evaluation codes and

RS Codes

Algorithms for decoding IRS codes based on the generalized extended Euclidean algorithm
were considered in Chapter [3] To solve the multi-sequence linear feedback shift register
synthesis problem, we modified Feng—Tzeng’s generalized extended Euclidean algorithm
(GEEA) [F'T89] such that the input syndrome sequences can have different lengths and the
obtained error locator polynomial is a minimal solution. Their algorithm requires quadratic
number of field operations in the maximum sequence length. Our modified algorithm
was accelerated by “divide and conquer” strategy, having sub-quadratic complexity in the
maximum sequence length.

Hermitian Codes

Decoding (N, K) Hermitian codes in Fg = F,. was investigated in Chapter . Since
correcting Hermitian codes with bursts of errors can be reduced to decoding IERS codes, an
algorithm for joint decoding IERS codes was proposed first, having quadratic complexity in
length. The proposed algorithm was then applied for decoding Hermitian codes having rate
at least 1/2q, correcting up to tmay = (N — K)/(q+1) bursts with time complexity O(N°/3)
operations in Fg which is lower than O(N?) from Ozbudak and Yayla. For the failure
probability Pj(t) we gave an upper bound Py(t) < y@Q~(@+Dtmax=)=1 "which is at most 1/Q
when t = t,.x, and exponentially drops while ¢ decreases. For up to (IN/q — kmax)/2 burst
errors where kpay is the maximum dimension of the transformed IERS codes, Py(t) = 0.
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7 Conclusion

Simulations showed that the bound is precise. As a consequence, our algorithm has less
failure probability than that in [Ren04], and lower complexity and better bound on decoding
failure probability in comparison with Ozbudak-Yayla’s conclusion [OYT4].

We also showed that low rate Hermitian codes can correct even more bursts of errors
using “power” and “mixed” decoding.

Gabidulin Codes

Chapter [5| firstly presented a transform domain decoding algorithm for (n, k) Gabidulin
codes with minimum distance d in Fym. It corrects € full errors, pur row erasures and pc
column erasures as long as 2¢ + ug + pc < d — 1 with complexity O(n?) operations in
[F,m, which is the same as those suggested in [SKKO08| [GY08]. Nevertheless, the transform-
domain approach dramatically decreases the number of decoding steps in the algorithm
and simplifies the relevant proofs. This algorithms was then generalized for interleaved
Gabidulin codes, where an upper bound of failure probability was given. Concerning
Gabidulin codes and their interleaved codes with a fixed interleaving order, both algorithms
have quadratic complexity in the code length.

Chinese Remainder Codes

The Chinese remainder codes and their interleaving were the theme of Chapter [6}, Regarding
a Chinese remainder code CR(P;n, K) with minimum distance d, we proposed a syndrome-
based decoder which corrects up to [log(N/K)/(2logp,)| errors with linear complexity
in the bit size of N, i.e., O(len(N)log®len(N)) in Z for some constant e. The decoding
radius in Hamming metric reaches half the minimum distance when sizes of the primes do
not differ too much. An algorithm for decoding Chinese remainder codes was proposed,
correcting ¢ errors and 7 erasures, provided that %t + 7 < d—1. The cost of the
corresponding algorithm is almost linear in bit sized of N, i.e., O(len(NN)loglen(N)). We
also proposed an algorithm to decode interleaved Chinese remainder codes ZCR(P;n, K)
with burst errors, having complexity O(n¢*®log p,) operations on integers of bit-length
O(nt*?logp,). Regarding the failure probability and the decoding radius, simulations
showed that our theoretical results are precise.

Discussions and future research directions were given at the end of each chapter.
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