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Abstract

The broadcasting attribute of the wireless communication channel poses severe security
vulnerabilities since any adversary node in the range of reception is able to listen as well as
to disrupt the ongoing communication. This dissertation considers the problem of security
from two different perspectives: The information-theoretic approach at the physical-layer
to avert eavesdropping and centralized and decentralized detection algorithms to detect
the presence of a jammer.

In the first part, we apply the available tools in information-theoretic security to study
the achievable secrecy rate region of the following channel models: the discrete memo-
ryless broadcast channel with two confidential messages for each of the two users, the
discrete memoryless interference channel with two confidential messages, and the discrete
memoryless untrusted relay channel with decode-and-forward (DF) relays (DMURC). For
the first two scenarios, we extend the existing results on the weak secrecy to the strong
secrecy criterion. Owing to its definition, the strong secrecy has a practical interpretation,
whereas weak secrecy provides asymptotic results. In the third scenario, we apply a pre-
coder and a post-decoder in addition to the common channel coding required to provide
secrecy, to deal with the dishonest nature of the relays. An achievable secrecy rate region
for DMURC is established.

We revisit the untrusted relay scenario with some different assumptions: with Gaussian
channel and both DF and amplify-and-forward (AF) relaying. The objective, however, is
to develop a secure scheme that allows for weaker secrecy than Shannon’s perfect secrecy
but with a higher transmission rate. We propose a new measure for secrecy, referred to as
a-secrecy (0 < o < 1), where a = 1 represents the perfect secrecy, whereas o = 0 denotes
no secrecy at all. We suggest using a cross-layer design where at the physical layer the
information-theoretic security is applied and some higher layer scheme, e.g. secure network
coding, allows to obtain any point in the transmission rate and a-secrecy trade-off. The
analysis of performance achievable by the scheme leads to a mixed-integer optimization
problem. Moreover, we study the problem asymptotically to gain some insights.

Active security attacks are the main focus of the second part of this thesis. We study
the problem of joint jamming detection and spectrum sensing. The problem arises in the

cognitive radio scenario, where the secondary users (SU)s sensing the channel to detect
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the primary users (PU)s. We model the problem as a multiple-hypothesis testing problem
where the observations from the SUs experience spatial channel correlation. The opti-
mal test statistic is derived according to Neyman-Pearson lemma. We derive the exact
probability distribution of the test statistic in terms of Meijer’s G-functions. We con-
sider a practical application where the SUs” power efficiency is analyzed. This leads to a
non-convex optimization problem that addresses the power efficiency and detection per-
formance trade-off. The detection performance in the exact form is too complex to be
handled analytically, therefore, we consider the asymptotic regime. Two heuristics are
proposed to tackle the optimization problem; one based on the projected gradient method
and the other one is motivated by the KKT conditions.

All of the algorithms mentioned above are designed for a centralized system. Taking into
account the susceptibility of centralized systems to the Byzantine attacks, we study the
decentralization of eigenvalue-based detection algorithms in the last chapter of this thesis.
We use generic consensus algorithm as a building block in decentralizing an eigenvalue
estimator algorithm. The algorithm estimates all eigenvalues of a covariance matrix,
which is available only partly to each node. We further modify the algorithm for two

special practical scenarios, including the channel probing for admission control problem.
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Zusammenfassung

Die Broadcast-Figenschaft des drahtlosen Funkknals stellt eine empfindliche Schwach-
stelle der Kommunikationssicherheit dar, da jeder schidliche Knoten in Reichweite die
iibertragene Information mithéren, oder die Ubertragung storen kann. Die vorliegende
Dissertation befasst sich mit dem Problem der Sicherheit von Kommunikation aus zweier-
lei Perspektiven: der informationstheoretischen Sicherheit auf der physikalischen Schicht
zur Abwehr von Lauschangriffen, sowie zentralisierten und dezentralizierten Detektionsal-
gorithmen zur Erkennung von Storsendern.

Im ersten Teil werden Methoden der informationstheoretischen Sicherheit angewandt,
um erreichbare Sicherheitsratenregionen fiir den diskreten gedéchtnislosen Zweinutzer-
Broadcast-Kanal mit zwei vertraulichen Nachrichten je Nutzer, den diskreten gedéchtnislosen
Interferenzkanal mit zwei vertraulichen Nachrichten, sowie den diskreten gedéchtnislosen
Kanal mit nicht vertrauenswiirdigen decode-and-forward (DF) Relais (DMURC) zu ermit-
teln. Fiir die ersten beiden Fille werden bestehende Resultate basierend auf dem Konzept
schwacher informationstheoretischer Sicherheit hin zum Konzept strenger informations-
theoretischer Sicherheit erweitert. Aus der Definition strenger informationstheoretischer
Sicherheit ergibt sich eine direkte praxisnahe Moglichkeit zur Interpretation, wihrend das
Konzept schwacher informationstheoretischer Sicherheit fiir asymptotische Einsichten ge-
nutzt werden kann. Im dritten Fall wird die Vor- und Nachkodierung gemeinsam mit der
iiblicherweise zur Wahrung der Vertraulichkeit verwendeten Kanalkodierung eingesetzt,
um dem nicht vertaulichen Charakter der Relais beizukommen. Fiir den DMURC wird
dabei die erreichbare Sicherheitsratenregion bewiesen.

Danach wird die Kommunikation iiber nicht vertrauenswiirdige Relais unter der Annah-
me eines Gaufi-Kanals und DF sowie amplify-and-forward (AF) Relais analysiert. Hierbei
wird zwar verglichen mit der perfekten Sicherheit nach Shannon nur ein schwécheres Kon-
zept informationstheoretischer Sicherheit entwickelt, dafiir werden im Gegenzug hohere
Ubertragungsraten ermoglicht. Dazu wird ein neues Ma8, die sog. a-Sicherheit (0 < a < 1),
eingefiihrt, wobei o = 1 den Fall perfekter informationstheoretischer Sicherheit, und
a = 0 den Fall keiner informationstheoretischen Sicherheit beschreibt. Mit Hilfe eines
schichtiibergreifenden Entwurfs aus informationstheoretischer Sicherheit auf der physika-

lischen Schicht, sowie einer weiteren Methode auf hoheren Schichten (bsp. sichere Netz-

vii



Abstract

werkcodierung), konnen alle Punkte des Abtauschs zwischen Ubertragungsrate und o-
Sicherheit erreicht werden. Zur Bewertung der dadurch erzielbaren Giite wird ein gemischt-
ganzzahliges Optimierungsproblem aufgestellt, wobei dessen asymptotische Analyse wei-
tere Kinsichten liefert.

Aktive Angriffe auf die Systemsicherheit stehen im Fokus des zweiten Teils dieser Ar-
beit. Dabei wird das Problem der gemeinsamen Storererkennung und spektralen Messung
analysiert, welches im Bereich kognitiver Funksysteme auftritt, bei denen Sekundarnutzer
(SU) die Aktivitdt von Primérnutzern (PU) detektieren miissen. Das Problem wird als
Hypothesentest mit rdumlicher Kanalkorrelation in den Messungen der Sekundarnutzer
modelliert, wobei die optimale Teststatistik im Neyman-Pearon Sinn abgeleitet wird. Die
Wahrscheinlichkeitsverteilung der Teststatistik wird in analytischer Form mit Hilfe der
Meijer’schen G-Funktion hergeleitet. Als Anwendung wird die Analyse der Energieeffizi-
enz von Sekundédrnutzern herangezogen, welche zu einem nicht-konvexen Optimierungs-
problem als Abtausch zwischen Energieeffizienz und Detektionsgiite fiihrt. Da die Detek-
tionsgiite fiir die analytische Betrachtung zu unhandlich erscheint wird sie asymptotisch
betrachtet. Das Optimierungsproblem wird heuristisch durch ein projiziertes Gradienten-
verfahren sowie eine KKT-basierte Methode gelost.

Die genannten Algorithmen sind {iblicherweise fiir den Einsatz in zentralisierten System
gedacht. Aufgrund der Anfélligkeit solcher Systeme fiir Angriffe durch byzantinische Fehler
werden im letzten Kapitel dieser Arbeit dezentralisierte und Eigenwert-basierte Detekti-
onsalgorithmen untersucht. Dabei werden generische Konsensalgorithmen als Baustein zur
dezentralisierten Berechnung aller Eigenwerte einer gegebenen Kovarianzmatrix, die nur
zum Teil an den Knoten bekannt ist, herangezogen. Durch weitere Modifizierungen wird
der Algorithmus an praktische Einsatzfille, wie die Kanalmessung fiir das Zutrittskon-

trollproblem, angepasst.
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1. Introduction

1.1. Motivation

The advent of mobile communication and the subsequent high penetration rate of mobile
internet connectivity via smartphones in the world realize the idea of the global village
more than ever. Instantly sharing ideas, photos, videos, and even (recently) live broad-
casting of videos have become a reality for every person, despite being once considered
far-fetched. The colossal amount of users on the Internet, sharing data and communicating
with each other demands a strong measure of data privacy and security. Mobile commu-
nication systems use the wireless channel as the medium of communication, which poses
exceptional opportunities and challenges regarding security and privacy issues. The in-
nate omnidirectional propagation of electromagnetic waves, as referred to as the broadcast
property of the wireless channels, jeopardizes the security of the communication system
since the messages can be overheard by a potential eavesdropper. Jamming attacks, on
the other hand, can exploit the openness of the wireless channel by transmitting high
power electromagnetic waves to disrupt the communication. Eavesdropping without any
attempt to sabotage the communication system is categorized as a passive attack, whereas,
jamming a communication system is regarded as an active attack.

Against this background, the wireless channel allows us to conceive countermeasures by
exploiting the intrinsic randomness, the diversity from multiple antennas, the cooperative
communications, and the relaying. The inherent randomness in the wireless channel state
information allows designing encryption keys and proper secure channel codes. Further-
more, the use of multiple antennas enables vector communication by steering the wave
propagation in a specific direction, which can nullify the signal strength at the eaves-
dropper. We can benefit from cooperative communications for detecting an active attack,
whereas, the redundancy from relaying can enhance secrecy against active and passive
attacks. In the following, we briefly introduce some tools and research works available
to analyze particular types of passive and active attacks and develop countermeasures to
them.

Information-theoretic security commenced with Shannon’s work in [Sha49] as a tech-

nique to combat passive attacks, in particular, eavesdropping. Despite being an inspiring
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breakthrough, the work of Shannon [Sha49] does not consider the intrinsic characteristics
of wireless communications. Shannon concluded that perfect secrecy is only achievable
when the size of the key at least as equal as the size of the message. Wyner, how-
ever, considers noise in his seminal paper ”The wiretap channel” [Wyn75]. Under the
assumption that the eavesdropper’s channel is a degraded version of the legitimate user’s
channel, Wyner achieves a positive secrecy rate. The work of [Wyn75] was followed
up by Csiszar and Kérner [CK78], who extended the results to a non-degraded broad-
cast channel with only one confidential message and a common message. Since then
many other works have embraced the realization of information theoretic security, e.g.
[LMSY08,LP09,XCC09,HY13, HY10b, BP15,HY10a, CBA15].

How to deal with the jamming attacks has been researched vastly in different directions,
including but not limited to: channel surfing based on spread spectrum frequency hop-
ping [XWZ,PL12], jammer localization [LLXC12] for re-routing [MZL*12], and jamming
detection in [LLK09,ZHSA05,SDC10], in which they perform detection based on the pa-
rameters at the physical layer as well as at the higher layers. In this thesis, we mainly
focus on jamming detection techniques based on the parameters at the physical layer. The
problem of physical layer jamming detection is fundamentally not much different from the
problem of spectrum sensing for cognitive radio [MGKP09,LH09]. The spectrum sensing
entails detecting the primary users’ (PU) communication by some secondary users (SU)s
[PHH"12]. The SUs observe the channel at the physical layer to infer the presence of
the PUs’ communication [LH09,LH10]. The practical solutions for the jamming detection
consider the cooperation of multiple transceivers as well as their energy restrictions. Since
the transceivers are usually distributed over a given area, a decentralized implementa-
tion of such solutions is of great importance (we refer to Part II of this thesis for further

references).

1.2. Thesis outline

In Part I of this dissertation, we study the countermeasures that safeguard the commu-
nication against passive attacks using tools from information-theoretic security. Part II
is dedicated to detection methods dealing with active attacks, in particular, jamming de-
tection. We further elaborate on practical concerns (such as decentralization and energy
efficiency) of a jamming detection algorithm.

We begin with a brief recap on information-theoretic tools for security in Chapter
2. We introduce typical sequences and some useful lemmas, which are used in proving
achievable secure rate regions in the Chapter 3. We further introduce two of the most

important lemmas in the information theory; the so-called covering lemma and packing
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lemma. Since we use the Kullback-Leibler divergence later in Chapter 3, we provide the
formal definition and a useful lemma, which will be used later. After providing the basic
tools, we provide the definition of the well-studied wiretap channel. The purpose is to
familiarize the reader with the simplest scenario in information-theoretic security. We
further provide an achievable secrecy rate and a concise achievability proof. Chapter 2 is
in large parts based on the content of [GK12].

Chapter 3 presents the main results of Part I on information-theoretic secrecy. The
emphasis is placed on developing results to strong secrecy for the following two scenarios:
The discrete memoryless broadcast channel with two receivers, each with one confidential
message, is studied first in Section 3.3. Then the discrete memoryless interference channel
with two senders communicating a confidential message to one of the two receivers is
studied in Section 3.4. The weak secrecy requires upper-bounding the information that is
leaked to the adversary by an arbitrarily small number while it is averaged over the message
block length size. On the other hand, the strong secrecy demands a stronger condition: the
information leakage must be upper-bounded by an arbitrarily small number without being
averaged by the message block length. We fulfill this requirement by upper-bounding not
only the information leakage, but also an extra non-negative term known as ‘non-stealth’
[HK14]. We conclude that the strong secrecy achievable rate region matches that of the
weak secrecy, which is proposed by [LMSYO08].

In addition to these scenarios, in Section 3.5 we consider a discrete memoryless untrusted
relay channel, in which a sender transmits a confidential message via the untrusted decode-
and-forward relays to a destination (the diamond network). We assume that there are
no direct channels available between the sender and the destination, as well as, among
the relays. Since the relays are decode-and-forward, we require a scheme to protect the
messages at each relay. Basically in Section 3.5, we use the results developed in Section 3.3
with a precoder at the sender and an extra post-decoder at the destination to deal with
this challenge. The results that are developed for the untrusted relay scenario, however,
do not satisfy the strong secrecy criterion, and thus fall into weakly secure criterion. The
content of this chapter has been published in [1,4].

Chapter 4 considers, similar to Section 3.5, the untrusted relay model, however, from
a different point of view; a cross-layer secrecy design. We consider two-hop Gaussian
relay channels, where the relays are untrusted. Two different types of relays have been
considered: the decode-and-forward (DF) and the amplify-and-forward (AF). The goal in
this chapter is to provide a weaker form of security than that of Shannon’s perfect secrecy
(even weaker than the weak secrecy), with the help of some higher-layer schemes. This is
motivated by the applications where perfect secrecy is not the highest priority, whereas, the

transmission rate is. Note that, perfect secrecy comes at the expense of transmission rate
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[Wyn75]. A new measure of security, referred to as the a-secrecy is proposed in Section 4.3,
where 0 < v < 1. According to this scheme 1-secrecy is equivalent to Shannon’s perfect
secrecy (either weak or strong), whereas, 0-secrecy represents the state of no physical layer
security.

Thanks to some additional higher layer schemes, e.g. secure network coding, we propose
a framework in Section 4.3 to achieve any a-secure system. This framework is then applied
to the untrusted DF relay channels in Section 4.4 and the untrusted AF relay channels
in Section 4.5. The optimal achievable rate for a given « requires solving a mixed-integer
optimization problem, which is dealt with in Section 4.5 after some relaxation. We further
analyze the asymptotic behavior of the mixed-integer problem along with the secrecy out-
age probability in Section 4.6. With this analysis, we conclude Part I of this dissertation.
The content of this chapter has been published in [7,9].

The focus of Part 11, i.e. Chapter 5 and Chapter 6, is to study detection algorithms to
combat a particular active security attack: jamming.

Chapter 5 studies the joint problem of jamming detection and spectrum sensing in a
cognitive radio scenario. This problem is motivated by vulnerabilities of cognitive radio
systems to jamming. We assume a set of SU nodes sense the spectrum to both detect
the presence of the PUs and a jammer. Modeling the scenario as a multiple hypothesis
testing problem, we analyze the probability of detection of the optimal detector in the
sense of Neyman-Pearson theorem in Section 5.3. The probability of detection is derived
in the following forms: one exact form in terms of a series and a closed-form version.
Moreover, we evaluate the asymptotic probability of detection, as it results in a simpler
form to handle. In all of the above analyzes, we assumed the data collected by the SUs
are spatially correlated but temporally independent. In practice, power constraints on
SUs limit their versatility to adopt any detection algorithm, since they might run out of
energy. Building upon the asymptotic probability of detection developed in Section 5.3 we
study the trade-off between transmission power and detection performance in Section 5.4.
The problem studies the optimal node placement for power efficient detection in a wireless
network scenario. The resulting optimization problem is non-convex; thus, we propose
suboptimal numerical approaches to tackle it. We use both a projected gradient method
and a heuristic method developed based on the Karush-Kuhn-Tucker (KKT) conditions.
The content of this chapter has been published in [MPS13, MSZ15].

The detection algorithms mentioned so far are based on the premise that we have a safe
and secure fusion center that collects the data and performs the detection algorithms on
them. However, a central processing of the data might not be secure against Byzantine
attacks or directed jamming attacks on the fusion center. These arguments and many

others motivates the study of a decentralized detection algorithm, which is the topic of
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Chapter 6. We focus our attention in Chapter 6 on decentralization of some eigenvalue-
based detection algorithms. We assume a number of sensors that cooperatively detect a
phenomena, e.g. jamming. Each sensor locally stores a vector containing the observations
of the channel over time. We need to compute the eigenvalues of the covariance matrix of
the observations from all of the sensors. In particular, we develop an algorithm to calculate
all of the eigenvalues of the covariance matrix in a decentralized fashion, i.e. each sensor
performs the calculations using only parts of the matrix. The proposed algorithm is
based on a generalization of the power iteration method. The decentralized version of
this algorithm is developed using the generic average consensus algorithm. The consensus
algorithms are a family of decentralized iterative methods that accept a vector as input,
where each element of the vector is available at a sensor and estimates the average of
the vector as the output at each sensor. Using an average consensus, we can compute
‘summation’ over the values that are available at each sensor locally.

For special application, where the matrix is structured, we propose using a fast con-
verging consensus algorithm. A generic consensus algorithm, does not take the special
constellations that the nodes can form into account. In Section 6.4 we exploit a particu-
lar graph shape to obtain a fast converging consensus algorithm, therefore estimating the
eigenvalues in a faster way. We further demonstrate the applications of these techniques in
channel probing for power admission control in Section 6.5. Channel probing is a process
that tests the admissibility of a new link joining some established links. The test reduces
to estimating the spectral radius of a matrix which is not available at every link. The
matrix is combination of the channel matrices of the existing nodes and the new nodes.
Using the result developed in Section 6.3, we determine the admissibility of multiple new
users at once and with few iteration. The content of this chapter has been published in

[MSCE11,2].

1.3. Additional results

In the following we present some results that are not a part of this dissertation.

e In [3], we study the design of a joint sender precoding matrix and the amplify-
and- forward relay precoding matrix optimization. We consider a Gaussian two-hop
multiple-input-multiple-output (MIMO) relay network. The goal is to find a pair of
matrices in order to minimize the power consumption and at the same time meet
pre-selected quality of service constraints that are defined as the mean square er-
ror of each data stream. The resulting optimization problem is difficult to solve
in the closed form. Therefore, we apply some tools from the majorization theory,

which defines relationships between ordered vectors, to simplify the optimization
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problem. Thanks to some inequalities and lemmas in majorization theory we sim-
plify the original matrix-valued optimization problem into a scalar-valued one. We
then propose a lowerbound and an upperbound of the original problem, both in
convex forms. Owing to the practical reasons, we focus on solving the upperbound.
Using the equations imposed by the KKT conditions we propose an iterative fast
converging algorithm similar to a multi-level water-filling algorithm. We analyze the
convergence and the optimality of the solutions mathematically. Numerical exam-
ples corroborate the proposed studies and also demonstrate the tightness of both

bounds to the original problem.

e In cooperation with Steffen Limmer in [5] we contemplate distributed computation
over multiple access channel (CoMAC). One of the missing techniques in CoMAC re-
search is how to convert an arbitrary function intro pre-and post-processing functions
that are feasible to be computed via the COMAC scheme. In this work we propose
a scheme which has the potential to be considered as a solution for this problem. In
particular we introduce a novel algorithmic solution for the approximation of a given
continuous multivariate function by a nomographic function that is composed of a
one-dimensional continuous and monotone outer function and a sum of univariate
continuous inner functions. The direct application of this approach is in the CoMAC
scenario, where the multivariate function is to be estimated by exploiting the super-
position property of the wireless channel. We show that a suitable approximation
can be obtained by solving a cone-constrained Rayleigh-Quotient optimization prob-
lem. The proposed approach is based on a combination of a dimension-wise function
decomposition known as Analysis of Variance (ANOVA) and optimization over a
class of monotone polynomials. An example is given to show that the proposed al-
gorithm can be applied to solve problems in distributed function computation over

multiple-access channels.

e The results in [10] were co-authored with Meng Zheng. A key to efficient mobile
communication networks is an efficient utilization of scarce resources, which includes
mechanisms for resource allocation and interference management. In practice, time
sharing methods such as Time Division Multiple Access (TDMA) are often exploited
to create orthogonal connections. TDMA schemes, however, are inflexible and not
suitable for decentralized implementation. In this context, approaches based on
concurrent transmissions in the same frequency spectrum admitting the interference
offer a promising and attractive alternative. Yet, their performances deteriorate
dramatically if the underlying interference coefficients are relatively large. Assum-

ing a Gaussian Interference Channel (GIC), this paper characterizes the so-called
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TDMA region which is defined as a set of all interference coefficient matrices for
which TDMA outperforms concurrent transmissions. We use the dimensional lift-
ing method to prove the convexity and monotonicity of the TDMA region, which
provides some insights into the scheduling design under uncertainty with respect to
the interference coefficients. Finally, the analysis is used to develop strategies for
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2. Preliminaries on information-theoretic

secrecy

In this chapter, we review some preliminary results in information theory. We use these
results to study the wiretap channel [Wyn75]. Studying the wiretap channel paves the
way to better understanding the results in Chapter 3. A complete review and proofs of
the results in this chapter can be found in [GK12].

Traditionally, communication standards treat the problems of communication reliabil-
ity and communication security separately. More precisely, the reliability is handled by
the physical layer, whereas the security is guaranteed through higher layers including
the application layer. At the physical layer channel coding techniques ensure a reliable
communication; on the other hand, at the application layer encryption algorithms ad-
minister the security of a communication system. Information-theoretic security alters
this paradigm by providing security at the physical layer with the help of proper channel
coding. Information-theoretic security, however, does not relinquish the encryption algo-
rithms. As the encryption and the information-theoretic security are applied in different
layers, they can be used alongside each other.

We give a brief introduction to a generic encryption system in the following; a more com-
prehensive one can be found in [BB11,MVOV96]. Let Alice, Bob and Eve be three parties
of a communication system, where Alice intends to send a confidential message to Bob
while keeping it secret from Eve. In cryptographic terminology, Alice’s message is called
plaintext, and the encrypted version is ciphertext. To securely send a message (plaintext),
Alice feeds the plaintext into an encryption algorithm. The encryption algorithm requires
a key as well as the plaintext to produce the ciphertext. At the receiving side, Bob has a
decryption algorithm, which requires a key to decrypt the ciphertext. There are different
notions of secrecy in the literature. The so-called computational security is measured by
the number of computations required for an eavesdropper to decipher a ciphertext. For
instance, the computational security of a typical encryption algorithm is compared to the
complexity of prime factorization of large numbers [BB11].

Shannon in [Sha49] addressed a stronger notion of secrecy known as the perfect secrecy

in the context of information-theoretic secrecy. Information-theoretic secrecy utilizes chan-
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Y7 | BoB

X’I’L

Z?’L

Figure 2.1.: An illustration of the three party communication scenario starring Alice, Bob,
and Eve representing the legitimate sender, the legitimate receiver, and the
eavesdropper.

nel coding not only to overcome the channel’s impairments at the physical layer but also
to tackle the security problem. This results in a fundamental trade-off between the com-
munication rate, reliability and security. Furthermore, information-theoretic secrecy can
provide security without a secret key by, for instance, taking advantage of the intrinsic ran-
domness of the wireless communication channel. The secrecy is measured by the amount
of information leakage to the eavesdropper. Intuitively, Shannon’s perfect secrecy implies
that Eve’s observation of the codewords is not helpful to draw any conclusion about the
content of the message; thus, the best Eve can do, is to guess the message.

In the first sections the notation and the very basic form of the main lemmas, namely
the packing lemma and the covering lemma, are introduced. To understand the lemmas,
we also mention the definition of typical sequences and the joint typicality lemma. We
use these lemmas to establish the wiretap’s channel capacity [Wyn75]. The coding scheme
applied in this section is the building block of the more complicated coding schemes which

are introduced in Chapter 3.

2.1. Notation

Throughout this dissertation, we use the following notational conventions unless otherwise
is specified. We denote the sets of natural, real and complex numbers as N, R and C,
respectively. We further let Ry represent the non-negative real number set and Ry the
positive real number set. Sets of N-fold Cartesian products are denoted by the superscript
(-)N. The ‘equality by definition’ is denoted by ”:=", whereas, V, 3, and | - | denote ‘for

all’, ‘there exists’, and the absolute value of a real number!, respectively.

1 As described later it also denotes the cardinality of a set.
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We denote matrices by capital bold letters, e.g. X, and their Hermitian with X*. We
define the operator Diag : CKX — CK*K_ We denote by Diag[zy,...,rx] a K x K diagonal
matrix, with [z1,...,2x] as its diagonal elements. The operator diag : CF>*K — CK
is used to denote the diagonal elements of X as diag[X]. Furthermore, by det[X] and
trace[X] we denote the determinant and the trace of matrix X, respectively. We denote
the Frobenius norm of X by || X||r. By [X];; we denote the (i,j)-th element of X.
The largest (absolute) eigenvalue of a matrix is denoted by Ay, [X] and the smallest by
Amin|X]. Rank of a square matrix X is indicated by rank[A].

We depict the random variables (RV) with the capital case, e.g. X, and their realizations
with small letters. Finite sets are represented by calligraphic letters, e.g. X, and their
cardinality with |X|. Sequences are denoted by the bold small case, e.g. x, which stands
for 2™ := (x1,...,2,). The set of all probability distributions defined on the finite set X
is indicated with P(X). The probability mass function (pmf) of X is given by Px(z) or
in short by P(z), and the n-product of Px(z) is denoted by P¥(x) := [[;"; Px(x;). The
probability of an event E is Pr(E). The expected value of a function f(X), where X is a
RV, is Ex[f(X)] := >, Px(x)f(z). Further, we define Var[X] := E[(X — E[X])?] as the
variance of X.

For the RVs X and Y we denote their joint pmf as Px y(z,y) and their conditional
pmf as Pxy(z|y). Based on the joint and conditional pmfs of X and Y we have:
the information entropy H(X) = —Ex[log P(X)], the conditional entropy H(X|Y) =
—Ex yllog P(X]Y)], and the mutual information I(X;Y) = H(X) — H(X|Y).

2.2. Basic concepts

The following content is considered to be the only tools needed to understand the results

of this dissertation.

2.2.1. Typical sequences

Definition 1 (Typical sequences). Let X be a finite alphabet. For X ~ Px(x) on X and
some € € (0,1), the set of all e-typical n-sequences x € X", or simply the set of typical
sequences, is defined as [GK12, Chapter 2.4],

T (Px) = {x : |Nx(a | x) — Px(a)| < ePx(a), Ya € X},

_ Hi:zi=a}|

where Nx (a | x) : is the empirical distribution of x on X.
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When the underlying probability distribution is fixed we drop the Px and proceed with
T for simplicity. This definition can be extended to joint and conditional probability

distributions as well.

Definition 2. Let X', be a pair of finite sets. For (X,Y) ~ Pxy(z,y) on X x ) and
some € € (0,1), the set of jointly e-typical n-sequences (x,y) € X" x Y" is defined as
[GK12, Chapter 2.4]

T (Pxy) = {(x,y) : | Nxy(a,b|x,y) — P(a,b)| < eP(a,b), for all (a,b) € X x Y},

where Nxy(a,b | x,y) := M is the joint empirical distribution of (x,y) on

X x V.

The following lemma, known as the Joint Typicality Lemma, is a prerequisite for un-

derstanding the packing lemma which follows right after.

Lemma 1 (Joint typicality lemma). For an arbitrary joint distribution of (X,Y,Z) ~
Pxyz(z,y,2z) and 0 < € < ¢, there exists §(¢) > 0 that tends to zero as € — 0 such that
the following statements hold:

1. If (a,b) is a pair of arbitrary sequences and C™ ~ [\, Py x(ci|a;) then

Pr{(a,b,C") € T"(Pxyz)} < 2 "1V3:Z1X)=3(9)

2. If (x,y) € T and C™ ~ [[;L, Py x(cilz;), then for n sufficiently large,

Pr{(x,y,C") € T/(Pxyz)} > 2 "I(ViZ1X)+6(c)
The proof is given in [GK12, Chapter 2.5].

2.2.2. Packing and covering lemmas

Packing lemma is the key tool to bound the probability of decoding error. The bound is

then used to prove achievability results.

Lemma 2 (Packing lemma). Let (U, X,Y) ~ Pyxy (u,z,y) and let (A", B") ~ Pap(a",b")
be a pair of arbitrarily distributed random sequences, not necessarily distributed according
to [T, Puy(a;,bi). Let X™(m), m € A where |A| < 2™ R € Ry, be random sequences
each distributed according to [[i_| Pxju(wila;). Further assume that X"(m), m € A is

pairwise conditionally independent of B™ given A™, but is arbitrarily dependent on other
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X"(m) sequences. Then, there exists 0(¢) that tends to zero as € — 0 such that

lim Pr{(A",X"(m),B") €T for somem € A} =0

n— o0

if R<I(X;Y|U) —d(e).
The proof is given in [GK12, Chapter 3.2].

Lemma 3 (Covering lemma). Let (U, X,Y) ~ P(u,z,y) and 0 < ¢ <e. Let (U™, X™) ~
P(u™,z™) be a pair of random sequences with lim, o Pr{(U", X") € TH(U,X)} =1, and
let Y"(m),m € A where, |A| > 2"% R c R, be random sequences, conditionally indepen-
dent of each other and of X™ given U", each distributed according to []}_, Py u(yius).
Then there exists §(€) that tends to zero as € — 0 such that:

lim Pr{(U", X", Y"(m)) & T* for allm € A} =0

n—oo

if R>I(X;Y|U)+d(e).

The proof is given in [GK12, Chapter 3.7].

2.2.3. Kullback-Leibler divergence

The Kullback-Leibler divergence of two probability distributions P and () defined on a set
A is given by,

SueaPla)log 5 if P<Q
+o00 if P& Q

D(P[Q) := { (2.1)

where, P < @ means: Q(a) = 0 implies P(a) = 0 for a € A, while P <« @Q is used if the

implication does not hold.

2.2.4. Set of II-type sequences

Definition 3. Let Py be the set of all probability distributions defined on a finite alphabet
X. For a distribution II € Py, the set of all II-type sequences x € X™ is

K := {x : H(a) = Nx(a|x) Ya € X}.

The following lemma is beneficial in the achievability proof in Chapter 3.
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Lemma 4. For all Il-type sequences of x € X and the probability distribution Qx € Px

we have
Q% (x) = 2~ (PIQx)+H(ID) if x € K.

The proof is provided in [CK82][Chapter 2].

2.3. The wiretap channel

The main objective of this section is to concisely review a coding scheme that achieves
positive secrecy rate in a wiretap channel. This will help to obtain insights in the results
of the next chapter. A comprehensive proof of the converse and of the secrecy leakage is
offered in [Wyn75, GK12].

The term ’wiretap channel” was coined by Wyner in [Wyn75], and the presented results
here are due to Wyner [Wyn75] as well as Csiszér and Korner [CK78]. The wiretap channel

Receiver
T itt yn | i
i Sreneme - - = Decoder —W |
| I vn| Channel S — ]
W Encnoder . X
| f(z"|m) I - - - - == - -
I I P (y7 < |£U) AL I I
——————————— > Decoder !
| |
" Evesdropper

Figure 2.2.: The schematic of the network for the Wiretap channel

is a three party communication channel with a sender (Alice) and two receivers; one of
which is the legitimate (Bob) and the other is an eavesdropper (Eve), as depicted in Figure
2.2. More precisely we consider a discrete memoryless (DM) multi-terminal channel with
an input alphabet X for the sender and output alphabets ) and Z at Bob’s receiver and

Eve’s receiver, respectively. The channel is assumed to be memoryless in the sense that

n

P(y,z[x) =[] P(yi, 2 | ), (2.2)
=1

for each, x € X"y € V", and z € Z". We consider a stochastic encoder. Intuitively, the
stochastic encoder can be seen as a source of randomness that is needed to confuse the

eavesdropper.
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Definition 4. The stochastic encoder is a mapping f,, : M — P(X™) such that,

> fulx|m)=1, VmeM (2.3)

xXeEX™

where M :={1,..., M} is the message set used by Alice and P(X™) denotes the set of all
probability distributions on A™.

We assume that the messages are uniformly distributed over M.

Definition 5. The decoder of Bob is a mapping g, : V" — M from the set of channel

outputs V" to the message set.

Before presenting the coding schemes we require to introduce the performance metrics.

The probability of error is

1 .
P = i Z Prlg,(y) # m | m is sent].
meM

A code (n,M,P,m)) is consist of an encoder f,, a decoder g,, and a message set

M:={1,..., M}

Definition 6 (Weak secrecy). [MWO0O0] The system is weakly secure if for all € > 0 there

exists a natural number N (e) such that for all n > N(e) we have

Liwizm < (2.4)

n

The mutual information in (2.4) is defined according to the following probability distribu-

tion

Plmiz) =+ 3 fulx | m)P(z] x).

xXEX™

Definition 7 (Strong secrecy). [Mau94, MWO00] The system is strongly secure if for all

e > 0 there exists a natural number N (e) such that for all n > N(e) we have
I(W;Z2") <e. (2.5)

Definition 8. The rate R is achievable if for all ¢ > 0, ¢ > 0 and § > 0 there exists a

17
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code (n, M, P,w)), such that each of the followings holds for sufficiently large n

Py <€

e

1
—I(W;2") <e

n

1
—logM < R—29.
n

Definition 9. The secrecy capacity is defined as the supremum of all of the achievable

secrecy rates R.

Theorem 1. The secrecy capacity of the discrete memoryless wiretap channel is

Cs = Igr(lax)(I(U,Y) - I(U, Z))

where U is an auziliary set with |[U| < |X|.

Proof. The achievability proof is presented in the following [GK12].

The coding scheme

For a fixed Py(u) we generate independently and randomly 2"7 sequences from P} (u) =
11, Pu(u;). We cluster them into 2" bins each with 2"(%t—1) sequences u™ (1), I € [(m —
1)2MBe=R) 1 2 (Be=R)] Each bin serves as a subcodebook C(m) where m € [1 : 27F]
is the message. In order to send a message m, from the corresponding bin C(m) we choose
a sequence u"(l) at random. For simplicity we select | = 1 2. Then we generate the
codeword according to X"™(m) ~ [[iL; Pxju(zilui(1)) and transmit it. At the decoder
side, we find a message such that (u™(1),y") € T for some u™(l) € C(m).

Reliable decoding

Two sorts of error might arise. The first one & := {(u"(l),y") ¢ ﬁ(n)}. Based on the
definition of the typicality set, and the law of large numbers Pr(&;) — 0 as n — oo.
The second type of error is & := {(u"(l),y") € 7, u™(l) ¢ C(m)}. Here we use the
Packing Lemma since the codewords satisfy the terms of the packing lemma on the mutual
independence. Therefore, Pr(&;) — 0 as n — oo if Ry < I(U;Y) — d(€).

Equivocation rate

Let’s m = 1 be the transmitted message and the randomly chosen index in C(1) is also

[ = 1. We assume that the eavesdropper knows C in advance. To prove secrecy we bound

Zwithout loss of generality (w. 1 g.)
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the average equivocation rate, which is the information leakage averaged over the entire

codebooks,

Lo zm). (2.6)

n
This has been done in [GK12][22.1.1] with extensive detail. It turns out that

lim sup lI(ZM; Z™) < d(e) (2.7)

n—oo T

holds for 6(¢) > 0 and R, — R < I(U; Z). This concludes the proof of achievability since
there exist a code that if R < I(U;Y) — I(U; Z) — §(¢) then Pr(&) goes to zero and the

secrecy criterion is fulfilled. O
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3. Achievable strong secrecy rate region of
broadcast and interference channel

In this chapter we use information-theoretic tools, which are reviewed in the previous chap-
ter, to further develop some results on secrecy achievable rate regions of three scenarios:
a discrete memoryless broadcast channel with two confidential messages (DMBCC), a dis-
crete memoryless interference channel with two confidential messages (DMICC), a discrete
memoryless untrusted relay channels (DMURC). Our main concern here is privacy rather
than security. Privacy problems consider the leakage of one user’s data to another user,
whereas in security problems we consider leakage of information to an unknown adversary
called the eavesdropper.

The DMBCC consists of two receivers and a sender, which has one private message for
each receiver. The sender has to transmits the private message via a discrete memoryless
broadcast channel reliably to the intended receiver, while keeping it secret from the unau-
thorized receiver. As for the second model, the DMICC, we assume two senders and two
receivers communicating in a discrete memoryless interference channel where each sender
has a message for one intended receiver, while treating the other receiver as an eaves-
dropper. The DMICC has applications in cognitive radio scenario, where both reliability
and security of two communication parties become prominent. Finally, the DMURC, is
consist of a sender and a receiver communicating through two decode and forward (DF)
relays. We further assume there is no direct link between the sender and the receiver. The
relays are untrusted, in a sense that they might be hijacked by an adversary, however, they
commit to their task of relaying. From information-theoretic point of view the DMURC
can be decomposed to a DM broadcast channel that is cascaded to a DM multiple access
channel (MAC). This problem is challenging since the relays possess all the information
the sender transmits to the receiver. The receiver must be able to reliably decode the
message, whereas the relays must be unable to draw any conclusion about the message.

We consider a stronger notion of secrecy, the so called effective secrecy. Effective secrecy
essentially includes stealth and strong secrecy together. Stealth or covert communication
is roughly the situation where the eavesdropper can not distinguish if a meaningful com-

munication is undergoing or not. The formal definition relates to hypothesis testing as
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well. This topic, however, is not the scope of this dissertation and is a by-product of the

effective secrecy.

3.1. Background and contributions

3.1.1. Related work

Broadcast channels are single-input-multi-output channels where a transmitter sends data
to many users. The broadcast channel’s capacity is unknown in general form, however, for
some special cases there are well defined capacity regions. For instance in the case of two
users, if one transmitter-user channel is degraded with respect to the other transmitter-
user channel then superposition coding obtains capacity region thoroughly [Gal74]. In
terms of security, researchers consider different models for broadcast scenario, which are
analysed mostly based on the seminal works of Wyner [Wyn75] and Csiszér and Korner
[CKT78]. The authors in [EU12] consider multiple receivers each with different degradation
channels and an external eavesdropper. In this scenario the goal is to hide information
from the eavesdropper only; Other users can decode each others messages. On the other
hand, the authors in [LMSY08, LP09] assume two users with two confidential messages
each intended for one user while kept secret from the other user; In other words, user
privacy is considered. This is an extension of Csiszar and Ko&rner’s model to the case
with two confidential messages and no common message. An inner and outer bound on
the achievable secrecy region is derived in [LMSY08]. A rather complete model with
confidential messages and one common message has been considered in [XCCO09].

The interference channel is a rather more complicated scenario than the broadcast chan-
nel to investigate information-theoretically. Han and Kobayashi in [HK81] provided the
closest result to the capacity of the interference channel. The authors in [ETWO08] further
developed more tractable Han-Kobayashi type outer-bounds. As for secrecy rate region,
the authors in [LSBP107, HY09a, LMSYO08] have published some results on the matter.
The authors in [LSBP'07] considered a two transmitter two receiver scenario with two
common messages from each transmitter to both of the receivers and one confidential mes-
sage at one of the transmitters. Liu et al. extends the model to two confidential messages
(each transmitter has a confidential message for one receiver) criterion with weak secrecy.
The strong secrecy using structural codes has been studied by [HY09a], however with only
one confidential message intended for a receiver.

The authors in [HY13, HY10b, HY09b, HY10a, KMS13] have considered the untrusted
relay problem. Untrusted relay is a term used to described a relay channel where the relay

obeys its tasks while potentially eavesdropping the data. A variety of relaying strategies,
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3.1. Background and contributions

i.e. amplify-and-forward (AF) [HMS13], decode-and-forward (DF), compute and forward
(CF) [VKT15,RSEJ15] and, more recently module-and-forward (MF) [ZFPP15], have been
investigated by researchers. Under the direct link availability condition, the authors in
[HY10b,HY10a] have demonstrated that the untrusted AF and the compress-and-forward
relaying strategies obtain positive secrecy rate. On the other hand with no direct link
available, i.e. all of the data from the transmitter has to go through the relay to reach the
destination, has been studied by the authors in [HY09b]. In order to increase the equiv-
ocation rate at the relay, thus providing secrecy, the destination produces pseudo noise.
In most of the research works aforementioned, either the legitimate receiver (destination)
or an external node (e.g. ’friendly’ jammer) broadcast some 'pseudo noise’ to confuse the
relay in the receiving phase; and thus increase the equivocation rate at the relay. Having
received the superposition of the pseudo noise and the message, the relay then transmits
the superposition to the destination. The destination is able to decode the actual mes-
sage by knowing the pseudo noise sequence. This method exploit the interference and its
natural superposition characteristics of the wireless channel to hide the message. A bidi-
rectional untrusted relay is considered in [ZFPP15, VKT15], where the problem is handled
with lattice codes.

The secrecy criterion used in [LMSY08], as well as in [Wyn75,CK78], is the normalized
mutual information (11(X;Z) < €) between the message and the received signal at the
unintended user. Strong secrecy, however, demands the unnormalized mutual information
(I(X;Z) <€) to be bounded by a small number for a given code length n. Strong secrecy,
first introduced by Maurer and Wolf [Mau94], provides a practical meaning to the secrecy
level of a system whereas weak secrecy has not yet been linked to any practical meaning.
Strong secrecy has been studied by many researchers thus far [Mau94,BL13,Csi96, HK14],

of which we focus on the work of Hou and Kramer in [HK14].

3.1.2. Results and contributions

The main contributions of this chapter are provided in the following.

1. We characterize an achievable rate region with strong secrecy for broadcast chan-
nels with two confidential messages for each user. Our results are an extension
of those in [LMSYO08] for weak secrecy to strong secrecy. We utilize the results
in [HK13, HK14] to inaugurate an upperbound on D(Px z|[PxQz). This result
provides a bound that is even stronger than the notion of strong secrecy, since
it includes the stealth communication as well. To be more specific we consider,
D(Px,z||PxQz) = I(X;Z) + D(Pz||Qz), in which all of the terms are non-negative
based on the definition. Therefore, bounding D(Py 7| Px(Qz) addresses the strong
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3. Achievable strong secrecy rate region of broadcast and interference channel

secrecy and the stealth communication whereas bounding only I(X; Z) points to the
strong secrecy only. We use the encoding suggested by [LMSYO08], which imposes a
joint distribution on the channel inputs corresponding to each user, however, to ad-
dress the stealth communication the channel input of the users must be independent
from each other. This results in some complexity, which is handled in this chapter.
It turns out that the secrecy rate region proposed by [LMSYO08] holds for strong

secrecy criterion as well.

. We upgrade the weak secrecy criterion in [LMSYO08] to the strong secrecy one for IC

with two confidential messages. The analysis is quite similar to that of BC, however,
owing to the disjoint independent encoders the analysis does not require considering
joint and independent distributions for the input channels; and thus it is simpler to
study. It turns out, the achievable rate region with the strongly secure criterion is
equivalent to that proposed by [LMSYO08] for the weakly secure criterion, i.e. strong

secrecy at no cost.

. The untrusted DF relay channel without an external helper, the destinations help

or the direct link between the sender and the destination, has not been studied
yet. Building upon the results developed for BC with confidential messages, we
characterize the achievable secrecy rate region for the DF relay channel with two
untrusted relays. We propose to use a precoder at the sender to cope with the
untrusted characteristic of the relays. We further extend this to multiple relays and

propose a construction method to design the precoder.

3.2. Problem statement and system model

3.2.1. The broadcast channel with confidential messages

The broadcast channel consists of a transmitter with two receivers each with one private

message as depicted in Figure 3.1. We assume the channel is discrete memoryless, i.e.

n

P(y1,y2x) = [ [ P(yi, yoils), (3.1)
i=1

where, x € X", y1 € VI, and y2 € V3 and X and )y, V> are the input and output channel

alphabets, respectively, which are assumed to be finite sets.
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3.2. Problem statement and system model

The joint probability distribution governing the discrete memoryless broadcast channel
(DMBCC), for a given Py € P(X), is written as

Pxviy, (7,91,92) = Px(2)P(y1,y2|7). (3:2)
Definition 10. The stochastic encoder at the transmitter is given by,
fiMpx My — P&, (3.3)
and further, we have,

Y F(xlmi,ma) =1, V(mi,ma) € My x My (3.4)

xXEX™

where, my € My := {1,..., My} and my € My := {1,..., M} are the message sets for

receiver 1 and receiver 2, respectively.

Receiver 1

r—-——-—-- - - == 1

Transmitter Y : i '

T T O Deel 7

I Wi— Encoder I xn Channel L _ _ _ ____ 1
I t

|W2—)f(x |m17m2) | P(y17y2|aj) r————-=-=- - = 1

| | YQn | ~

Receiver 2

Figure 3.1.: The schematic of the network for Broadcast channel with confidential messages

Definition 11. The decoder at the tth node, ¢ € {1,2}, is defined as
[ yf — Mt.

Definition 12 (Strong Secrecy [Mau94]). For any given € > 0 there is a N(e) such that
for all n > N(e),

max [(W; Y5 |[Wa = ma) <, (3.5)
ma€EMa

max [(Wo; Y'|[W1 =my) <e (3.6)
m1EM1
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3. Achievable strong secrecy rate region of broadcast and interference channel

where, the random variables Wy, W5 are distributed uniformly over My, Ms,, respectively.
Besides, the random variables Y{*, and Y;' are drawn from )|, and )3, respectively. The

mutual information quantities are evaluated with respect to the following distribution

1 1
Pwywoypyg (mime, y1,y2) = M, M, Z f(x[m1, ma) P(y1,y2[x),
xexn"

with the stochastic encoder given in definition (10).

Each message m (mg) has to be decoded reliably by receiver 1 (2) while kept secret

from receiver 2 (1). The probability of error at each node t is

1

= ST Z Pr(g.(Y,") # my|(m1,m2) is sent], ¢ € {1,2}.
12 (m1,m2)EM1xXMa

Definition 13. A rate pair (R, R2) is said to be achievable, if for every ¢ > 0, € > 0,
d > 0, there exists a code (My, Ma,n, Pen 1), Pen, 9)) for sufficiently large n ,in addition
to (3.5) and (3.6), we have

1
<€ and —logM; > R, —0, te{l,2}.
n

3.2.2. The interference channel with confidential messages

Figure 3.2 illustrates two transmitters and two receivers communicating through an inter-
ference channel. The channel input and output alphabets are chosen from the finite sets
X1, Xy and )1, Vo, respectively. For given probability distributions Px, € P(Ay), t € {1,2}
and channel P(y1,y2|x1,22), Y; € Vi, Xy € X, t € {1,2} the joint probability distribution

governing the discrete memoryless interference channel (DMIC) is:

Px, x,v1vs (21, 22,91, ¥2) = P(y1,y2]x1, 2) Px, (x1) Px, (22).

By "memoryless” we mean:
n
P(y1,y2(|x1,%x2) = HP(yli,y2i|~’U1z‘,~"32i),
i=1
where, x; € A", y: € Vi, and t € {1,2}.

Definition 14. The stochastic encoder at the ¢th transmitter is defined as,

ft : Mt — P(th),
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3.2. Problem statement and system model

and further, we have,

Z ft(xt]mt) = 1, th € Mt, t e {1,2},

Xt Gth

where, My := {1,..., My} and My := {1,..., My} are the message sets for transmitters
1 and 2, respectively.

Transmitter 1 P - _Iiegei_veir} -,
| I xn Yy | ~ |
r Wi — Enci —1L L Decl [—""1I

| |

IL ____________ JI Channel L _ _ _ _ _ 1

FT T TS T oT T - P(y1, y2|z1, 22) i T
n Y’I’L ~

I Wo ——| Enc?2 X 2 Dec2 (Wi

| [ [ |

Transmitter 2 - _Izec?ei_ve_ri o

Figure 3.2.: The schematic of the interference channel with input/output distributions.

Definition 15. The decoder at the tth receiver, ¢ € {1,2}, is a function, given by
lt : yf — Mt.

The strong secrecy criterion imposes the following, if for every € > 0 there is a N(e)
such that for all n > N(e),

I(W;Y3) <e and I(Wo; Y{") <e (3.7)

where W7 and Wy are RVs distributed uniformly over M; and My and further, Y € V'
and Yy' € V3 are RV’s corresponding to the output of the channel. The mutual information

values are computed with respect to the following distribution

1 1
Py woypyp (mime, y1,y2) = L5 Y AGxlm) fa(xalma) Py, yalxi, x2).
X1 EXN XoEX
We do not condition on the decodability of the legitimate message, i.e. I(W7;Ys|Ws), since,
the codewords are produced independently from each other and there is no cooperation

assumed between the transmitters.
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3. Achievable strong secrecy rate region of broadcast and interference channel

The probability of error at each node ¢ is

1
Pl = YR Z Pr(l,(Y}") # my|(m1,m2) is sent], ¢ € {1,2}.

my,m2

Definition 16. A rate pair (Ry, Rs) is achievable if for any 6, €', e > 0 there exists a code
(M1, M, Pen 1) Plen, 2),n) such that (3.7) holds, and further,

1
P < Eloth >R, —0 te{l,2},

holds for n sufficiently large.

The transmitter ¢ sends a confidential message m; intended to the receiver ¢, while

keeping it secret from the other receiver r € {1,2},r # t.

3.2.3. The decode-and-forward untrusted relay channel

Consider a sender (S) that communicates through a number of decode and forward (DF)
relays to a destination (D) as in Figure 3.3. We assume there is no direct channel between
S and D. Although the relays obey to DF relaying paradigm, they are untrusted in a sense
that they might eavesdrop on the content of the data. Further, there are no channels
between the relays, thus, the relays do not cooperate to enhance the relaying task or to
advance eavesdropping capabilities. According to the model in Figure 3.4, all of the data
has to go through the untrusted relays. We further restrict ourselves to avoid using any
side-channel information. For simplicity, we assume there are only two relays (K = 2).
The finite sets X, )>1, 372 denote the input alphabets and the finite sets )y, Yo Z represent
the output alphabets. The discrete memoryless untrusted relay channel (DMURC) con-
sists of a DMBCC-phase, a DF-phase, and a discrete memoryless multiple access channel
(DMMAC)-phase. The DMURC is memoryless, thus

n

DMBCC-phase, P(y1,y2|x) = [ [ P(y1, aili), and
i1
n

DMMAC-phase, P(z[§1,52) = [ [ Pzl 2i).
i=1

where, x € X", y, € V', ¥t € 5),?, z€ Z" and t € {1,2}.

Definition 17. The encoding process at S consists of
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3.2. Problem statement and system model

Relay 1
: ___________ : Destination
v i 7 St
_ - Sender____ ! : Dec 1 L Enc1 : L !
I I Channel : | Channel I -
:Wl—’ Encoder . G PR :Z” b LW,
1 Wolf (2" [ma, ma)| P(y1,y2|x) === == === === 1 [ ec Wo
! ! Y3t j Ly |P(z|91, §2)]
———————————— 2 : Dec2 W2 EI‘[CZ : YVQ (Z|y1,y2) |
| I L= ==
|l o o D ___ 1
Relay 2

Figure 3.3.: The decode-and-forward untrusted relay channel

1. Two precoders 6, : M; x Uy — ./\>lt, t € {1,2} with the message sets M; :=
{1,..., M}, t € {1,2} and the auxiliary finite sets U;,t € {1,2}, and M, =
Oy (My,Uy).

2. A stochastic encoder,
o : Ml X MQ — P(Xn)

3. To send the message pair (mi,ms) € My x Mo the sender selects (u1,ug) € Uy X Us,
and uses ¢(01(mq,uy),02(ma, uz)) as the channel input. We further have

> d(x[01(ma,ur),02(ma, uz)) = 1, V(my,ma) € My x M.

xXEX™

Remark 1. The two auxiliary sets, U; and Us, assist securing the messages chosen from
My and My at the relays as in the following. Since every message is decoded at the
DF relays, to provide secrecy we require some sort of randomness (key) encoded with
the messages. A common approach [HY10b, HY10a] is to have an external node jam the
relays with a pseudo noise that is known to the destination, to confuse the relays. While
this method proves effective in securing the message it requires elaborated coordination
among the nodes, therefore, we present a simpler way. We introduce some randomness at
the sender, which is modelled here as the auxiliary sets U, and Us. We later illustrate how
the destination can decode the actual messages. The encoder ¢ is a stochastic encoder,

which is proven to be effective in achieving positive secrecy rates [CK78|.

Definition 18. The decoders at tth relay ¢ € {1,2} is a map v : V' — M,, where,
My :={1,..., M} are given by Definition 17.

Definition 19. We further define the encoder at the tth relay as a mapping w; : M, — 5)[‘
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3. Achievable strong secrecy rate region of broadcast and interference channel

Definition 20. The decoder at D is a mapping v : Z" — M7 x Mo.

Definition 21 (Secrecy). For all of the encoding and the decoding processes we impose
the following secrecy conditions: For every ¢ > 0 there is a non-negative integer n > N (¢)

such that

I(Wi; W) <€, te{1,2}, (3.8)
I(Wy YU [W1) < e (3.9)
T(W Y [Wa) < e (3.10)

where W4, Wt, t € {1,2}, are uniformly distributed RVs with values taken from My, Mt, t e
{1,2} respectively; and Y;*, t € {1,2} are RVs at the output of the tth relay.

Figure 3.4.: The graph of our network

Remark 2. The criterion I(Wy; Wt) < € ensures that the ¢th relay can not recover m; from
my, t € {1,2}, however, it is weaker than the strong secrecy. On the other hand, (3.9)

and (3.10) are strongly secure criteria guaranteeing relay 1 (2) can not decode mg (121).

The probability of error at D is given by

Definition 22. A rate pair (R, Rg) is achievable if for any §, €', e > 0 there exists a code
(M1, Mz, Pen 1y Pen, 2),n) such that (3.8), (3.9), and (3.10) hold, and further,

1
Pl <€, ElOthZRt—é, te{1,2},

holds for n sufficiently large.
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3.3. Strong secrecy for broadcast channels

3.3. Strong secrecy for broadcast channels

In this section we present secure rate region with strong secrecy criterion for a DMBCC.

The following proposition presents this section’s result:

Theorem 2. The rate pair (R1, Ra), is achievable for a DMBCC with confidential mes-

sages and strong secrecy criterion, if:

0<Ry, 0< Ry
Ry <I(Vi;Yh|U) — I(V1, X; Y2V, U)
Ry <I(Va; Y2|U) — I(V2, X5 Y1|V1,U)
Ry + Ry <I(Vi;Y1|U) — I(Vh, X Yo |Vo,U) + I(Va; Yo |U) — 1(Va, X; Y1 |V1,U) — I(Vi; Vo |U)

for some probability distribution Py (u)Py, vy (v1, va|u) Px|v; vy (@|v1, v2) P(y1, yo|x), with
P(y1,y2|z) given as the channel and Py, v,y a probability distribution on a finite set Vi x
Vs.

Proof. We prove the achievablity in the following subsections. The achievablity proof
borrows techniques inspired by [HK13, LMSY08, Mar79, GP80, HK14].

3.3.1. Coding scheme

We perform double binning encoding on the messages (mi,mg) € Mj x Mo and send my
as confidential messages to the tth receiver t € {1,2}.

For t = 1,2 and Ry, R} € R>q we set M, := 2"t J, = "By and M, = {1,..., M},
St :={1,...,Jt}. Let Reor € R>p, t = 1,2, be such that

Reot > Ry + R, =: Ry (3.11)
holds for ¢t = 1,2. We fix a probability distribution Py,y, on a finite set V) x Vs and a

function f: Vy X Vo — X. Define X := f(V1,V2). Finally, let 0 < e < €.

Codebook generation

For t = 1,2 and any (my,s;) € M; x S we consider random variables V" (my, s¢, k),
ke € {1,...2"Heot=Re)Y which are assumed to be independent and distributed according
to Pp}(vi) = [T Py, (ve) for v € VP

The realizations of V;™(my, s, k) are denoted by v¢(my, s¢, kt).
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3. Achievable strong secrecy rate region of broadcast and interference channel

For t = 1,2 and (my, s;) € M; x & find an index pair (k1, ko) such that
(vi(mi,s1, k1), va(ma, s2,k2)) € T (Piavs ),

holds. If no such (k1, ko) exists then choose (1,1). Generate code word x(my, $1,ma2, s2)

as

x(my, s1,m2, 52) = f"(vi(mai, s1, k1), va(ma, s2, k2)) (3.12)

where f" denotes the component-wise application of function f.

Encoding

To send the pairs (my, s¢) € My X 8, t = 1,2, transmit x(mq, $1, M2, $2).

Decoding at the receivers

The decoder ¢ declares that (my, s¢) is sent if it is unique pair such that

(vi(mye, si, ki), ye) € T (Priva)

for some k;. Otherwise an error is declared.

3.3.2. Error Analysis

The first error arises when the encoder can not find k1 and ko that are jointly typical,
By = {(vi(my, s1, k1), va(ma, s2,k2)) ¢ T (Pray, )V, o}
It follows from the mutual covering lemma [GK12] that
(Reo,t — Ri4) + (Reo2 — Roy) > I(V1; Va) (3.13)
implies
Pr(Ey) < C 27" (3.14)

with positive constants ¢, C € R.

In the following we assume without loss of generality that (v1(1,1, k1), ve(1,1,k2)) is sent.
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3.3. Strong secrecy for broadcast channels

At the receiver t, the error events are

By 2{(vi(L, 1, k), y0) ¢ T (Pvivi)},

E3 £ U {(vi(ma, se, ke), ye) € T (Pvivi) }-
(mhst)#(l’l)

kt
By the basic properties of typical sequences we have

Pr(EQt) <(Cp-27ma (315)

with some positive constants ¢1,C7 € R.
The packing lemma [GK12] shows that

Rco,t < I(W, Y%) (316)
for t = 1,2 implies
Pr(Es;) < Cy-27" (3.17)

with positive constants co, Cy € R. Thus the probability of error of receiver t = 1,2 can
be bounded as

Pr(E;) < Pr(E:) + Pr(Ea) + Pr(Es) < Cs-27"% (3.18)

with suitable positive constants Cj, c3.
From (3.13), (3.16), and (3.11) we obtain,

Ry + R} <I(Vi; Y1) (3.19)
and
Ry + R, < 1(Va; Ya) (3.20)
as well as
Ry + Ry + Ry + Ry < I(Vi; Y1) + I(Va; Yo) — I(Vi; Va). (3.21)

The bounds on R} and R/, are derived in the following subsection.
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3. Achievable strong secrecy rate region of broadcast and interference channel

3.3.3. Strong secrecy criterion

Remark 3. For the secrecy analysis we drop the random variable U for the sake of nota-
tional simplicity. It can be introduced, if desired, via standard arguments at the end of
the proof [CK78, HK14].

. e . . . nReo 1
Before we further continue, we define a deterministic function ¢, on pairs {vy(mq, s1, kl)}ilch

nReo .
x{va(ma, s2, ka) i2:1 ? that returns a pair (k1, k2) such that

(vi(mi, s1, k1), va(ma, s2,k2)) € TPy, vs).

In the case that there are many such pairs, we choose one arbitrarily. However, if there
are no such pairs, the function ¢, returns (1,1). From now on, we denote the codeword
pairs simply (vi(m1,s1), va(ma, s2)) based on condition ¢, # (1,1).

We extend the framework in [HK13, HK14] to find a condition that bounds

D(PW1Y2"|V2||PW1Q§L/2\V2) < 5 (322)

where the left hand side is known as the effective secrecy, & > 0 is arbitrarily small,

Py, vy is the joint distribution of Wi and Y» given vo, which is expressed as

J1 1

P(yz|mi,vo) = Z IPH(Y2|V1(m1,51),V2(m2,82)),

s1=1

and further

M, J1
1
P(yalva) = > > Ml_len(yQ!W(mh81),V2(m2782))-

mi1=1s1=1

Further, Qy,)y, is distribution of Y5 given vy while no meaningful message is transmitted
for W1,

Qs (Valva) = 37 PP (Vi) P s 0a (y2 v, va) (3.23)

vi
and finally, Py, is marginal distribution of Wj. The following is useful.

Lemma 5. We can further expand (3.22) as

D(Pivy s 1 Qs Pivs) = T(W13 Yalvz) + D(Pry s [| Q0 v, (3.24)

The proof is given in the Appendix 3.7.1.
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3.3. Strong secrecy for broadcast channels

Remark 4. The expansion in (3.24), reveals that (3.22) addresses not only the strong
secrecy notation by bounding I(W7i;Ya|va), but also bounds D(PYQ\\@HQ%WQ) which cor-

responds to stealth of the communication.

Remark 5. The difference between Py,y, and Q%% is in the absence of a message (a
meaningful message) Wj. This in terms of the coding scheme it can be elaborated as in

the following. For the case of Q the encoder only has secret message for the receiver

n
Yo |V
2, thus vo produced according to a message ms. On the contrast, the codeword vy is

chosen completely arbitrarily, since we do not communicate any meaningful message to

the first receiver.

Based on chain rule for informational divergence we have,

D(Pw, vy vel [P Qs v,) = D(Pw: || P ) + D(Pygwiva | @y, v, [Pwn ) (3.25)

where, according to the definition of D(-||-) in (2.1), the first term above equals to zero, thus
we proceed with D(Py, v, w, [|QY, v, [Pw; ). The following lemma provides an upperbound
on D(P||Q), which is useful for the rest of the proof.

Lemma 6. For probability distributions P and Q, defined on a finite set A, with P < (@,

we have,

D(P|Q) < log %, (3.26)

where, 1o = min{Q(a) : Q(a) > 0}.

The proof is given in the Appendix 3.7.6.
Splitting the expectation with respect to (V1,V2) of D(Py, v, w, [|QY,y, [Pw,) into two
cases of ¢ = (1,1) and ¢, = (1,1), we get,

ED(Pypvaw, 1@, v, [Pwn)] = E[1(dr = (1,1))D(Pyyvew [ QY, v, [ P )
+E[1(¢r # (1, 1)D(Pyppvam, ||QY, v, [P, (3.27)

where, 1(+) is an indicator function. The first term of right hand side (3.27) yields,

E[]l((bT = (17 1))D(PY2”\V2W1HQ?/2|V2’PW1 )] < Pr(¢7 = (17 1)) log (ﬂ'Qn )n (3'28)
Y2V
= Pr(qST = (1, 1)) (—n) log(ﬂ'Q%%)
<27ne (3.29)
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3. Achievable strong secrecy rate region of broadcast and interference channel

for all sufficiently large n, where, we apply Lemma 6 in (3.28). The last inequality, (3.29),
comes from the mutual covering lemma, where o > 0 is a constant independent of n. With
(3.25) and (3.29), therefore, we have:

E[D(Pyy v, 1Q%, v, 1Pw)] < E[L(ér # (1,1))D(Pypjvamy |QF, v, [Py ) +27. (3.30)
Hence, in the following we focus on bounding the first term in the right hand side of (3.30).

Lemma 7. Taking an expectation over Y3', Vi, and Sy yields,

n P(Yn|Vn,V2)
E[D(PYQR|W1,V2HQY2|V2’PW1 )] < E|:10g <J1Qn2| (lyén|v2) +1 (331)
Yo | Vo

The proof is provided in Appendix 3.7.2. Before proceeding with the bounds on the

informational divergence, we introduce the following lemma.

Lemma 8. Let Py,vyy, (v1,v2,92) = Piivy (v1,v2) Pyyvivy (y2|v1, v2) be a probability distri-

bution on Vi X Vo X Vo. For e € (0, %) and distribution

Q(yalv2) ==Y Puy (v1) Py vava (y2lvr, v2) (3.32)

v1

it holds for (va,y2) € T (Pv,y,) that
Qn(y2’V2) > 2—n(H(Y2\V2)+I(V1;V2)+5(5)) (333)

with §(e) > 0 and lim._,od(e) = 0.

The proof is given in the Appendix 3.7.3. The equation (3.31) can be split up as follows:
(Recall that the expectation is taken over those codewords with ¢, # (1,1))

P?Q\VQ,Vl (y2’v27 Vl)
J1Qy, v, (v2lv2)

Z Py (v1) Z Py v va (y2|v1,ve)log ( + 1> =e1 + e (3.34)

V1 v
(v1,v2)€Te,

where,
P (ya|ve, vi) )
e = P} (v P vi,vo)log | ——————= +1 3.35
' ; Vl( 2 %n: YQWI’VQ(m' 1 v2) g<J1Q"(Y2|V2) ( )
(v1,v2)€Teq (y2.vav1)¢Te
am XA Y Bynubevivolos (D222 1) o
o v ’ J1Q" (y2|v2)
(v1,v2)€Te, (y2,v2,v1)€Te
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3.3. Strong secrecy for broadcast channels

We upperbound e; in (3.35) as

as X A X Agsvilos (o el) o Gan

Vi y2 TYa|Va
(v1,v2)€Te, (y2,v2,v1)¢&Te
—2n527r2y Vo Ve
< 2|1 VsV V2]2 21V2:%2) (—n) log(Tyy|v; )- (3.38)

where 7y, |y, and 7y, y,y; are derived from (3.26). The (3.38) implies that as n — oo,
er — 0.
On the other hand, to upperbound ey in (3.36) we need to use the Lemma 8, since,

(vi,Va,y2) € Tc defined on Py, v, v;. Therefore we have,

: 9—n(H(Yz2|V1,V2)—d1(e))
ey < Z PV1 (Vl) log <J12—n(H(Y2V2)+I(V1§V2)+62(5)) + 1)

Vi1
(v1,v2)€Te,

< Z 9—n(H(V1)+1(V1;V2)—d3(€)) log <

Vi1
(v1,v2)€Te,

2—n(H(Y2 [V1,V2)—d1(€))
J127”(H(Y2|V2)+I(V1;V2)+52(€)) + 1) (339)

9—n(H(Y2|V1,V2)—=61(€))
J,2—n(H(Y2|V2)+1(Vi;V2)+62(e)) + 1) (3.40)

< HVi)H+04(€) g=n(H(Vi)+1(V13V2)=03(€)) |5 <

9—n(H (Y2|V1,V2)—01(¢))
—n(I(V1;Va)—d3(e)—d4(e
<2 ( (Vi;V2) 3( ) 4( )) lOg <J12n(H(Y2V2)+I(V1;V2)+52(6)) + 1> (341)

<9I (VisV2)=03(0)=04(9)) 1o <2n(R’1+H(Y2|V1,V2)H(YQVQ)I(Vl;Vg)él(e)ég(e)) n 1)

(3.42)
<log(e)2 "I~ 1(2:V1[V2)=d5(€)) (3.43)

where, d5(€) := d1(€) + d2(€) + d3(€) + d4(€). We have to impose R} > I(Ya; Vi|Va) + 05(¢)
in order to assure es — 0 with n — co. This condition, thus, evokes strong secrecy.

Combining R} > I(Ys; V1|Va), and symmetrically R, > I(Y7;Va|V4), (3.19) and (3.20),
we obtain the rate region as in the theorem 2.

O

Remark 6. The typicality set T. above is considered with respect to the true distribution
Py,v,y, (as opposed to the stealth distribution Q;‘@'VQ), therefore we need to use Lemma
8 to upperbound the probability value of (). The difference in the two distribution comes
from the fact the our encoding structure, which dictates the distribution Py,y,y,, imposes
P(vi,ve) # P(vy)P(vy). The stealth distribution @Y, v, however, needs P(vi,vy) =
P(v1)P(v2) by definition.
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3. Achievable strong secrecy rate region of broadcast and interference channel

3.4. Strong secrecy for interference channel

The main result of this section is summarized in the following theorem.

Theorem 3. A rate pair (Ry, R2) is achievable for the interference channel under the

strong secrecy criterion if

0< Ry, 0< Ry
Ry < I(Vi;V|U) — I(V1; Ya|Va, U)
Ry < I(Va; Ya|U) — I(Va; Y1| V1, U)

with some probability distribution

Py (u) Py, (vi]w) Py o (v2|u) Py, v, (21]01) Py v, (22]v2) P(y1, Y2 71, 2),

where the channel P(y1,y2|x1,x2) is given.

Proof. We present the achievability proof in the following subsections. The proof is in-
spired by techniques used in [HK13, LMSY08, Mar79, GP80, HK14].

3.4.1. Code generation, encoding and decoding
Codebook

For a fixed distribution P(u), we randomly generate a sequence u according to P(u) =
[T, P(u;), which is assumed to be known by all transmitters and receivers. Each trans-
mitter ¢, given the random sequence u, forges 2R+, independent sequences from prob-
ability distributions P(v¢|u) = [T;; P(vts|u;), where P, is fixed. We divide each set
of sequences vy into 2% bins each with 2% sequences. We refer to each sequence with

vi(my, s¢), where my € {1,..., (M; = 2"} and s; € {1,..., (J; = 2"F%)}.

Encoding

To send a message m; € M, we select randomly and independently from the bin v¢(my, i) i €
{1,...,J;} anindex i = s, thus, vi(my, s;). Then for each codeword v{(my, s;) the stochas-

tic encoder sends a channel input based on P(x¢|v¢) = [ P(@|ves).

Decoding

The decoder in receiver t observes y;. If there is a unique m; and some s; such that

(W, y1,vi(me, 5)) € T (Pyy,vi,0), (3.44)
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3.4. Strong secrecy for interference channel

we have decoded the message my, otherwise, declare an error.

Error analysis

We send w. 1. g. vi(1,1). There are two error events, which are specified as:

Erp1s = {(u,y¢,ve(1,1)) ¢ T, |vi(1,1) sent} (3.45)
Erpay := U {(u,y¢,ve(mye,s¢)) € T, [vi(1,1) sent}. (3.46)
mt;él

St

The union bound on total error events results in,

Pen,yy <Pr(Epry) + > Pr(Bieay). (3.47)

me#l, st

The first term Pr(Erp1,) < € for large n, from typicality [GK12]. From Packing Lemma

the second term can be small up to a given € > 0 for n sufficiently large if

Ry + R} < I(V4,Y1|U) and (3.48)
Ry + R, < I(Va, Y5|U). (3.49)

3.4.2. Strong secrecy criterion

In order to ensure the strong secrecy, we are required to show that for e > 0 and a

sufficiently large n,
I(W1;Ys) <€ and I(Wa; Y1) <,

hold under some conditions on the rates.

Remark 7. For the secrecy analysis we drop the random variable U for the sake of nota-
tional simplicity. It can be introduced, if desired via standard arguments at the end of
the proof [CK78,HK14].

We extend the framework in [HK13,HK14] to find a condition that bounds

D(PW1,Y2||PW1Q§L/2) < 5 (3'50)
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3. Achievable strong secrecy rate region of broadcast and interference channel

where the left hand side is known as the effective secrecy, & > 0 is arbitrarily small, Py, v,

is the joint distribution of W; and Y, which is expressed as

J1

1
P(yz|m1) = Z ij"(y2|v1(m1,sl)),
s1=1
and further
My J1 1
Plys)= > > MI.JIPn(Y2\V1(m1,S1)).

mi1=1s1=1

Further, @y, is distribution of Y5 while no meaningful message is transmitted for W7,

Q%,(v2) = Y PR (vi) Py, (yalv1) (3.51)

Vi

and finally, Py, is marginal distribution of . We can further expand (3.50) as

Py, v, (ma;y2)
D(Pwy va| [P, QF,) = Py v, (masy log< o
(P allPin Q) = 3 P (maiva)log o (o3 e s

= I(W1;Y2) + D(Py,[|QY,)- (3.52)
Remark 8. The expansion in (3.52), reveals that (3.50) addresses not only the strong

secrecy notation by bounding I(W7;Y2), but also bounds D(Py,||QY,) which corresponds

to stealth of the communication.

Remark 9. The difference between Py, and Q¥, is in the absence of (a meaningful) message

Wi.
Based on chain rule for informational divergence we have,

D(PW17Y2HPW1Q7}L/2) = D(PW1HPW1) + D(PY27W1HQ7§}2’PW1)7 (3'53)

where, according to the definition of D(:||-) in (2.1), the first term above equals to zero,

thus we proceed with D(Py, w, ||QY, |Pw,)-

Lemma 9. Taking an expectation over Y35, Vi, and Sy yields:

Py (151V) >] (3.54)

E[D(PY2\W1||Q§L’2|V2|PW1)] =B [log ( J1Qy, (Y3")

The sketch of the proof is provided in the Appendix 3.7.4.
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3.4. Strong secrecy for interference channel

The equation (3.54) can be split up as follows:

Py (Y2\V1)
Y2 |V
5 Qusvavaiog (2B 1)~

ot J1QY, (y2)
where,

o n 1 (}Q’Vl)

e 1= Z QY, 1, (y2,v1)log 70" () +1 (3.55)
(y2,v1)¢Te

n (y2|V1)
ey 1= Z QY, v, (y2,v1)log ( - +1 (3.56)

(yaveT: J1Q"(y2)

We upperbound e; in (3.55) as

n 1 n
e1< D QY v (ya,vi)log <(7T—Y2) +1>

(y2,v1)¢Te
—one2n2
< 2V [27 2" 0% (=) log Ty vy )- (3.57)

where 7y, and 7y,y, are derived from (3.26). The (3.57) implies that as n — oo, e; — 0.

On the other hand, to upperbound ey in (3.56) we need to use the Lemma 8, since,

(v1,y2) € Tc defined on Py, y,. Therefore we have,

9—n(H(Y2[V1)=61(e))
+1)

€2 < Z QY2 Wi (y2’vl) log <J 9—n(H(Y2)+02(e))
(y2,v1)€eTe

n(H(Y2|V1)—81(€))
<log <J12n(H(Y2)+52(6)) - 1>

<log <2n(R3+H(Y2|V1)H(Y2)51(6)52(6)) i 1)

< log(e)Q*”(Rﬁ*I(Y2%V1)*53(6))

)

where, d3(€) := 1 (€) + d2(€). We have to impose R| > I(Y2; V1) + d3(€) in order to assure

ea — 0 with n — oo. This condition, thus, evokes strong secrecy.

Combining R} > I(Y2; V1), and symmetrically R, > I(Y1;V2), (3.48) and (3.49), we

obtain the rate region as in the theorem 3.
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3. Achievable strong secrecy rate region of broadcast and interference channel

3.5. Applications to untrusted two-hop relay channel

We consider the transmission of messages in DMURC as two phases; the first phase is a
DMBCC, which is studied in Section 3.3 and the second phase is a DMMAC, which is
given in the following. The achievable rate region of DMMAC is given as union of all the
rate pairs (Riy o, R2yae) such that [GK12],

RlMAC S I(}Afh Z’}A/27 Q)7 (358)
RQMAC S I(?27 Z’}Afh Q)7
RlMAc + RQMAC < I(}Afla ?25 Z‘Q)a
where, P(91,92,q) = P(q)P(91]q)P(92/q), and ¢ € Q, [Q] < 2.

We present an achievable rate region for a two-hop decode-and-forward untrusted relay

channel in the following.

Theorem 4. The Rpyyre s achievable for a DMURC with confidential messages if:
0 < Ry < min {I(Vi; YiU) = I(Vis Vi|U) = I(Vs Vil Vi, U),

~ N 1 -~ -
1% 2% Q) 31V Vi 21Q) },
t,ke{l,2}, k#t,
for some probability distributions Py (u)Py, vy v (v1, v2|u) Px vy v, (z]v1, v2) with Py, y2|v)

given as the DMBCC' channel, and PQ(q)PY1‘Q@l\q)PmQ(gjglq) with P(z|91,72) given as
the DMMAC channel. where, U, Vi, and Q are auxiliary random variables.

Proof. The achievable rate region is

Rpmure € Reec N Rvac, (3.59)

where Rpcc is the achievable rate region for DMBCC in Section 3.3, and Ryrac is the
underlying multiple access channel between the relays and the D.

In designing the encoder ¢ we take Uy = Uy = {1,..., min{M;, Ms}}. The choice of the
mapping part is non-trivial since it has to fulfil the conditions (3.8), (3.9) and (3.10). We

propose the following
Hl(ml,mg) =m; =m1 ®my and Qg(ml,mg) =My = m1 S ma. (3.60)

where, @ and © are modulo plus and modulo minus operations defined in ring of size
qr = min{ My, Msy}. Therefore we have 1,19 € M, where M := {1,...,qr}.
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3.5. Applications to untrusted two-hop relay channel

Codebook Generation

We use the codebook generation similar to the one proposed in Section 3.3, with the

message sets M, and M, defined according to the mapping in (3.60). !

Encoding at the Sender

We apply similar encoding as in the Section 3.3 with small modifications. Note that since

M| = |Ms| = qp the messages sets are imposed to be the same size.

Decoding at the Relays

We apply the identical decoding in the Section 3.3.

Encoding at the Relays

We use the encoding from [GK12].

Decoding at the Destination

We apply MAC simultaneous decoding in [GK12].

3.5.1. Decodability at D

In order to obtain (mq,msg), after successfully decoding (11, 72) at the destination, we

define a mapping function as
p(’l’ﬁl, mQ) == (ml, m2) (361)

such that (mj, mg) is a unique solution of (3.60). The calculation procedure includes the

following steps:
p1i2my = (ml D ﬁ’LQ), P2 2mo = (’I’ﬁl S, ’I’ﬁz) (362)

The following lemma ensures that p; and ps in (3.62) are capable of recovering the trans-

mitted messages uniquely.
Lemma 10. The mapping 3.61 is well defined, if ged(2,qr) =1, i.e. qp is odd.

The proof is given in Lemma A.1.9 in [vT93].

Hnstead of M; and M, which are used in Section 3.3
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3. Achievable strong secrecy rate region of broadcast and interference channel

Remark 10. For a general 6, 05 and p;, where the divisors can be any number in the ring,
the safe choice is gp to be a prime number. However, for large qr we do not know the
prime number’s density. 2 In (3.60) this problem do not appear since qr can be any odd

number that gp > 2.

3.5.2. Security at the relays

On term of the security is that relay 1 is incapable of decoding relay 2’s message, which

is guaranteed with strong secrecy measures based on Section 3.3.

As far as the second secrecy criterion, in (3.8), is concerned, the following lemmas shed

light on the properties of the mapping in (3.60) in more details.

Lemma 11. Following the secrecy criterion, and the condition (3.8), My = My = qp
must hold.

This lemma is proved in the Appendix 3.7.5.

Lemma 12. For the random variables W; € My and Wt S ./\>lt, which correspond to the

messages my and the precoded messages my respectively, the following holds in (3.60)

I(W;;Wi) =0 (3.63)
H(W;) = HW,), i,j € {1,2} (3.64)

Proof. We prove that the W; is independent of W;. We first consider £ my ® mo.

Py, (1, m1) = Pr(Wi = 1, Wi = my) (3.65)
= Pr(Wy =y ©mq1, W1 = my)

= PI‘(WQ =m1 e ml)Pr(Wl = ml)

Now we have show that py, (1) = pw, (1 © ma), for every choice of my. This follows
directly from the fact that W5 is uniformly distributed over the set, Pr(Wsy =y ©my) =

_ 2nR

2Irnagine for our message alphabet size of M, we have to choose a prime gr which is gr > M;
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3.5. Applications to untrusted two-hop relay channel

L which yields,
qr

Pr(Wy = 1) = Pr(Wy + Wy = 1)
|Wa|
= Pr(Wy =iy © ny|[ Wy = n)Pr(Wy = ny)
=1

qr

= Pr(W, = 1y ©ny)Pr(Wy =)
=1

= PI‘(WQ =m; S nl).

where, we use the assumption that pyy, (n;) and pyy,(n;) are uniformly distributed over the
same sets (Lemma 11). For 7he and other combinations of the lemma it is a similar proof
according to Lemma 11.

Consequently, from independence we infer that H(mj|m;) = H(m;). The second part
(3.64) follows immediately from above by considering that 72, is also uniformly distributed
over the same size of alphabet gr as a result of modulo operations.

O

Remark 11. The Lemma 11 can be interpreted as follows. To secure a set of messages M,
with a set of key, the size of the key alphabet must be equal to the size of the sender to
have strong secrecy. In our case the key set is also a messages set itself. This is a corollary
of Shannon’s perfect secrecy. The only difference is that the key’s here are also messages.

Therefore, we do not spend resources on sending random keys.

Lemma 13. The proposed mapping scheme, 601, 05 and p:, does not provide perfect secrecy
for both (W1, W5), since’

H((W1, Wa)|[W;) = H(Wh) < H((W1,Wa)) j € {1,2} (3.66)

Proof. Since the mapping is one to one, and uniform distribution of st are guaranteed

by Lemma 12, the inequality is straightforward to show. As for the first part we can write:

Pr((Wl, WQ) = (m1, m2))

PI‘((Wl,Wg) = (ml,m2)|Wj = mj) = P (W — ) (367)
Tr j = mj
:PI'(Wl == ml)Pr(Wg == mg) (3 68)
Pr(W; = i) '

3In order to accomplish the perfect secrecy we have to use random keys as the auxiliary sets i) and Uo.
Then, however, we require make the random key available at the destination somehow.
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3. Achievable strong secrecy rate region of broadcast and interference channel

Thus, we deduce the lemma. Note that we used M, = M>. ]

Lemma 11 implies that Ry = min{R;, R2}. Moreover, since the relays do not have large
buffers, the rates has to be min{f%t, R;}. Combining them with theorem 2 and (3.58) we
conclude the proof.

O

3.6. Conclusions

We have analysed the achievable secrecy rate regions of three scenarios: a discrete memo-
ryless broadcast channel with two confidential messages (DMBCC), a discrete memoryless
interference channel with two confidential messages (DMICC), a discrete memoryless un-
trusted relay channels (DMURC).

We have considered a stronger notion of secrecy, the so called effective secrecy, which
includes stealth and strong secrecy together. An achievable rate region with strong secrecy
for DMBCC and DMICC has been developed. We used the results in [HK13, HK14]
to impose an upperbound on D(Px z||PxQz) = I(X;Z) + D(Py|Qz), in which all of
the terms are non-negative by definition.We have used a random binning channel coding
suggested in [LMSYO08], which imposes a joint distribution on the channel inputs. The
term denoting non-stealth, D(Pz||Qz), however, requires the independent relationship
between the channel inputs. This conflict results in some complexity, which has been
handled in this chapter. This problem, however, arises only for the DMBCC scenario.
We have showed that the achievable secrecy rate region with strong secrecy and stealth
criteria are exactly the same as the ones with weak secrecy criterion, which is proposed in
[LMSYO08].

We have studied the DMURC scenario, where there are two possibilities for information
leakage. The first case is when transmitting a message to a specific relay the other re-
lay(s) can eavesdrop. The second case occurs after the target relay received the message.
Unprotected messages can be eavesdropped before being forwarded to the destination.
To protect against the first case we used the strongly secure channel coding proposed
for DMBCC. In order to deal with the second case we have developed a pre-coder and
a post-decoder. The pre-coder protects the messages at the sender by combining them
with other independent messages such that they are information-theoretically protected
and also reliably recovered at the destination. We use the uniform random messages in
set as keys to protect the messages in the other set. The proposed scheme is, however,

not strongly secure overall.
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3.6. Conclusions

Future work

The following research directions based on the results in this chapter are proposed.

e We propose to apply the same approaches that are developed for DMBCC and
DMICC to achieve the strong secrecy region of some other discrete memoryless

channels.
e Extend the results to Gaussian channels instead of discrete memoryless channels.

e We suggest to investigate if the method of Output Statistic of Random Binning
(OSRB) leads to similar results.

e Relays with capacity limited channel between them is worth investigation.
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3. Achievable strong secrecy rate region of broadcast and interference channel

3.7. Appendix

3.7.1. Derivation of Lemma 5

Py vave (a3 y2va)
D(P P = P, : 1 1,Y2|V2
( W17Y2\V2|| W1QY2|V2) leyQ Wl,Y2|V2(m1 y2|v2) log (QY2|V2 y2’v2 le(ml)
- Z B (ma1;y2|va) 10g< P (misyalva) | Py (v |V2)>
- Y- ) .
mi,y2 e QY2|V2 y2’V2 PWl(ml) PY2|V2(YQ’V2)
= Z PW valV: ml y2’V2 10g< W1,Y2|Va thQ’VQ) . PYQVQ(yQ‘V2)>
mi,y2 Ll 7 By, (ma PY2|V2(Y2|V2) QY2|V2(Y2|V2)
) PWl YQ\VQ(ml;YQ‘VQ)
= Py, v v, (ma; y2|ve) log < ’
m;yQ Ll By, (m1) Pyy v, (y2[v2)
Pyy v (y2[v2)
+ Z PY2\V2 (y2|v2) 10g (m
y2 2| V2
= I(W1; Y2|va) + D(Py, 15 |1Qvs vs) (3.70)

in (a) we substitute the marginal distribution of Py, y,|vs (m1; y2[v2).

3.7.2. Proof of Lemma 7

We take the expectation over V{*(my,s1), mi = 1,..., My, s1 = 1,...,J;, for a given

realization vo := va(mo, $2)
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3.7. Appendix

E[1(¢r # (1, 1))D(Pypwyv, |QY, v, | P )] =

My, Jq
1
E[WT £0L1)> > g P elva(ma, s1),v2) %
Y2 mi,s1
log Y P(Y2|V1(m1,8/),v2)}
J1Qy,y, (v2|v2)
My, J1
= > - > [T Putvatei)) >
vi(LDET(Pypyy,)  vi(M1, J)€ET(Pypyy,) &t y2
M, Jq 1
Z WP(Y2|V1(W1,51),V2)X
= Mih
s1=1

Z;]flzl P(Y2|V1(m1,8/),v2)}

log
[ J1Qy,y, (v2|v2)

we can rearrange the above and write the residual terms as,

E[L(¢r # (1,1))D(Pypiwyv, [|QF, v, [ P )] =
M, Jy

XY g Pt Paviim,s).v)

mi=1y2 vi(mi,51)€Te(Pyny,)
s1=1 1

bimy,s1) My, J1

X > IT Pv(vili, k)

V1(1,1),...,v1(M17J1)€7’€(V1"|v2) l;ﬁml
k#s1

» [log Z;]flzl P(Y2|V1(m1,8/),v2)}
N1Qy, y, (v2lv2)

b(ml’sl) .
where, Zvl(1,1),---,V1(M17J1)E7E(Pvln‘v2) denote the series of sums of

DS

Vi(LDETe(Pypyy,)  vi(Mi,J1)€Te(Vi"[va)
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3. Achievable strong secrecy rate region of broadcast and interference channel

without Zvl(mhsl
of log to obtain,

)T (Vi va)* In the next step we use the Jensen’s inequality and concavity

E[1(¢7 # (1, 1))D(Pyp wiv, [|QF, v, | P )] < (3.71)
My, J1
SN > ﬁp\/l(vl(mla51))P(y2|vl(m1551)av2)

mi=1 y2 vi(mi,s1)€Te(Pyniy,)
s1=1 1

" [log (P(Y2\V1(m1781),V2)
J1QY, v, (v2(v2)

. i v PaEPEam(, e),vQ)”

n
s'#£s1 vi(e,s)ET (Vi va) JlQYQ‘VQ (yQ‘VQ)

My, Jy 1
- Z Z Z M T Py, (vi(ma, 1)) P(y2|vi(m1,s1),v2)
mi=1 y2 vi(m1,51)€Tc(Pyn|y,) 11
s1=1 1
P -1
x [1og< (§2‘:1(m1’81)’vz) + JlJ ﬂ (3.72)
1QY2\VQ(Y2‘V2) 1
My, J1 1
= Z Z Z Ml_.J1PV1(V1(m1a51))P(Y2|V1(m1,51),V2)

m1=1 y2 vy (ml,sl)eﬁ(PVn“Q)
s1=1 1

P(ys|vi(mi,s1),v2) >]
X [log< JlQ%\VQ(W\V?) +1

-elacroiiv o (5 1))
Yo Vo

where in (3.72) we used the definition (3.23). To summarize we have so far derived the

following inequality for every pair (msg, $2)

POENT ) )]

BIL(G. # (1 DD, Qs P )] < B[ T ) o (510 ot
Yo | Vo

(3.73)
3.7.3. Proof of Lemma 8
According to Lemma 2.6 in [CK82] we have for all (va,y2) € Vi x V5,
Qn(y2|v2) — 2*”(H(P€'2,y2)*H(P%)JFD(P%,YQ ||P\6/2Q)) (374)

where,
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3.7. Appendix

1. P‘e/%y2 denotes the empirical distribution or type of the sequence pair (va,y2)
2. Py, is the empirical distribution generated by the sequence vy
3. the distribution Py @ is the joint distribution computed with respect to Py, and Q

Uniform continuity of the entropy (Lemma 2.7 in [CK82]), (v2,y2) € 7" (Py,y, ), and the
fact that e € (0, 3), yield

|H (P, y,) — H(PY,) — H(Y2|V2)| < d1(e), (3.75)
where, 01(€) > 0 with lim._,0d1(e) = 0. Moreover,

ID(PY, v, 1PV, Q) — D(Pyy v, [| P, Q)| < 02(e), (3.76)

with 52(6) > 0 and lim,._g 52(6) =0.
Inequality (3.76) can be seen as follows: In a first step we show that Py y, < Pp,Q. To

this end we assume

Py, Q(v2,y2) = Py, (v2)Q(y2|v2) = 0.

Then either Py, (v2) = 0 and then Py, (v2,y2) = 0 automatically. Or Q(yz2|v2) = 0 and
then

0 =) -
- Z P (Ul)PY2\V1V2 (yo|vi, va)

> Z PV1V2 (Ula UQ)PYQ“/E[VQ (y2’U17 UQ)

v1

= Z PV1V2Y2 (Ula V2, y2)

v1

:PVQYQ (v2a y?)’
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3. Achievable strong secrecy rate region of broadcast and interference channel

which, again, implies Py, y, (va,y2) = 0 by definition of typical sequences, and thus Py, <
Py Q. Since Py y, < Py () we have

D(P,y, 177, Q) (3.78)
= Z P‘e/QYQ (/02’ y2) lOg P‘%Yg (/U2a y?)

V2,Y2

- Z Py, (v2,y2) log Py, (v2)

v2,Y2

- Z P‘e/QYQ (U27 y2) log Q(y?’UQ)

v2,Y2

and applying again the uniform continuity of entropy along with the properties of typical
sequences we obtain (3.76).
To finish the proof we need to show D(Py,y, | Py, Q) < I(V1,Va) which can be derived as

follows,

D(PVQYQHPVQQ)
PV Y- (a, b)
=Y Pyy,(a,b)log 22
GZJ) : 2( ) PV2 (a) Zc PVI (C)PY2|V1V2 (b’c7 a)
Zc PV1V2Y2 (C7 a, b)
Zc Py, (a)PV1 (C)PY2|V1V2 (b|C, a)

= Z PV1V2y2 (C, a, b) log

c,a,b
Py, vy, (c,a,b)

< P b l 1V212 ) Yy ‘
_cza:b VivaYs (€, a, b) log Py, (a) Py, (C)PYQ\V1V2(b|C, a) (3.79)
=Y Py (ca,b)log Prava (e, a) Py vy (ble, 0)

c,a,b S PVQ(G)PVI (C)PYQ‘VIVQ(b‘C7 a)

Py,v,(c,a)

=Y Pywy,(ca,b)log —12"——

c,za,:b o Py, (a)Py, (c)

Py,v,(c,a)

=Y Pyy,(ca)log ———2—"—+—

cz,a: (o) Py, (a) Py, (c)
=I, ), (3.80)

where (3.79) is by the Log-Sum-Inequality (Lemma 3.1 in [CK82]).
Combining (3.75), (3.76), (3.80), and (3.74) leads to the claim of the lemma.
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3.7.4. Proof of Lemma 9

S P(YRVi(Wh, j))
E[D(PY2|W1HQY2|V2‘PW1)] =k |:10g : JlQY2|V2 (Yn) :|

Ji
1 S P(YE VA ml,
= E J1M1E|:10g W1 m1,51 = 51:|

s J1Qvy, (Y3
< ng;l J;\/_HE {log P(};ngf/jg%:;l)) + Jl -1 'Wl mi,S1 = 81}
(3.81)
: 77;1 J1§\41E [bg P(};?Tg/;(g/;;l)) i 1‘Wl R 51]
<E {log <% + 1>], (3.82)

where, in (3.81) we used Jensen’s inequality applied to the part of the expectation over
Vi(ma,i) for i # s;. The RV Sy € {1,...,J;} is distributed uniformly.

3.7.5. Proof of Lemma 11

We prove that for the conditions (3.8) and (3.10), the cardinality of set of two messages

groups must be equal. From Fano’s inequality we have,

ne, > H(Wi|[Wa, Y1)
= H(Wy;Wo, Y1) — H(Ws, Y1)
= H(W1,Y1) + HW2|W1,Y1) — H(Wa, Y1)
> H(Wy, Y1) — H(W2, Y1)
> H(Wh) + H(Yy) — I(Wh,Y1) — H(Wa, Y1)
= H(W;) — HWy|Y1) — I(W1, Y1)

We substitute H(Ws|Y1) = H(Wa2), as well as, I(W7,Y71) < e; which further yields,
H(Wy) < H(W3) + nep, + €.

We have H(W7) = nR; and H(W3) = nRy, thus for arbitrary small € we have Ry < Ro+e€,,.

Based symmetry we have Ry < Ry + €, at the same time.
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3. Achievable strong secrecy rate region of broadcast and interference channel

3.7.6. Proof of Lemma 6

By definition the KL divergence can be written as:

:U 1
D(P||Q) = ZP log @ ZP ) log(— <10g(%),

where mg = min{Q(a) : Q(a) > 0}.

o4

(3.83)



4. Secrecy for diamond network with

untrusted relays

In the previous chapter, we have studied information-theoretic secrecy for different sce-
narios, including the discrete memoryless two-hop untrusted relay channel (DMURC).
We devote this chapter chiefly to the Gaussian untrusted relay channel, however, from
a cross-layer security perspective. Cross-layer design for security takes into account re-
strictions, conditions, and techniques of different communication layers and use them to
provide security. This chapter’s intention is not achieving perfect secrecy (in the Shannon
sense) but a weaker secrecy with a larger achievable rate region. We present a framework
for designing secrecy schemes for both decode-and-forward (DF) and amplify-and-forward

(AF) two-hop untrusted relay channels that ensure some pre-defined level of secrecy.

We introduce the notion of cross-layer security, where only parts of transmitted infor-
mation are protected at the physical layer (in an information-theoretical sense) against
potential eavesdropping at relay nodes. On top of the information-theoretical (or physical-
layer) security, we assume that there is an additional upper-layer scheme to provide the
desired level of secrecy, but these additional security measures are not in the scope of this

chapter (see also Section 4.3).

4.1. Background and contributions

Shamir in [Sha79] introduced the idea of secret sharing, which was well received by re-
searchers in cryptography and computer science. The idea was to distribute a secret
among different parties such that each party would not be able to reconstruct the whole
secret, without having other parties information. Similar ideas have been developed for
secure network coding by Cai et al. in [CY02], in which a combination of messages (e.g.
linear combinations) are transmitted as the coded messages to increase both reliability

and secrecy throughout the network.
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4. Secrecy for diamond network with untrusted relays

4.1.1. Related work

The work of [LMBO7] introduces a security scheme for network coding, which is referred
to as algebraic security. In [LMBO7] the encoded messages are a linear combination of
original messages so that they protect each other (Shannon key length). This approach
is more elaborated in an information-theoretic sense in Section 4.3. More fundamental
works in secure network coding are presented by Cai et al. in [CY02,CY11]. In [CY11],
the authors have studied network coding ideas of security utilizing information-theoretic
security techniques. Besides the network coding community, untrusted relays draw some
attention in information theory community, for example, [JKK12, HMS12] and [HY10a].
A more comprehensive overview of secure untrusted relay schemes is provided in Chapter

3.

The idea behind the cross-layer security is that only a certain proportion of the entire
data stream is information-theoretically secure with respect to each entity (in our case
relay). Building upon that, an additional upper-layer scheme is expected to provide the
required notion of secrecy. This can be achieved via schemes like network coding [LMBO07]
or secrecy sharing [LK10], and in effect no parts of the entire data stream are available to
any of the relays in plain text. This way, the proposed scheme can achieve different points
on the trade-off between perfect secrecy and the performance expressed in terms of the
transmission rate.

Finding the secrecy capacity region in closed form is challenging and still an open prob-
lem, particularity for our setup. Therefore, some authors study the asymptotic behaviour
of achievable rates as certain system parameters tend to infinity [Khi04, JL0O6, ANDHOS].
Khisti [Khi04] shows the scaling behaviour of multicast channel while the number of users
increases. Developing the results of [Khi04], the authors in [JLO6] considered other trans-
mission techniques for multicast case such as beamforming, spatially white, and orthogonal

transmission.

4.1.2. Contributions

We study both DF and AF relaying strategies. In the first case, we prove simple bounds de-
scribing how much secrecy can be provided at the physical layer, and propose a framework
for designing protocols with the required properties. As for the AF strategy, we propose a
scheme providing perfect information-theoretic secrecy and analyse the problem of finding
the optimal transmit beamformer. Based on these results, we present two schemes with
partial secrecy. Building upon the works of Khisti and Jindal et al. in [Khi04,JL06] we in-

vestigate the asymptotic behaviour of the achievable secrecy rate of the broadcast channel
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with different sets of legitimate relays and untrusted relays. This provides insights on the

cross-layer design problem. We list detailed contributions of this chapter in the following.

e We introduce a framework for designing cross-layer security schemes. We further

introduce a notion of secrecy as referred to as a-secrecy.

e We provide solutions that achieve a-security for the AF and DF untrusted re-
lay Gaussian channels. The design problem reduces to a convex problem using a
Charnes-Cooper transform, whereas, in a more general case it is an untraceable

mixed-integer optimization problem.

e To provide further insights into the mixed-integer problem, we study its asymptotic
behaviour in terms of increasing number of antennas and increasing number of relays.

We further consider the secrecy outage probability for some simple scenarios.

4.2. System model

We consider the downlink of a relay network consisting of K 4 2 nodes: a base station
(sender) node S, a destination node D and K > 1 relay nodes, depicted in Figure 4.1. The
set of all relay nodes is denoted by K := {1,2,..., K}. The sender node S is equipped
with N7 transmit antennas, whereas, each relay and the destination D have a single
antenna element. The channels from S to the relays are denoted by hy, € CN7| k € K and
er € C, k € K are used to represent the channels from the relay nodes D. Furthermore,
it is assumed that the direct link between the sender and the destination as well as the
links among the relay nodes cannot be used or do not exist. All channels are assumed
to be randomly chosen constants that are perfectly known to the sender. The entries of
vectors hy and channels ey are i.i.d. random variables drawn from the circular-symmetric
Gaussian distribution CA/(0,1). We further assume that the adversary potentially has
access to the signals received and forwarded at some relays, but cannot change relays’
operation, e.g. report false channel state information or receive transmissions from other
relays.

Taking the half-duplex constraint into account, it is assumed that the transmission from
the sender S to the relays (Phase I) and the transmission from the relays to destination
D (Phase II) are always separated (using, e.g. TDMA). In Phase I the signal received by
relay k is given by:

Y = thvd +n,, kekK, (4.1)

where d € C denotes the scalar transmit signal, v € CV7 is the transmit beamforming
vector with ||v|lz < 1 and ny ~ CN(0,02),k € K is the additive Gaussian noise, which is

57



4. Secrecy for diamond network with untrusted relays

assumed to have equal variance at all relays. In Phase II, with the signal transmitted by

relay k£ denoted by xj, the destination receives:
YD = exx +np, (4.2)

where, np ~ CN(0,02) is the Gaussian noise at the destination. We further define e :=
le1,...,ex] and x := [z1,...,2k]. The noise variables ny, k € K and are assumed to
be i.i.d. distributed with variance o2 = 1, without loss of generality. For simplicity, we

assume unit transmit powers at all nodes. Individual power constraints at the relays are

\
Y o
Y \

S/ Up

Y \/ \/

k=K

assumed?.

Figure 4.1.: Two-hop wireless Gaussian relay network.

4.3. Cross-layer security

In Section 3.5 we have shown that applying a precoding scheme to the independent sets
of messages can provide (weak) secrecy against untrusted relays. Building upon this
background, in this chapter, we propose a cross layer scheme that yields security. We
assume L independent streams of data denoted by d'* := (d},... dy) € F'E where F'
is a finite ring, to be transmitted via the K relays. We assume there exists a similar
scheme to that of Section 3.5 that protects the data against the relays. In other words,
we assume there exist L functions f; : F'* — F, VI € {1,...,L}, where F is a finite ring.
We use d; := fi(d}) as the transmit streams. We assume that an inverse mapping at the

destination exists and the f;s fulfil security conditions?.

L If “fairness’ in terms of total transmit power is required, sum power constraints could be assumed.
2For an example of such a mapping we refer to Section 3.5.
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4.4. Decode-and-forward

The following conditions hold while transmitting each stream:

e The stream d; is transmitted with a rate R; where, RSP := Zlel R; is the total

transmission rate from S to D.

e We transmit the stream d; via the relays in set §; while keeping it secret from Sl,

with S ﬂgl =0 and S US[ =K3
The set of all streams that regard the relay k as an eavesdropper is represented by
M(k) = {l : k is an eavesdropper for stream dl}. (4.3)

From (4.3), the total rate of the streams that are kept secret from the relay & is given by,
RY(K) = X e m) Br-

Definition 23 (a-secrecy). Consider a transmission scheme between S and D, comprising

L physical-layer streams di,do, ..., dy. If
RY(k) > aRP VE €K, (4.4)

for a fixed « € [0, 1], the transmission is said to be a-secret for the largest a.

Remark 12. According to Definition 23, Shannon’s perfect secrecy corresponds to 1-
secrecy, in which non of the relays are able to decode any of the streams d;, Vi € {1,..., L}.
On the other hand, 0-secrecy implies that at least one relay receives all the streams d'“s,

thus, all of the streams are exposed to a potential eavesdropper.

4.4. Decode-and-forward

Achieving 1-secrecy is not possible with DF relays since by definition DF relays have to
be able to decode a message before forwarding it. However, the « in a-secrecy can be
made arbitrarily close to 1 by using an appropriate number of relay nodes and transmit

antennas at the base station, as stated by the following proposition.

Proposition 1. Assume that Ny > K. Then, a-secrecy with o = pee = 1 — % 18

achievable with a Decode-and-Forward scheme, while no DF scheme can achieve o > Qpaq-

Proof. Achievability is proven by using Zero-Forcing (ZF) beamforming in Phase I of the
transmission (from the BS to the relays), with L = K different data streams and TDMA

3The range of the cardinalities of the sets S; and S in general determined by f, however, we do not
specify any rule at this point.
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4. Secrecy for diamond network with untrusted relays

multiplexing among the streams. In each stream d;, all relays k # [ are treated as eaves-
droppers, and the mutual information between the base station and these eavesdroppers
is 0 by the application of ZF. Thus, using appropriate time slot durations (among the
streams and for both phases of each stream), rates Ry = Ry = ... = R = %RSD with
R%(k) =1— -,k € K can be obtained.

On the other hand, a > amax = 1 — % would imply that each relay can decode less than
%RSD , thus, there is at least one data stream R; which cannot be decoded by any relay.

This results in a contradiction which completes the proof. ]

When Ny < K, in general we cannot achieve a-secrecy with @ = 1 — %, however, in

the following Proposition we formulated some simple bounds.

Proposition 2. Assume that Ny < K. Using DF-relaying, the largest achievable secrecy

factor a is lower bounded by NTI}_l and upper bounded by 1 — %

Sketch of the proof. According to the definition, we conclude that to achieve the best «,
we must have R; = R VI. This infers the following;:

R'(k) > aRSP

K
Z Ry ZaZRl
) =1

leM(k
IM(k)| > aK
MG,

To maximize the value for a we need to maximize | M(k)|, i. e. the number of the streams

that consider each relay eavesdropper. Using ZF results in nullifying only N7 — 1 relays

for each stream, from which the secrecy factor a = N 7};1 follows. As for the upper bound,

the result from the proof of Proposition 1 holds. O

The general optimization problem for DF transmission with a-secrecy constraints could
be formulated as in the following. Given network topology, channels, and the desired
optimization goal (maximize R°P given o or maximize o given rate requirements), find
optimal values of the number of data streams L as well as the corresponding transmit
beamforming vectors, subsets of forwarding nodes and power allocations in each stream.
Such a general problem seems analytically intractable; we, therefore, propose a possible
design for creating DF-based a-secret protocols and consider two specific ones of them in

more detail.
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4.4. Decode-and-forward

Consider L data streams, multiplexed using time-sharing, such that the time assigned to
data stream [ is equal to 7; and Zlel 7, = 1. Furthermore, each stream is again subdivided
into Phase I (transmission from the sender S to the relays) and Phase II (transmission
from the relays to the destination D), with time durations Tl(l) and 71(2), respectively, such
that Tl(l) + 71(2) =T.

Now, consider a given stream d;. We define the set §; C K as the intended receivers of
the data stream which are supposed to decode it, and the set S; = K \ & as the set of the
relay nodes which are treated as eavesdroppers. Let the transmit beamformer in Phase
I be denoted as v;. Thus, finding the optimal transmit beamformer corresponds to the

multicast problem with multiple eavesdroppers [MKSS12, LM11]:

Jr
1+ hfiv;vin;
Rl(l) = Tl(l) log | max min % (4.5)
v Z'G«S:l 1 +gj MY
JES
where, we define g;, j € {1,..., |Sl|} as the channels of the relays that belong to Sl and

(a)™ := max(a,0). Note that the problem can be solved efficiently via a convex relaxation
and semidefinite programming. In Phase II since all relays k € §; are supposed to have
decoded the transmitted data, the signal transmitted by relay k is xp = rid;, k € S;. The

achievable rate is therefore equal to:

Rl(Z) = 71(2) maxlog(1 + e/'rir/"ey), (4.6)
r;

with r; := (741)kes, and e := (e)kes,, and ||r;||oc < 1 under individual power constraints.
Note that the above optimizations in (4.5) and (4.6) can be done independently for each
data stream d;, provided that sets S; and S, are fixed. By appropriately choosing Tl(i),l €
{1,2,...,L},i € {1,2}, we can obtain Rl(l) = RZ(Q) = R and Ri = Ry = ... = Rj.
Furthermore, we require that sets S; and S; are chosen in such a way that IM(1)] =

IM(2)| = ... =|M(K)|. Basing on the proposed design, we consider two protocols.

4.4.1. Partially-secure decode-and-forward | (PSDF1)

We assume L = 2 streams, and the set of all relays is assumed to be partitioned into
two subsets of similar size. In general, finding a good partition is a complex problem, for

simplicity we assume the following rule:

S ={1,...,|K/2]}, Si ={|K/2] +1,...,K}
S =81, =8
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4. Secrecy for diamond network with untrusted relays

From the above, it follows that M(k) = {I},k € 5,1 =1,2..

Observation 1. Protocol PSDF1 is 0.5-secret.

0.9 o
. 7*7NT= o - - o _ _
| o N.=8 _— ]
0.8 T - o- o
—o— N;=10 o - @

rate R

0.2 b

0.1 R

0 | | | | |
2 3 4 5 6 7 8

number of relays K

Figure 4.2.: Transmission rate as a function of the number of relays K for Scheme PSDF1
for achieving 0.5-secrecy.

In Figure 4.2, the rate achievable by protocol PSDF1 with 0.5-secrecy is presented as
the function of the number or relays in the network. We can observe that, for a given
number of transmit antennas Np at the sender the transmission rate initially increases
and assumes its maximum value for the number of relays K approximately equal to the
number of antennas Np, and subsequently it falls. This interesting behaviour is caused
by the fact that the number of resolvable beams is essentially equal to the number of
transmit antennas; if we have more relays than antennas then it is difficult to direct the

energy towards the intended receivers and away from the eavesdroppers at the same time.

4.4.2. Partially-secure decode-and-forward Il (PSDF2)

In scheme PSDF2, we have L = K so that the number of streams is equal to the number
of relays. An additional parameter n., < K specifies the number of eavesdroppers per

stream. The sets S; and S are constructed using the following “circular shift” rule such
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4.5. Amplify-and-forward

that |S)| = K — ney and ]31] = Ney:

S={1,...;0—new—L1,..., min(K +1—ne —1,K)}
Sy = {max(1,] — ney)s ..., =1, K +1—ney,..., K}

With this construction, we have |M (k)| = ney, k € K.

Observation 2. Protocol PSDF2 is ”;(” -secret.

0.9 T
—0—K=2
- 6 —K=3

0-83;_ Lk sy O K=4 [

—*— K=6
— % —K=8 |
* - K=10

rate R

0.1F R

0 | | | | | | | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

secrecy factor a

Figure 4.3.: Transmission rate as a function of the secrecy factor a for Scheme PSDF2.

In Figure 4.3 we illustrate the performance of PSDF2, with the number of antennas
Np equal to the number of relays K. It can be seen that although, as expected, the
transmission rate decreases when the secrecy requirement rises, a-secrecy with « values
up to approximately 0.7-0.8 can be achieved with virtually no performance loss, compared
to the of transmission insecure schemes — especially if the number of transmit antennas is
sufficiently high. Combining such transmission with an appropriate upper-layer security

protocol, this shows that secrecy can be achieved almost “for free”.

4.5. Amplify-and-forward

We introduce three schemes for an AF setup to obtain different a-secrecy levels. The

first scheme provides 1-secrecy and includes the optimum transmit beamforming problem.
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4. Secrecy for diamond network with untrusted relays

Further, It serves as the basis for two other approaches to design an a-secret (o < 1)

system.

4.5.1. Secure amplify-and-forward (SAF)

Assume a single data stream d, such that the signal received at the relays is expressed in
the vector notation as:
y =Hvd+n, (4.7)

with y := [y1,%2,...,yx]. H:= [hy,hs,... hg|? and n := [ny,na,...,nk| as the noise

vector.

Each relay is subsequently supposed to forward the received signal by multiplying it

with factor fr. Now, the signal received by the destination D is given as
yp = e"Fy +np = e’ FHvd + e’Fn + np, (4.8)

where we define the diagonal forwarding matrix F := Diag[fi, fo,..., fx]. Note that no
data communication between relays is required as each relay k forwards only its received
signal y,. The forwarding factors fi should be in general determined according to the
channel states hy, k € K and e, k € K, which may require exchanging this values between
the relays or with some designated entity. Joint data processing by the relays, however, is
not considered. According to (4.8), the signal-to-noise ratio (SNR) at the destination is

equal to
le" FHv|?

SNRp = = ——*1
L+ le”F|3

(4.9)

in which, without loss of generality, unit noise power and unit transmit power is considered.
On the other hand, if a relay k attempts to decode the data stream individually, the
achieved SNR is given by

SNRy, = |hfv|2 (4.10)

Using the above, we conclude that the following rate can be achieved with perfect secrecy

(i.e. we have l-secrecy):

Rgar = mz}xg‘x[log(l + SNRp) —log(1 + max SNRz)|* (4.11)
v, S
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4.5. Amplify-and-forward

Optimum transmit beamformer and relay forwarding factors

After substituting (4.10) and (4.9) into (4.11) and dropping the log function, the optimal

beamformer and relay forwarding matrix are given by the solution of

14 ||[F¥e|)3 + [e" FHV]?
max min
v (T [FTel3) (1 + mfv]?)

st vl <1,

|ful® <

(4.12)

1

__kek
v+ S

where the constraints on fj result from individual power constraints at the relays.

The problem above is difficult to solve jointly for F and v. Therefore, we propose to
solve the problem in an iterative fashion where in each iteration we solve the problem with
either F or v fixed.

First, assume that the forwarding matrix F is fixed. With further simplification and

variable change we obtain

. 1+ ¢e"FHvHHAF e
max min

4.13
v k 1+ |thV|2 ( )

st vilv < 1,

in which ¢ = 1/(1 + e’ FFe).
In order to solve it numerically we can reformulate it using Charnes-Cooper transfor-
mation [CC62,LM11].

Proposition 3. Optimization problem (4.13) is equivalent to:

min 9 (4.14)
W, 9,u

s.t. p+hfWh, <9, Vk e K
pw+ Ce"FEHWH Ffe = 1,
trace| W] < p,
uw>0,W =0,

where W := puvv and p > 0.

Based on the results in [LM11] the rank-1 constraint for W is fulfilled at the optimum
point. The proof is similar to the one provided by [LM11]. Note that the above problem

is convex and can be solved efficiently using semi-definite programming.
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4. Secrecy for diamond network with untrusted relays

We proceed by considering the problem (4.12) with fixed v. The problem (4.12) with v
as a given fixed parameter is not trivial. We propose to use maximum transmit power at

each relay and phases to be aligned at the destination, such that
fr = €% /\/|hfv|2 + 1 (4.15)

where ¢, = — arg(e,’;th v). Numerical experiments have shown that in most cases iterating
(4.14) and (4.15) converges after one to three iterations, even if no specific monotonicity

has been observed.

0.7

rate R

number of relays K

Figure 4.4.: Transmission rate as a function of the number of relays K for scheme SAF.

In Figure 4.4 we show that the rate achieved by Scheme SAF (which guarantees 1-
secrecy), increases with the number of relays. In order to achieve the best possible per-
formance for a given number of relays K, the number of transmit antennas N7 should be
at least at the order of K.

4.5.2. Partially-secure amplify-and-forward | (PSAF1)

In this approach we transmit two streams from sender S to destination D in a TDMA fash-
ion: stream dy at rate Rgap and stream ds at rate R.. Rsar is an achievable information-

theoretically secure (1-secret) rate (4.11), and R, = maxy g log(1+SNRp) is a non-secure

66



4.5. Amplify-and-forward

achievable transmission rate (0-secret scheme). The overall rate is
Rpgar1 = T Re + T2Rsar > Rsar

in which 7 + 7o = 1. Therefore, by appropriately choosing the time sharing factors 7 and
Ty, we can obtain a higher transmission rate than with Scheme SAF, at the expense of a

decreased secrecy coefficient «. The secrecy parameter v becomes

71 R,
71 Re + 7o Rsar

Note that under the assumption that 7 R, = 7 Rgar, the specific design for an upper-layer
security scheme proposed in Section 4.3 can be used on top of Scheme PSAF1 to obtain

perfect secrecy.

4.5.3. Partially-secure amplify-and-forward Il (PSAF2)

Another method to achieve a-secret communication using multiple relays consists again
in using L data streams, di,ds,...,dr. In each stream [, we define only the subset of
users S; C K as the eavesdroppers of the stream. Apart from that, the transmission as
in scheme SAF is performed. By carefully constructing the sets S;, we can obtain the
desired levels of security. The general principle adopted in this family of protocols follows

the approach considered when designing the DF schemes in Section 4.4.

Since in stream [ the nodes k € & are considered to be eavesdroppers, the beamformer

optimization problem to compute transmit vector v; (assuming fixed F') becomes

. 1 +eFFle + el FHv,|?
max min
Vi ke§, (1+efFFHe)(1+ |hiiv|?)

s.t. VlHVl <1

(4.16)

Remark 13. Note that in general the optimization involves selecting optimal subsets S,.The
problem is a mixed integer programming, therefore some closed-form solutions are unlikely
to exist. However, a solution of the problem for given subsets S, can be reduced to solving
(4.14).
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Figure 4.5.: Transmission rate as a function of the number of relays K for schemes PSAF1
and PSAF2 with 0.5-secrecy, compared to SAF with 1-secrecy.

In Figure 4.5, we present the performance results obtained for Schemes PSAF1 and
PSAF2, both configured to achieve 0.5-secrecy. As for the scheme PSAF2, we used L = 2

streams and a simple subset construction rule from Scheme PSDF1.

4.6. Asymptotic analysis

As discussed in previous sections, obtaining the optimal solution for (4.5) involves mixed
integer programming, thus, it is difficult. Instead we study the asymptotic behaviour of
(4.5) to gain some insights on the number of relays that are regarded as eavesdropper, i.e.
]31\ and the number of relays that are considered to be legitimate receiver of the message,
i.e. |§| and the number of transmit antenna N7. In more detail, we analyse the following

cases:
e Increasing |S;| while keeping Ny and |S;| constant?.
e Increasing |S;| for some fixed Ny and |S|.

e Increasing number of antennas Ny while keeping |S;| and || fixed.

4Note that in this section we do not fix the total number of the relays K.
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We further present some basic results on outage probability for the following cases: For
Nr = 1 with multiple legitimate users (|S;| > 1) and eavesdroppers (|S;] > 1) and for
Nz > 1 when |§;| = 1 and |§;| = 1. The achievable secrecy rate is given by [KW10]:

1+ hlIZh,
Ry = log max min % (4.17)
trace[Z]<1h;eS; 1 + g; Egj
=0 ngSl

where 3 € CN7*NT ig the transmit covariance matrix and by g; we refer to the relay

channels that belong to the eavesdropper set S
We further define N := || and Np, := |S)].

Remark 14. According to [SUOQ7], at the optimum point we either transmit with full power
(trace[X] = 1) or do not transmit at all (trace[X] = 0, Rsc = 0). The achievable secrecy

rate, therefore, can be equivalently represented as

Ry = max(0, Ry.)

with
- 1+ hZ¥h;
Ry = log max min ———— (4.18)
trace[3Z]=1 4.j 1+ g; Egj
>0

Our goal is to provide some insights into the asymptotic behaviour of Ry knowing that
when the number of users Ny, and/or number of eavesdroppers Ng is large, Ry, is expected
to be negative which corresponds to the optimal secrecy rate Ry equal to 0. However,
the scaling of Ry allows us to analyse the order at which Rg. decreases to 0. Finally, we
discuss the application of the presented results to find the bounds on the probability of

obtaining a positive secrecy rate, i.e. Pr(Rgs > 0).

4.6.1. Bounds on the achievable secrecy rate

In this section we develop some bounds for R that are used for our scaling analysis.

Lower bound

For any 3 > 0 with trace[X] < 1, we have

Ry > min {log(l +hxh;) —log(1 + g]HEgj)} . (4.19)
i
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In particular, choosing 3 = NLTI yields
5 L. 2 1 2
Fee 2 0g(1 + - min []13) — log(1 + 5 max g |3) (4.20)
T 1 NT J

This bound basically uses the definition of maxy; in (4.18).

Upper bounds

An examination of the closed-form solution given by [SU07| for the case of a single
user and a single eavesdropper together with the general inequality max, min, f(z,y) <

min, max, f(x,y), shows that

Ry <log(min )‘max[B;l/2AiB;1/2])

7/7]

< log(min Amax[B; ' Amax [A4]), (4.21)
7/7]

where A; £ 1+ hl-hiH and B; 21+ gjg]H . We substitute the eigenvalue decomposition
(EVD) h;ih{" := Uy, Ap,, U, which yields:

A; =1+ U, A, U
= Uy, (I+ Ay,)UPL. (4.22)
Since h;h#’ is a rank one matrix Ay, has only one non-zero element, which is ||h;||3 > 0.

Therefore, from (4.22) we realize that the largest eigenvalue of A; is Amax[Ai] = 1+ |/hy||3.

Using the same procedure for B;l, it yields )\maX[B;l] = 1. Substituting A\pax[A;] and

17 - .
Amax[B; 7] in (4.21), we obtain
Free < log(min{1 + i ). (4.23)
Another family of bounds can be obtained from

max{f(X) - g(£)} < max f () - min g(%).

This yields
Ree < Rue — Rey (4.24)
where we defined Ry, £ maxs; min; log(1 —|—hfl2h,~) and Rey £ miny max; log(1 —|—gf2gj)

with 3 > 0 and trace[X] = 1. Ry, can be interpreted as the multicast rate in a system
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without eavesdroppers. For Ry, we clearly have [JLO6]
1
Rine <10g(1 4 7 Ama [HH]) (4.25)
L

in which H = [hihy...hy, ] € CNt*Ne,

As far as Ry is concerned we obtain the following lower bound
1
Rev > 10g(1 + — Apmin[GGH]), (4.26)
Ng
where G = [g1g2 . ..gn,] € CV7*NE| The proof is provided in Appendix 4.8.1.

4.6.2. Scaling of achievable secrecy rate

The objective of this section is to provide insights on scaling behavior of the expected

value of Ry using the bounds introduced in the previous section. Since

E[Rsc] > E[RSC] and E[RSC] >0,

we have E[Ry.] > max(E[Rs],0). Therefore, max(E[Rg],0) is a lower bound for E[Rs].
In the following, we consider three cases. In each of these, one parameter, e.g. number

of users, eavesdroppers, or antennas, is increasing while the others remain constant.

Increasing legitimate users for a constant number of eavesdroppers and antennas

Proposition 4. Let the number of eavesdroppers and antennas be arbitrary but fixed.

1
Then, as Ni, — 00, E[Rg.] can be lower-bounded by cl(NLL)NT — ¢, for some appropriate

constants c1,co > 0.

Remark 15. According the Proposition 4 E[Rs.] scales at least as €(1).

The standard approach to prove the result is to apply the extreme value theory to
(4.17) directly. The alternative approach is to exploit the lower bound (4.19) and the
upper bound (4.23).

Before starting with the proof of Proposition 4, we present the following lemma that is

used in the proof.
Lemma 14. E[log(1 + NLT max; ||g;||3)] is upper bounded by log(1 + Ng).
The proof is deferred to Appendix 4.8.2.

Proof. We first consider the lower bound in (4.20). From Lemma 14, we conclude that the
1 1

lower bound scales as (Np!) ¥ ((NLL)N_T) —log(1+ Ng), where the scaling of the first part
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1
is given by [ANDHO8]. Now, choosing ¢; = (N7!)¥r and ¢y = log(1+ Ng) and considering
1

that limNL_,oo(NiL)NiT = 0 completes the proof. 0

1.6 T T

—— 2 antennas, 2 eavesdroppers

t.2r —oe— 8 antennas, 8 eavesdroppers T

0.8

Rate

0.4} .

-0.2 L L
0 5 10 15

Number of legitimate relays

Figure 4.6.: Scaling of Ry, as the function of number of legitimate users for Ny = 2 and
Ng = 2: average values of Ry in the linear axes.

In Figure 4.6, the average rate of Ry is plotted for 2 transmit antennas and 2 eaves-
droppers and in Figure 4.7 for Np = 8 and Np = 8. In olrder to better illustrate scaling
behaviour we leverage the fact that if R scales as (NLL> Nz + C, then log(lfiSC — () is pro-
portional to —NLT log Ny,. Therefore, a double logarithmic plot of log(}ésc — () as a function
of log N, shows asymptotically a straight line with the slope —Ni which is presented in

T7
Figure 4.7.

Increasing eavesdroppers, constant legitimate users and antennas

Proposition 5. If the number of eavesdroppers Ng increase and the number of legitimate

users and antennas remain constant, then B[R] scales as Q(log(log Ng)~1).

Proof. Reasoning along similar lines as in the proof of Proposition 4, we analyze the
scaling rate of (4.20) as the lower bound. We proceed with applying some results in

extreme value theory on the log(1 + NLT max; ||g;|[3). Theorem 8.3.2 in [ABN92] indicates
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Figure 4.7.: Scaling offésc as the function of number of legitimate users for Ny = 8 and
Np = 8: Rg. — C in double-logarithmic axes together with the scaling terms.

that if F'(z) is given as the probability distribution of ||g;||3, then E[max;cq1 w3 ||g;[3]

scales according to

1
F1 (1 - ). 4.27
(1-5) (a.27
Therefore, E[NLT max; ||g;||3] approximately scales as log(Ng). We conclude that as Ng —
00, Ry can be lower-bounded by C' — log(1 + log Ng) for some constant C', which results

in a scaling law of Q(—loglog Ng). O

The average values of Ry together with the corresponding scaling laws for this study

case are presented in Figure 4.8.

Increasing number of transmit antennas, constant legitimate users and eavesdroppers

Proposition 6. E[R,.] scales as O(log N1) while the number of antennas Np increases

and Ng and Ny, are constants.
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Figure 4.8.: Scaling of R as a function of the number of eavesdroppers, together with the
scaling term.

Proof. We apply the upper bound introduced in (4.23). The minimization in (4.23) is on
a limited number of random variables (since N is constant), therefore, the scaling of
min{1 + i3}
is asymptotically equal to
{1+ |n]3}

for any h € {h;,hy,....,hy, }.

[h3 _
Nr —

When N7 grows larger, based on law of large numbers, we have limpy, oo

Thus, we infer the scaling rate of A\pax[A] is (Np).

Combining the results we conclude the proof with the achievable secrecy rate scaling at

O(log(Nr)). O

The average values of Ry along with the corresponding scaling law for this study case

is depicted in Figure 4.9.
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Figure 4.9.: Scaling of Ry as the function of the number of antennas.

4.6.3. Outage probability

As discussed in the previous sections, under unfavourable channel conditions there may be
no positive rate achievable in the system, an event which is known as outage. Note that
Ry. > 0 is a random variable which has a mixed type distribution with Pr(Rs. = 0) > 0
while Pr(Rsc = r) = 0, Vr > 0. The performance measure of interest is the outage
probability defined as Pr(Rs. = 0). As a complementary measure we sometimes use the
probability of obtaining a positive rate Pr(Rs. > 0) =1 — Pr(Rs. = 0).

First, we present outage probability for two simple special cases.

Single transmit antenna

In the case of Ny = 1, we have

Pr(Rsc =0) =1 — Pr(Rs. > 0)
1+ |hi|?
=1 —Pr(mimLhz‘2 > 1)

=1 — Pr(min |h;|* > max |g;|?).
% J

0]
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Single legitimate user, single eavesdropper

Since in this special case the minimum operator does not appear, we can make use of the
closed-form solution from [SUO7]. This leads directly to

Pr(Rg = 0) = Pr(Amax[B"/2AB™1/2] < 1)
= Pr(Amax[B71A] < 1)

with A = I +hh? and B = I + gg/’. However, directly finding the spectral radius is
difficult.

In the following, we provide some bounds on the probability of positive rate in the
general case. Since there holds Pr(Ry. = 0) = Pr(Rs. < 0), we can use the bounds on
the R introduced in Section 4.6.1. In particular, for any lower bound L(RSC) and upper
bound U(RSC) such that L(}?SC) < Ry < U(RSC), we have

Therefore, using (4.20) we obtain the following upper bound

Pr(Rs = 0) = 1 — Pr(Ry. > 0)
<1 — Pr(min|[hy[[* > max||g;[*) (4.28)
{ J

where the result follows analogously as in the single antenna special case. As for the lower
bound, considering (4.24) with (4.25) and (4.26) there holds

Pr(Rs. = 0) = Pr(Ry. < 0)

1
N r(l + N—LAmM[HHH] _ 1)
T\ g Amin[GGH] T

1 1
= PI‘(N—L)\max [HHH] § N—E)\mln[GGH])

Although exact computation of extreme eigenvalues is challenging, the presented bounds
can be applied to characterizing conditions on outage probability in the large system limit,
when Ny, Ng, Ny — oo. The outage probability and the upper bound based on (4.28) are
plotted in Figure 4.10. The bounds are independent of the number of transmit antennas

and, in consequence, are relatively tight only for low Np.
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Figure 4.10.: Outage probability Pr(Rs. = 0) vs. the number of eavesdroppers, together
with corresponding upper bounds.

4.7. Conclusions

A framework for designing cross-layer security schemes has been developed. We proposed
a new measure of security, referred to as a-secrecy. The idea is to use information-theoretic
secrecy in conjunction with a higher layer scheme, e.g. secure network coding, to provide
security. The resulting secrecy scheme does not necessarily fulfil the Shannon’s perfect
secrecy, but it provides higher transmission rates. We have studied two main scenarios
with DF relays and AF relays.

In the case of DF relays, we proposed two schemes that can achieve any arbitrary
0 < a < 1. For the case of AF relays, we proposed an optimization problem that achieves
a = 1. A partially secure scheme is suggested that can be tuned to obtain a given «.
The initial problem for AF relays results in a non-convex optimization problem, which is
tackled using Charnes-Cooper transformation. For the case of partially secure scheme, we
use beamforming to send each pre-coded message to some certain relays while assuming
the rest of the relays as eavesdroppers. The pre-coding uses a simple higher layer scheme.
The resulting optimization problem is of mixed-integer type, thus, difficult to solve.

To gain insight into the optimization problem, we study its asymptotic behaviour. We
considered three cases, namely: Increasing number of legitimate users while the number of

antennas and eavesdroppers remain constant, Increasing number of eavesdroppers while
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the number of antennas and legitimate users remain constant, and increasing number
of antennas while the total number of users remain constant. We have provided some
lowerbound and upperbound on the original problem since it is too complicated to study

the original problem directly.

Future work

A cross-layer design that combines the provided schemes is worth investigating in an
information-theoretic way. In Section 3.5 an initial attempt has been proposed, however,
more detailed studies are required. The definition of a-secrecy, although, provides some
flexibility in designing secure systems, does not provide a practical meaning in the sense

of information theoretic secrecy.

4.8. Appendix

4.8.1. Proof of inequality (4.26)

The goal is to show that
1
min max(1 + nggj) > (1 + — Ain[GGH)]
R Ng

where G is defined in Section III. First note

1
H
lel:n m]ax(l + g Xgj) > Hlil: e Z (1+g; H¥g;) (4.29)
J
Now we prove the bound by solving the problem
— > (1 15
tragnirll] 1N Z + g] g]
-0

This can be reformulated as

1 H

min 1+ —trace L¥gs

trace[X]=1 Ng [Z & gj]
>0 J

1

= in 14—t [elb el 4.30

tra(rzg[lirll]zl +NE race[ ] ( )
>0

1
= min 1+N—trace[2GGH]. (4.31)

trace[X]=1 E
>0
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We rewrite the problem as

1 /

i 1+ —t XA 4.32

tragl[lEn}zl + NE race[ ] ( )
>0

where UgAUZ and D UAXUyg is the eigenvalue decomposition (EVD) of GG, We
use trace[AB| = trace[BA] to achieve (4.32) from (4.30). The problem can be simplified

to a scalar one,

E 2iou=1

1 . /
> 1+ N—mm)\izaii
K3

E U
1
= 1+N—Emim)\i

where A\;s and a;is are diagonal elements of A and ¥, respectively. Since this holds for

any 3, the proof is complete.

4.8.2. Proof of Lemma 14

Using Jensen’s inequality, we have
1 2 1 2
Ellog(1 + —— max|[g;|[3)] <log(1 + ——E[max [|g;][3])- (4.33)
NT J NT J

In the following we determine an upper bound for E[max; ||g;]|3].

The variables ||g;|[3 are i.i.d. chi-square random variables with N degrees of freedom
and let fy2 1(t) and F\2 j(t) denote their probability density function (pdf) and the cumu-
lative distribution function (cdf), respectively. Now the expected value of ||g;|[3 is given

by
E[llg;13] = / ten(t)dt = Np, Vje{l,... Ng).

Consider 7 £ max; ||g;||3 and note that its cdf is given by F,(t) = F)](\QTEL(t) and its pdf
can be expressed as f,(f) = NEFg’fol(t)fXgL(t). Thus, the expected value of 7 is also
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bounded because

E[r] = /th(t)dt = NE/tFiifL‘l(t)fxg,L(t)dt
< Np /thgL(t)dt = NpNr, (4.34)

where the inequality follows from F)2 j(t) < 1. We substitute (4.34) in (4.33) and obtain
the upper bound log(1 + Ng).
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5. Anomaly detection algorithms for wireless
sensor networks

A wireless network’s security can be seized by means of two different types of attacks:
passive attacks and active attacks. So far, in Part I of this dissertation, we have considered
the passive attacks, where an adversary eavesdroppers the data. In Part II, on the other
hand, we focus on developing some techniques that deal with active security threats in a
wireless network. In this chapter, we consider the problem of jamming detection, whereas
in the next chapter we deal with distributed implementation of some detection algorithms.

Combating an active attack in the wireless sensor networks leads to many important
challenges, however, the first challenge is to be able to reliably detect the presence of
an intruder. A proper anomaly detection algorithm for a wireless sensor network has
to address the following problems in addition to detecting an anomaly. The first one is
implementing the algorithms on geographically distributed nodes such that they are robust
and scalable to the network’s size, which is the topic of the next chapter. The second issue
is power constraint at each node, which is studied in this chapter. This problem arises in
many practical scenarios where the sensors are operating on batteries.

This chapter chiefly focuses on the development of the multi-objective detection algo-
rithms. As for the power restriction, we study the fundamental trade-off between detection
performance and power consumption. The results in this chapter are presented in the con-

text of a cognitive radio (CR) scenario, because of their vulnerabilities to jamming attacks.

5.1. Background and contribution

Cognitive radio systems are designed to tackle the resource dearth in wireless communi-
cation systems by presenting a new approach to spectrum efficiency. Potential efficiency
gain stem from the dynamic spectrum use as opposed to traditional fixed spectrum assign-
ments. Traditionally the spectrum is divided into licensed sections and unlicensed ones.
The unlicensed spectrum is overwhelmingly occupied by different users, which caused a
huge spectrum shortage. The licensed spectrum, which is solely used by the primary users

(PU), is not fully occupied by the PUs at all times and all frequencies. In order to use the

83



5. Anomaly detection algorithms for wireless sensor networks

spectrum more efficiently, a set of users, called the secondary users (SU), is supposed to ex-
ploit the empty time-frequency spots in the licensed spectrum. The empty time-frequency
spots appear random in both time and frequency. Although we might be able to learn
the pattern of appearance of empty spots and predict them, to avoid any interference to
the PUs, the SUs perform spectrum sensing. Spectrum sensing is a detection technique
in which the SUs execute constantly to detect the presence of the PUs. Spectrum sensing
legalizes the SUs to scan the spectrum, consequently, to listen to the PU [Hay05], [SHT04].
Even though this feature of CR systems enables the possibility of utilizing the spectrum

in a more efficient manner, it may also introduce security vulnerabilities.

5.1.1. Related work

Researchers present different approaches for spectrum sensing. For instance, energy de-
tection, matched-filter, and cyclostationarity-based detection are presented respectively in
[2], [CTBO06], and [ALLP12]. Among those, energy detection is a long-established method
since its performance is independent of the PU signal structure. In order to increase the
accuracy and robustness of the energy detector, the authors in [GS05] propose a coop-
erative energy detection. They apply hard decision rule, an “OR” fusion rule [GS05],
whereas in general the soft decision rules outperform the hard decision rules [VKPO05].
The common assumption when applying energy detector is that the observation signals
are independent, however, for applications related to the wireless channel that data is
aggregated via multiple correlated nodes, this assumption is not accurate enough. In the
case of spatially correlated signals, the authors in [LZZQ11] show that the weighted energy
detector is optimal for the case that one hypothesis has correlated observations while the
other hypothesis has independent signals (null hypothesis). Moreover, [LZZQ11] does not
present the probability distribution of the weighted energy detector test statistic. Thus,

no analytical results on the performance are established.

As far as security is concerned, one may note that certain peculiarities of CR networks
make them quite vulnerable not only to the conventional threats targeted to wireless
communications but also to the specific type of attacks that are tailored to CR networks
[ATV*12]. One of the most common attacks that could target CR networks is jamming.
Jamming can be performed in different forms, for instance, constant jamming, random
jamming, reactive jamming, and so on, which can target both PU and the SUs [ATV*12].
There are also more intelligently designed jammers that deceive the SUs by mimicking the
signal characteristics of the PU to force the SUs to vacate the spectrum [HS14]. This is
known as primary user emulation attacks (PUEA) in [HS14, XS14].
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5.1.2. Results and contributions

In this chapter, we consider two of the main issues of the SUs, namely spectrum sensing
and jamming detection, jointly. In order to model the two problems simultaneously, we
adopt multiple hypothesis testing with four cases. Building upon the work of [LZZQ11], we
further derive the optimal detector when both of the hypotheses in each test are consists
of correlated signals. Furthermore, we derive the exact and the asymptotic probability of
detection of the optimal detector. We apply the generalized likelihood ratio test (GLRT)
for practical scenarios where either the power of the jammer is unknown or the noise
covariance matrix is unknown. Although there are similarities in the assumptions of this
work and the research on PUEA, our work does not fall into that category owing to its
different approach and objective.

We summarize the contributions of this chapter as in the following.

e We address the problem of joint detection of the jammer and the PU in the context

of a multiple hypothesis testing problem and analyse the performance.

e We derive the exact and the asymptotic probability distributions of the test statistic.
For the former, we present the cumulative distribution function (CDF) in terms of

Meijer’s G function.

e We present a correlated GLRT solution for the practical scenarios of unknown jam-

mer’s power and unknown noise’s power.

e We study the problem of node placement in the context of spectrum sensing perfor-

mance with limited power consumption.

e The node placement results in a non-convex optimization problem. Two heuristic

methods are proposed to tackle the problem.

5.2. Problem statement

We consider a pair of PU transceivers communicating in a licensed frequency band and
K SUs performing cooperative spectrum sensing. Furthermore, there is a jammer which
sends jamming signals in random intervals to interrupt the PU and the SUs as in Figure
5.1. The main goal of the SUs is to determine the presence of the PU and discriminate
it from the jammer. We assume the SUs send the data to a fusion center (FC) for the
decision-making process. The SUs are desired to distinguish the following spectrum states
out of the observation signal: the channel is idle, only the PU is present, only the jammer

is present, and both the PU and the jammer are present. The sensed signal at the ith SU
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Figure 5.1.: The system setup with K SUs, a PU, a Jammer, and a FC to make the
decision.

node, i € {1,..., K}, under four hypotheses at the nth time instant, n € {1,..., N}, is

H, : zi(n) = vi(n)

Hy : xi(n) = Vwihi(n)s(n) + vi(n)

Hy : xi(n) = Vwagi(n)u(n) + vi(n)

Hs : xi(n) = Vwihi(n)s(n) + wzgi(n)u(n) + vi(n)

where, s(n) and u(n) are complex signals with average power 1 from the PU and the
jammer, respectively. The channel coefficients between the PU and the ith SU node and
between the jammer and the ith SU node are h;(n) and g;(n), respectively. Further, the
signal power received from the PU transmitter and the jammer is 0 < w; and 0 < wo,

respectively. Further assumptions on the channels and the noise are provided as follows:

1. The channel coefficients h;(n) and g;(n) are assumed to be Rayleigh-distributed with
Ellhi(n)[2] = Ellgi(n)[2] = 1, Vi € {1,..., K}, w. L. g. 1

2. We assume the channels are spatially correlated but independent temporally. The

channel correlation coefficient matrix for g := [g1,...,9x] and h := [hy,... hg] is
defined as ¥ := E[gg/] = E[hh*]. Further, the (i,7)th element of X, is approxi-
mated by
e—Pdij 4 #£ j
i = { o (5.1)
1 1 =7

'A more general case of E[|hi(n)|?] # E[lgi(n)]?] with E[|h:(n)[*)] = E[|h;j(n)]?] and E[|g:(n)}] =
E[lg;(n)|?], ¥i,j can be considered with no extra elaboration.
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where d; ; is the Euclidean distance between nodes ¢ and j which can be derived
from the node position matrix Y £ [y1,...,yx] € R*>*K as d; ; = |ly; — y;| and p

is the correlation constant depending on the environment [Gud91].

3. Since it is reasonable to assume that the locations of the jammer and the PU are

separated large enough?, it follows that the g;s and h;s are mutually independent.

4. The noise at the time n and the node i is depicted by v;(n), which is assumed to be
i.i.d. circularly symmetric Gaussian with CA/(0,02). Further, we assume that s(n),

u(n), and v;(n) are, w. 1. g., independent.
The distribution of the observation signal under H; hypothesis becomes,
x ~ CN(0, w3 + ¢%I), x€ H, (5.2)

where x := [z1,...,2k|" and for H;, | € {0,1,2,3} we have wg := 0 and w3 := w; + w.
We assume w; # wsy throughout this paper since distinguishing H; from Hs, with w; = wo

and having the above conditions, using energy detector is absurd 3.

5.3. Optimal a posteriori detection

In the interest of optimally selecting the correct hypothesis, we find a hypothesis that

maximizes
P(x]Hl)Pr(Hl), l e {O, 1,2, 3}, (5.3)

where the Pr(H;) is a priori probability of H; [Kay93]. In order to evaluate arg max; P(x|H;)Pr(H;)

we compare every two hypotheses using;:

H,

P(x|H;)Pr(H,
CIHDPH) oy g<pj<s i) (5.4)

P(x|H;)Pr(H;)

H;

Then we perform the binary search to find the maximum. We compare Hy and H; and in
parallel Hy and Hj using (5.4). Then we compare the “winners” of each of the previous

tests to determine the overall selected hypothesis.

*More than half of the wavelength of the carrier frequency [TV05].
3One has to exploit other aspects of the jammer’s signal to be able to detect efficiently in such a condition
[HS14].
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In this section, we study the performance of the detection tests in (5.4). Based on
Section 5.3, we need to make decisions between every H; and Hj, [,j € {0,1,2,3}. In the
following, we consider three cases, namely, the average power of the jammer and the noise
are known, the average power of the jammer is unknown while the noise power is given,

and the noise power is unknown while the jammer power is given.

5.3.1. Known jammer’s power and noise’s power

In this case, based on the Neyman-Pearson theorem, one can apply log likelihood ra-
tio (LLR) to achieve optimal detector. The following propositions present the optimal
detector’s performance for two hypotheses H; and H; where [,j € {0,1,2,3}.

Proposition 7. Assume that we are to decide between any two hypotheses H; and Hj in

(5.2). The Neyman-Pearson optimal test statistic is given by,

H
N K
T = Z Ailzi(n)[? 2 9, (5.5)
n=1i=1
Hj
where Sy ; = Vdiag[Aq,. .., M|V with,
Si; = (w;E 4+ a2D) " — (I + o), (5.6)

z := Vx and diag[-] returns a diagonal matriz with its argument as the diagonal elements.

Moreover, ¥ j := —1In %—N(ln det[w;E + o21)]+ N (Indet[w; X + ¢21)], is the decision
J

threshold.

The proof is provided in the Appendix 5.7.1.

Note that for the case of correlated observations, conventional energy detector is not
only suboptimal in the sense of Neyman-Pearson theorem, but also, the derivation of the
probability distribution of the test statistic involves handling sum of correlated random
variables [KLWHO09].

To calculate a sensing performance measure, e.g. the probability of detection, we need
to find the distribution of (5.5). The following propositions yield the two exact versions,

and an asymptotic version of 7j ; distribution.

Proposition 8. The CDF of (5.5) conditioned on H; and tested against H;, is given by

91,5 5tNK+q 1)6/\191
T < v |H;) dt .
Pr(T;; < 95| Hy) CZ/ a0 VKT (VK 90 (5.7)
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K (a0 \Y . , , ,
where C' = [[;2, <)\11911> , M6y = ming{\;0;}, and 0; is the ith largest eigenvalue of

(w2 + 021). Further, we obtain &, using the following recursive formula,

oo =1
q+1 K
A161 g
1) = — 1— — Opt1—
q+1 q_|_1 P [;( )\ 9 ) ] q+1—k>

k=0,1,2,...

The proof is provided in the Appendix 5.7.2.

In practice, we need to truncate the series in (5.7) depending on the required precision
[Mos85]. To present a more compact and closed-form formula, we can apply the recent
results in [AYAK12].

Corollary 1. The exact CDF of (5.5) conditioned on H; and tested against Hj, is given
by

X N ~1+NK,0 0 ‘I’%) 1
Pr(T}; <9,,|H;) = II(EEE? Gl iNkienE | @ o
i=1 K

in which \I/(IP, \IJ(Q) € Ry Nk are defined as in the following,

N —times
N ::{(1+2£91), ...,(1+2£91) (5.8)
N ﬁmes
(1 QA;HK) (1+ 2A;9K)}
N —times N —times
i ‘:{(miel)’ ""(2>\191)’ ""(QA;GK)’ ’(2)\;9;()}

K —times

and G}i%??ﬂw( is the Meijer’s G function which is given in [AYAK12][Corollary 3]

m,n
Glhq [z

as,

aq, .. j{ —Qy +S) H;nzlr(ﬁj —S) 25ds
515 s ,5(] H] n+1 S) H?:m—}—l F(l - B] + S)

89



5. Anomaly detection algorithms for wireless sensor networks

interested readers can refer to [Ism80] for more details.
The proof is provided in the Appendix 5.7.3.
Considering (5.8), we obtain the exact probability of detection conditioned on H; while

tested against H; as

~o N ~1+NK.,0 Dy i \Ilg\lf)K 1
Pr(T,; > 0, ;|H;) =1— I |(— )" Glink vk (€707 | (2) (5.9)
L%, v 0

Calculating the exact forms might be computationally involved. Moreover, the asymp-
totic behaviour of the distribution of (5.5) delivers useful insights on studying optimum
sensing strategies. Hence, in the following we present the distribution of (5.5) when

N — o0.

Proposition 9. The asymptotic probability distribution of (5.5) when N — oo, condi-
tioned on H; tested against Hj, is

K K
T ~N <N > 0\, N Z(amiﬁ) : (5.10)
i=1 i=1
where 0;s are eigenvalues of w;X + o21.

The proof is provided in the Appendix 5.7.4. Since we do not have the values for the
a priori probabilities, to determine ¥; ; we proceed as in the following. First, we define
the probability of false alarm. Then for a fixed probability of false alarm we obtain the
corresponding 1; ;, which can be used to compute the probability of detection of different
hypotheses. The probability of false alarm of H; tested against H, using the Proposition
9, is given by

9 — NYE 6.\
Pr(Ti,; > 9,|H;) = Q | = Lio1 : (5.11)

N SR (0:))?

where, f;s are the eigenvalues of w;3 + 21 and Q(x) = 1/v/2 [ exp(—t?/2)dt is the tail
probability of the normal distribution.
5.3.2. Unknown jammer’s power

One of the most widely used methods to deal with an unknown parameter is GLRT. Basi-
cally, in GLRT one obtains an estimate of the unknown parameter by applying maximum
likelihood (ML) estimate.
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5.3. Optimal a posteriori detection

In typical scenarios, we have no information of the jammer; therefore, we need to esti-
mate the covariance matrix of the observed signal under Hs as well as Hs. In our channel
model, however, we only need to know the average power of the jammer ws, because the
covariance matrix depends on the sensors’ locations.

Assuming other parameters are known, we estimate ws in the following.

Proposition 10. Assuming the Hy in (5.2), the ML estimate of ws is given by

K N
iy — TS ()2 = NE o} (5.12)

NZZ‘I; Ti

where, ;s are defined the eigenvalues of 3 := VDiag|[r, ..., 7|V,

The proof is presented in Appendix 5.7.5.
Next, we need to substitute (5.12) into (5.27). Therefore, the LRT for Hs becomes:

—N(Indet[w;3 + o2I)] + N(In det[16o X + 1)

N
=Y X ) (W= +oyD) ™" = (2 + 071) ) x(n) 2 0,
n=1
which is difficult to further analyse.

5.3.3. Unknown noise power

In the case of unknown noise, similar to the previous section, we use ML estimation. Based
on our assumption, we know that noise covariance matrix is diagonal with equal diagonal

elements. Hence, the matrix can be described with a single parameter.

Proposition 11. The ML estimate of o2 for H;
o7, = argmax — NK lnm — N Indet (w; % + o,1) (5.13)
UV
— Ntrace[w; = + 021 'R

in which R := % 25:1 x(n)xf (n) is the sample covariance matriz of the received signal.
The ML estimated o2 is

1 N 1 &
£2 - ) 2 _ - o
G5 = NE 4 E |zi(n)| % g 1 w;T; (5.14)
(2 1=

The proof is similar to that of Proposition 10 given in Appendix 5.7.5.
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We need to substitute (5.14) in LRT to achieve the test statistic. This in turn is given

in the following,
—N(Indet[w; S + 62T)) + N(In det[w, X + 62T))

N
> x(n) (w2 +620) " = (S +621) ") x(n) 20,
n=1

which is difficult to analyse.

5.4. Application to power constraint detection

In the following we apply the some of the results in Section 5.3 to an energy constraint

detection problem. The details are presented in the following.

5.4.1. The power-detection performance trade-off

We are interested in the problem of SUs placement for detecting the presence of the PU
with power constraints at the SUs and the absence of the jammer. The detection problem

simplifies to the following binary hypothesis problem,

H,: zi(n) =v;(n)
Hy : zi(n) = yJwihi(n)s(n) + vi(n)

The SUs need some power to transmit z;(n) to a fusion center via the wireless channel.
The fusion center is located at 0 and labelled as node 1.

According to Kim et al. in [KLWHO09], the spatial correlation between the SUs degrades
the performance of detection. Therefore, the optimal node placement must minimize the
spatial correlation of the SUs. According to our channel correlation model, this translates
to placing the SUs as far as possible from each other. On the other hand, the power
consumption increases with the increase of distances of the SUs to the fusion center. This
is because of the pathloss characteristics of the wireless channel. More precisely, we model

this trade-off as the following optimization problem.

Problem 1 : max Pp (5.15)
s.t. Zuz <w
i
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where, Pp := Pp(«) is the probability of detection for a given probability of false alarm

Pr = «, which, for N large enough, is given by proposition (9)

9 - NYE N6
VAADIARPY

where and 9 1 > 0 is the decision threshold. Evaluating the probability of false alarm Ppr

Pp(¥) =@Q (5.16)

in the case of Gaussian noise is straightforward and is given by

(5.17)

Yo.1 — NKo?
PF = Pp(ﬂo’l) = Q (0,1_%) .

VNKo}

In the spectrum sensing literature, the constraint is given in the sense of the probability
of false alarm since the level of noise is usually known. The performance of the test is
then compared by using the probability of detection. According to the same logic, and
since we need to have s statistical measure that considers the spatial correlation, we use
the probability of false alarm to obtain 9y ; and apply it as a threshold for the probability
of detection. Therefore, Pp for Pr = a € [0,1] yields (Pp := Pp(U*) where 9* is defined
to be a = Pp(¥*)), which is given as,

-1 1 2 _ K y p
T Q () NKo,+ NKo;, — N> . \ibt; 7 (5.18)

N T, X6

1=

where, Q71(-) is the inverse of Q(-).

5.4.2. Optimization problem

In this section, we propose some heuristic approaches to the optimization problem in (5.15)
with objective function given by (5.18). We assume a communication link between the
ith SU and the fusion center is established only if the signal to noise ratio (SNR) at the
receiver is larger than or equal to 1. Assuming pathloss is associated with the squared

distance of ith SU and the fusion center (dil), we have
u; = ndilagn (5.19)

where & is the pathloss coefficient [TV05].

Problem I can be simplified according to the following proposition:
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Proposition 12. The problem in (5.15) is equivalent to

Problem II: rr%}n aG(Y) (5.20)
s.t. Zdil < wey
i
di; < ey Vi,

wi VN

2 -1 . .
VRN )+ €2 = (ounr), and G(Y) s given by

where ¢ 1= (

v (5.21)

oy i e=20dii o> Q(WNK(H —1))
( ) S ZZ‘J 6—2pdi,]’ a< Q(VNK(?—% — 1))

Proof. The proof is provided in the Appendix 5.7.6. U

Remark 16. When o < Q(vV NK (%t —1)) then the argument in (5.18) is non-negative and

oy
since for x > 0 we have Q(x) < 0.5, this corresponds to a rather trivial case of Pp < 0.5.
Remark 17. The Problem II is non-convex, but the constraints are convex. For a given
setup (i.e. o, K, N,wy, and 02), G(Y) has one objective function which remains the same

for all Y. In the following, we propose two suboptimal methods to deal with this problem.

5.4.3. Projected gradient method (PGM)

Since the constraints are convex, we can execute PGM. Moreover, based on the results
in [CM87], because the objective function in (5.20) within each domain is continuously
differentiable, the PGM converges. In the following, we first investigate the projection
and then we proceed with the algorithm. The projection to domain of our constraints is

given by,
J(Y) = argmin{||Y — W] : HWH2 < wes, le||2 < wey Vi,

where, ||-|| represents an inner product induced vector norm (here norm-2), and w; depicts
the ¢th column of W.

To calculate the projection into the intersection of the hypersphere (|W/|? < wes) and
the hyperplane (|w;||? < @ea, Vi) we require an iterative method that each time projects
Y into one of them. However, in practical scenarios, the more non-trivial dominant

constraint normally is the hypersphere. Therefore, we simplify the projection as,

J(Y) = Ve Y/||Y]. (5.22)
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Based on the aforementioned discussion the detailed algorithm for solving Problem II is
given Alg. 1. If the VG(Y) is Lipschitz continuous, then the 0 < {f,,}°_; < 0o can be

Algorithm 1 Projected Gradient method (PGM)

Input: Random initial positions 3?() and the constants, i.e. K, N,ci,co,w,w,€e, and
{5m}%:1'
Output: Suboptimal positions Y, which is a feasible stationary point of the problem.
repeat
Ym+1 — Ym - ﬂmVG(Ym)
if || Y||2 > wep then
Y1 < Vo2 Y1/ Y |lm1
end if
until | Y41 — Y| <e

calculated using the method suggested by [Dun81].

5.4.4. Fixed constraint method (FCM)

In the following we provide the intuitive motivation for FCM, then we provide the detailed

algorithm in Alg. 2.

As in PGM, we assume in practical and non-trivial scenarios the total power constraint
dominants the individual power constraints. Furthermore, the optimal solution satisfies
the total power constraint with equality. The proof by contradiction is straightforward.
Motivated by Karush-Kuhn-Tucker (KKT) conditions for (5.20), we conclude that the
optimal constellation is geometrically symmetric around the fusion center. Building upon
these arguments, we infer that a circle or multiple concentric circles centred at the fusion
center are among the possible solutions. The radii of these circles are dictated by the

constraints of the problem.

In our algorithm first, we assume the nodes are uniformly scattered on one circle, r =
\/W , which satisfies the main constraint with equality. Then in order to increase the
intra-node distances, we move some of the nodes toward the center and some outward the
center of the circle such that the constraint is kept with equality. This way we produce two
concentric circles in which the nodes consume the same power as one circle but provide
higher Pp due to the increased intra-node distances. The algorithm for F is given in the

following.
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Algorithm 2 Fixed Constraint Method (FCM)

Input: The constants, i.e. K, N,ci,co,w,w,€, and {00 .
Output: Suboptimal positions Y (:).
1: 1o = \/(AJCQ/K

2.0, = 20D e fo . K}

3:
{Ti « i/% z‘ieeeflei (5.23)
4: solve
oS GIY (1), (5.24)

where, d;; = /ri(t)% 4+ rj(t)? — 2r;(¢)r;(t) cos(d; — 0;). Problem (5.24) can be han-
dled using a search algorithm.
5: Vi :

o r;(t) sin(6;)
Yi— {m(t) cos(&i)] (5.25)

5.5. Numerical examples

We provide numerical experiments to validate the results in this section. For testing the
results in Section 5.3, we have the following assumptions. There are K = 8 SUs spread
out in a square area of 10m x 10m and we collect N = 10 independent time samples unless
otherwise is specified. The values for p are 10 (almost independent) and 0.01 (highly
correlated).

We first compare the exact CDF of T} ;, given by (5.8), with the asymptotic CDF,
presented by (5.10), to study the accuracy of the results. This is depicted in Figure 5.2.
One can observe that with the increase in N and K the asymptotic results tend to be
more accurate.

For the case of known power of the jammer and noise, we depict the receiver operating
characteristic (ROC) of Pr(T79 > ¥19|H1) and Pr(Th; > ¥21|Hz) in Figure 5.3. We
notice that in the fully correlated case the weighted energy detector (WED) outperforms
the conventional energy detector.

Unlike the case of Pr(T3; > 05 1|Ha), in the case of Pr(T g > v¥1,0|H1) , the performance
of WED boosts when correlation increases. One notes in the case of Pr(Th; > 92 1|H2),

both of H; and Hy have correlated observations, whereas in the case of Pr(T} g > 10| H1),
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Figure 5.2.: The CDF of T versus its asymptotic CDF for the cases N = 3, K = 3 and
N =10, K = 4.
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Figure 5.3.: ROC curve for Pr(T19 > v19|H1) and Pr(T521 > 02 1|H2) when we have full
information.
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Figure 5.4.: ROC curve for Pr(Th; > ¥,1|H2) when jammer power and noise power are
unknown.

Hjy has independent observation. The performance of the case with unknown ws is better
than the case with unknown noise power, as it is illustrated in Figure 5.4. The reason for
performance degradation in GLRT in comparison to LRT is the error in ML estimation of
the parameters. Since the ML estimation of noise appears in both hypotheses H; and Ho
the performance of the detector suffers more in comparison to the case that we incorporate

the ML estimate of ws, which appears only in Ho.

As for the results of the section 5.4 We first investigate the accuracy of our results on the
probability of detection. Then we compare the performance of Alg.1 and Alg. 2 in solving
(5.20). The analytical and empirical results of CDF of (5.10) is evaluated by Monte Carlo
experiment of 6000 trials under random positioning of K = 8 nodes, N € {40, 80,120}
time samples, and p = 0.01. The outcome is given in Figure 5.5. We can observe the
effect of using central limit theorem estimation. As a line of comparison, we have also
depicted the distribution in the case of no signal (Hg). In Figure 5.6 we compare the
receiver operating characteristic (ROC) curve of ED and WED with different ps.

In Figure 5.7 we illustrate the performances of PGM and FCM in terms of Pp versus
K for the case of @ > Q(VNK (23)). The experiment is repeated for different values of
p. The performances of the PGMV and the FCM are equal. It’s noteworthy to mention
that the outcome of the PGM and FCM are usually different as shown in Figure5.9 . As
it is mentioned in [LZZQ11], with the increase of p (i. e. increase of correlation) the Pp
increases as well because of the use of weighted energy detector. In order to observe the
performance of PGM and FCM under the rather trivial condition of a < Q(v NK (Z’—g -1))
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Figure 5.5.: Comparison of empirical and analytical cumulative density function of Tiygp
for N € {40,80,120} samples under Hy and H; .
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Figure 5.6.: ROC curve for the conventional energy detector (ED) and the weighted energy
detector (WED) for N = 2000, K = 8, p € {100, .1,.02, }.
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Figure 5.7.: Performance of PGM and FCM as a function of K with different correlation
constants p when o > Q(VNK (o1 —1)).
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4%

we performed an experiment illustrated in Figure 5.8.

100



5.6. Conclusion

PGM node constellation FCM node constellation
0.3 T T T T 0.3 T T T T
« ¥ : ¥
0.2 * * : : 0.2 ;* * * *;
! : : ¥ : :
L ¥ * : *
: : : * A
ol ¥ o
o * ¥ ¥
-02p T % -0.2 * oo
-0.2 -0.1 9( 01 02 03 -02 -0.1 9( 01 02 03

Figure 5.9.: Node constellation results proposed by PGM and FCM for K = 19 when
a>Q(WVNK(wi /o, —1)).

5.6. Conclusion

We have modelled the joint problem of spectrum sensing and jammer detection using
multiple hypothesis testing. For the case of spatially correlated observations we have
derived the optimal test, which results in a weighted energy detector. Furthermore, The
probability of detection of the optimal detector is derived in two exact versions for a
given probability of false alarm. One of the exact versions is based on a series, where in
practice we need to truncate. The other exact form is in terms of Meijer’s G function. We
further developed an asymptotic expression of the probability of detection, which results
in a simpler formula. Numerical simulations showed that the asymptotic results are very
accurate for a moderate size of samples.

For the case of unknown variables, we used ML to estimate the unknown variables.
Using GLRT, we study the practical cases of, namely: unknown noise power and unknown
jammer power. By numerical simulations, we have illustrated the accuracy of ML in

estimating the unknown variables.

We have introduced the trade-off between power consumption and detection probability
as a practical scenario. An optimization problem has been proposed to find the optimal
locations of the nodes to achieve the maximum probability of detection while restricted
by the transmission power. The optimization problem is non-convex; thus, we proposed
two heuristic methods to solve it. The first method is based on the projected gradient
algorithm, whereas the second one is based on the KKT conditions. Both of the methods
provide the same probability of detection for a given power limitation even though with

different node locations.
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Future work

Node placement, which is the relaxed version of node selection problem, is of particular
significance in the context of combating jamming in a wireless sensor network with energy
restriction. To combat jamming, which mainly drains the nodes batteries, we can consider
a node selection problem that takes into account the jamming signal strength at each

location as well.
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5.7. Appendix

5.7.1. Proof of Proposition 7

Based on our assumptions in (5.2) we have,

N
1

P(x|H;) = 2

(x|1) T!—[lﬂKdet[wIE—Fa,%I]x (5:26)

exp(—x(n)" (B + o71) " x(n)).

We substitute (5.26) into (5.4) and take the log to achieve,

N(Indet[w; % + ¢21]) — N(In det[w; = + ¢21)) (5.27)
N
PI‘(Hl)
H
+;X (n)S;jx(n) +In Pr(,) =0,

where, S; ; is Hermitian and defined in (5.6). We proceed by keeping the data dependent
parts in the LHS as,

N Hi
Z x(n)"'S; jx(n) = 9y, (5.28)
n=1 Hj

in which, ¥, ; is the threshold that is defined in the proposition. We change the variable
as z := VHx, where V is a unitary matrix given by the eigenvalue decomposition of
Si; = VDiag[Ay,... ,A|V. Therefore, the test statistic becomes the weighted energy

detector and is given as,

N H,
> z(n)"Diag[Ay,. .., Ak]z(n) Z 91, (5.29)
n=1 Hj

by which we can infer (5.5) directly. [

5.7.2. Proof of Proposition 8

We first find the distribution of ¢; = Zgil Ailzi(n)[?, then we use it to find 7p,;.
Based on our assumption across time the observation symbols are independent. There-
fore, assuming xz;(n) € H;, Vi then the distribution of z;(n) is CN(0,6;). It follows then,
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the \;|z;(n)|? is distributed according to T'(1, ﬁ) Thus, based on the rule of summation
of i.i.d. gamma random variables, t;’s distribution is given as I'(N, WlAz)

In order to find the distribution of 7} ; = Zfi 1 ti we need to have the distribution of
the sum of independent but non-identical gamma random variables. This in turn, is given
by the work in [Mos85]. Therefore, we apply the results in [Mos85] with our parameters
and obtain (5.7). [ |

5.7.3. Proof of Corollary 1

Proceeding along similar lines as in Appendix 5.7.2, we find the probability of T = Zfil ti,
where t; ~ T'(N, ﬁ) To this end, we directly apply Corollary 3 in [AYAK12]. |

5.7.4. Proof of Proposition 9

Since x;s are Gaussian the distribution of z is Gaussian as well, although with different

correlation coefficient matrix. The correlation matrix of z, conditioned on H; is given by
Ez - diag[&l, ‘e ,GK],

where ;s are defined as w; 3 + 021 := Vdiag[fy, ...,0k] V. The test statistic is weighted

sum of independent non-identical gamma random variables. According to [AAKO1] the

moment generating function of Ty, := .5 | \i|z(n)[? is given by
K
M.(s) =[] = s0:x) " (5.30)
i=1

From (5.30) one can achieve the mean and the variance of T, as,

K K

E[T,) = 0:xi, Var[Tn] = > (6:M)%. (5.31)

i=1 i=1

Based on the assumption that temporal observations, i.e. T, are ii.d. and N is
sufficiently large, we apply the central limit theorem to approximate the distribution of T’

as,

K K
T ~N <NZ«9,~)\Z-,NZ(6iAi)2> :
1=1 i=1
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5.7.5. Proof of Proposition 10
The ML problem becomes,

wp =arg max f(wy)

K
flwy) :=—=NKlnm — NZln (war; + 02)
i=1
N
- Z x (n)V(wyDiag[ry, ..., 7x] + o21) 1V x(n).
n=1

Let us define f'(w9) and f”(w2) to be the first and second derivatives of f(ws), respectively.

We denote the unique solution of f”(ws2) =0 as wj. A simple analysis reveals:

f(wa) <0 we € [0, w}]

(5.32)
fwy) >0 we € (wh, o]

Thus, f(ws) is concave for wy € [0,w3] and then it becomes convex for we € (w3, o0].
Therefore, we have a unique local maximum on wy € [0, w3] which we indicate it with w,.

In the following we obtain this local maximum by solving,

K
=N E Ti(war; + 0 -1
=1

K N
ZZTZ (war; + 02)72|z(n)|? =
i=1 n=1

i Nti(wer; +02) — 7 anl |zi(n)|?

(w27—l +o )2

=0 (5.33)
=1

N
:NKO’?,—FNU)QZTZ‘ —ZZ‘ZZ(TL)‘Q =0

i=1 i=1n=1

The equation in (5.33) yields wy = oo and

K N
it donet [z ()P = NKo
wo = 124 .
NZZ‘:1 T

(5.34)
(wy = 00) results in a minimum for f, thus we only have one maximum which is (5.34).

In the following we prove that it is the global maximum.

For ws € [, 00] we note that f/(wy) < 0, hence, f(w2) is non-increasing. This implies
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that 1 is the global maximum. In the trivial case of (325, SN |2(n)> < NKo?2) due

n=1
to the non-negativity constraint, we select we = 0. Therefore we conclude (5.12). |

5.7.6. Proof of Proposition 12

The two problems are equivalent when every solution of Problem I is a solution of Problem
IT and vice versa. Substituting (5.18) and (5.19) in (5.15) yields,

“La)y/NKot+ NKo?2 — NS K N0,
max Q Q (Oé) Jl/ + UV Z’L:l >\ (535)
Y N YL, 2202

s.t. Zdilafnfs <w
i
d?jookn <@ Vi

Since o2nk > 0, the constraints of both of the problems are obviously equivalent, thus we

have

_ K
max Q QY (a)y/NKol+ NKo2—NY it \ib;

Y VN S A2

s.t. Zdil <we
i

di; < ey Vi,

where ¢y = (0577/@)_1. We need to prove that for any point in (5.35) there is a point in
12. Because Q(z), x € R is a strictly decreasing function, we can minimize the argument
of Q(-) in (5.35) instead. If we rule out the dull condition of Q~!(a)/NKoi + NKo2 =

N YK X\6; we can write (5.35) as a maximization of the inverse of its argument:

NZ{;(A@‘@‘)Q
max
Y  QYa)y/NKok+ NKo2 - NYK b
s.t. Zdil <we

di; < dey Vi,

(5.36)

The following lemma is needed to continue with the proof.

Lemma 15. For the correlation matriz ¥ := UDiag[y,...,vx|U? defined in (5.1) we
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have

K
S92 = trace[STS] = B3 = SSE, = 3 e,
/[:7.7

i=1 ,J

and further,

K
nyi = trace[X] = K.
i=1

Substituting (5.38) in the denominator in (5.36) yields:

VNS (wrifo?)?
max
Y (QYa)y/NKoi+ NKo2—wNK/c2)
s.t. Z dil < wey
i

) N .
di; <wcy Vi,

wl\/ﬁ
QY a)VNKol+ NKot —wiNK

s.t. Z dil < wey
1

max (

Note that Q! (a)VNKo, + NKo, —uwi NK < 0 gives o > Q(vVNK (%
the objective function in (5.39) and substitute (5.37) to obtain:

— Y
max aG(Y)
s.t. Zd?,lgch

i

) ~ .
di; <wce Vi,

w VN )2 and

where, ¢ :=
» ¢l (Q*I(a)\/NKangNKag—wlNK

G(Y) = { Tige % > QVNE (G -1))

_ Zz}j e 2 o < Q(WVNK (Y —1))

4
I

This concludes the proof.

(5.37)

(5.38)

(5.39)

—1)). We square

(5.40)

(5.41)
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6. Decentralized computation algorithms for
wireless networks

We devote this chapter to developing decentralized computation techniques for the al-
gorithms that deal with active security threats. In particular, this chapter studies the
decentralization of the eigenvalue-based detection algorithms. From the implementation
point of view, the core problem of the eigenvalue-based detection algorithms is computing
the eigenvalues of the covariance matrix of some observation data. We address the general
problem concisely as follows. We are given multiple communication nodes with some pro-
cessing power, which are referred to as the agents. Each agent has a row (column) of an
observation matrix, which contains the measurements regarding some malicious activity,
e.g. a jammer. We are interested in finding the eigenvalues of the covariance matrix of the
observation data without the need to rebuild the whole matrix at every node. The appli-
cations of this problem include, but not limited to, channel probing for power admission
control [MSCEL11], spectrum sensing [PS15a], and jamming detection.

In order to compute the eigenvalues, a straightforward approach is to collect all the data
and reconstruct the covariance matrix of the observations at a fusion center followed by a
centralized computation of the eigenvalues. In most cases, however, this is not a desirable
method according to the following arguments. Relying on a single fusion center is not
robust because of single node failure. Furthermore, a centralized architecture is more
susceptible to the Byzantine attacks. On the other hand, in a decentralized structure
a node failure or a Byzantine attack does not disrupt the whole network’s functionality.
Moreover, most of the decentralized algorithms believed to be scalable to the size of the
network easily, whereas a centralized regime faces a lot of problems when the network size
grows larger. Therefore, there is a need for a decentralized computation-communication
scheme that is able to estimate the eigenvalues without reconstructing the covariance
matrix at each node.

In this chapter, we first develop an algorithm for estimating all of the eigenvalues of
a given covariance matrix in the decentralized fashion by applying the generic average
consensus algorithm. Then motivated by an application, we propose applying a special

kind of consensus algorithm, which uses computation over multiple access channels (Co-

109



6. Decentralized computation algorithms for wireless networks

MAC) technique. We further apply the results to the channel probing for power admission

control.

6.1. Background and contribution

6.1.1. Related work

Eigenvalue-based detection methods have been studied extensively in [NPG11,ZMcLMO09].
Nadler at el. have considered two eigenvalue-based detection method, namely, the Roy’s
largest root test and generalized likelihood ratio test in [NPG11]. The authors in [ZMcLMO09]
analyse the test of largest eigenvalue divided by smallest eigenvalue of the covariance ma-

trix.

Decentralized algorithms for eigenvalue computation has attracted many researchers’
attention recently, for instance in [PS15a,PS15b, LSM11]. Penna and Stanczak in [PS15a]
proposed a decentralized largest eigenvalue computation based on the power method. To
compute the other eigenvalues they propose using the Lanczos method. The building block
for the decentralization algorithm is the generic average consensus method, which inspired
the results of this chapter partly. Later in [PS15b] they provide some convergence analysis
of the two algorithms. The analysis suggests that the power method is robust against
numerical errors, whereas the Lanczos method is prone to error, and gives some ‘spurious’

eigenvalues, which needs extra post-processing.

The admissibility of the new links in the context of decentralized channel admission
control for cognitive radio is studied by [BCM95,XSC01,ZC01]. In [BCM95], admissibility
of a new link is verified by observing the variations in the SINR of the new link when its
respective transmitter changes the power in a controlled fashion. The main limitation of
this approach is that it can experience convergence problems if the variations of the SINR
of the new link are small. This problem has been addressed in [XSCO01], which uses a
technique where a new user probes the channel by transmitting at a constant power level.
Then, to detect admissibility (i.e., the existence of a feasible power assignment), the new
user measures its received interference after the power admission control algorithm of the
existing users converges. A more general approach that allows multiple users to join the
system at the same time has been proposed in [ZC01]. However, this approach requires
a complex coordination scheme among users trying to join the system. To date, simple
channel probing schemes, where multiple users are allowed to join the system at the same

time (as required by many cognitive radio systems), remain an open problem.
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6.1.2. Contributions

This chapter exploits the power method (PM) [GL96] to find other eigenvalues of the
covariance matrix. Furthermore, we take advantage of the scalability and robustness of
average consensus to implement our algorithm in a decentralized fashion. Some analyses
on the convergence of the algorithm are provided; however, due to the complexity of the
algorithm a complete analytical proof of convergence is missing. The results are tailored

for two particular applications:

e A special scenario which induces a block diagonal structure on the covariance ma-
trix is considered. We exploit the eigenvalue properties of a block diagonal matrix
to further accelerate the convergence speed. Furthermore, we propose to utilize a
particular CoMAC protocol that enables the computation of certain functions over
the air and reaches consensus in only two iterations [ZGSY12,GS13,NGO7,LMS15].

e The developed eigenvalue estimation technique is applied to the channel probing
problem. The proposed method verifies admissibility of secondary users in cognitive
radio systems (the new links to be added to the system) with a scheme that estimates
whether the spectral radius of the channel matrix is above or below a given threshold
(which is enough to detect admissibility). However, this estimation is done indirectly;
secondary users produces two sequences that converge to the spectral radius of a

matrix that has a close connection to the channel gain matrix.

6.2. Problem statement and preliminaries

We consider K sensors forming a connected graph, in which each edge represents a commu-
nication link. All links use a common wireless channel. The sensors sense some frequency
spectrum to detect the presence of primary users in a given sensing time, 7. Each sen-
sor has a measurement vector y € CV over N realizations of the wireless channel. The

observation matrix is defined to be
Y £ |y(1),... ,y(N)] =1 e CN, (6.1)

where y and 7 are used to denote columns and rows of Y, respectively. The sample

covariance matrix is given by

—vYYH

R 2
N )

(6.2)
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which is positive semi-definite by construction. We intend to compute the eigenvalues
Al > X > - > Mg >0 of R e CEXK | in which we further assume that all eigenvalues
of R are distinct. Using PM, we can compute A; and its corresponding eigenvector vi.
However, some eigenvalue based inference methods require the knowledge of all eigenvalues
of R [MPS13,MSZ15]. So our objective is to show how the PM can be used to provide
estimates of all the eigenvalues. Furthermore, we show how to implement the proposed
scheme in a distributed manner, which boils down to transforming the computations into
local and global steps. We intend to benefit from the concept of consensus algorithms to
deal with the global computations. In the following, we provide a brief introduction to

the average consensus algorithm to be used later.

6.2.1. Average consensus algorithm

An average consensus algorithm can be defined on a network of nodes that form an undi-
rected connected graph. It is a distributed algorithm that takes scalars or vectors as input
from each node and delivers the overall average values of the input available at every node.
Various methods have been proposed [ZGSY12,NG07,0SFM07,LSMGC13]. In this work,
however, we are not interested in a particular average consensus algorithm. Instead, we as-
sume a generic algorithm that achieves consensus without errors. An exception is Section
6.4, where we exploit physical properties of the wireless channel to perform averaging.
In this chapter, the average consensus algorithm is assumed to be an operator CA[-] CK —

CX. The input is the vector with entries representing different measurements at each sen-
sor and the output is a vector with all entries equal to the average of the input vector.

This can be expressed more precisely as
L7
y = CA[x]| = % (17x) 1. (6.3)

One can generalized this notation to the case where each sensor’s input is a vector of size

m. Therefore the input is a matrix of CX*™. This is presented as

Y = CA,[X] = % (117) x. (6.4)

6.3. Techniques for eigenvalue computation

In this section we introduce a generalization of the power method that is based on a matrix
deflation technique (see e.g. [Saall, Ch.4]). The generalized power method is capable of

computing all eigenvalues of a given Hermitian matrix with distinct eigenvalues Ay >
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Ay > -+ > A > 0. The method is shown to be amenable to distributed implementation

provided that a network-wide average consensus can be achieved efficiently.

6.3.1. Generalized power method (GPM)

Motivated by the appealing characteristics of the PM such as robustness [GL96], we intend
to develop an iterative algorithm based on the PM that is able to compute all eigenvalues
of some eigenvalue matrix.

We are interested in estimating the eigenvalues Ay > Ag > --- > Ag > 0 of a hermitian,
positive semi-definite matrix R € CKX*X_ Applying PM to R yields a robust estimate
of A1 and the corresponding eigenvector vi. Now suppose that we have another matrix
Ry with the eigenvalues Ay > -+ > Ag > Ag41 = 0 and the corresponding eigenvectors
identical to those of R except for A\; and vi. Then, we can again use the PM to obtain
Ao. In the following, we explain further details on the construction of Ry from R.

An application of the PM to R provides the eigenvector vi corresponding to the largest
eigenvalue Ay. If we subtract the rank-1 matrix Alvlv{{ from R we can achieve a second

matrix Ro,
RQ =R - )\1V1V{I,

which has the desired features with rank(Ry) = rank(R) — 1. This procedure can be
repeated to obtain the rest of the eigenvalues. Algorithm 3 presents this method in more
details.

Algorithm 3 Generalized Power method (GPM)

Input: Initial vector qf and hermitian PSD matrix R
Output: Eigenvalues \; Vk and eigenvectors vi k € {1..K} of R
: Ri=R, k=0

2: repeat
3: kE+—Lk+1
4:  repeat
S .
5: q?j — qui;
; ququz
6: A Bk
Tk el
7 14141
8 until [\, — A\t <e
9: Vi qfﬁ, A )\}€

10: Rk+1 — Rk — )\kvkvf
H
1: gyt < g — Vi(ay Vi)

12: q2+1 — A1/l
13: until k = K
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In the Appendix 6.7.1, a note on the proof of convergence of GPM is presented.

To see the convergence of the GPM Algorithm, we observe the descent of absolute error

of each 4 estimated eigenvalues in Figure 6.1. We let each inner loop, i.e. PM, run for 50

iterations before moving to the next eigenvalue.

1.5
= Errorofk1
n _ o- Errorof )»2 |
E _ x— Errorof i,
i
2
% + Errorofk4
(%2}
Q
<
0.5% b
\
\
\
\
\
\\Q
x\\\
N
O+ %—8—5 s » & ¢ ¢ o b o ¢ o b
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Number of PM iterations for each eigenvalue

Figure 6.1.: Convergence of GPM in terms of absolute error of estimation for first four

eigenvalues, A1, A2, A3, and \y with K = 16.

6.3.2. Decentralized generalized power method (DGPM)

We can break down the eigenvalue computation into the steps which are possible to perform

locally and into the global steps, which require data exchange between sensors. For the

global steps we use a generic consensus algorithm. Building upon the results in [PS12],

we use the CA operator to perform GPM in a decentralized manner. We need to evaluate

the steps 5,6,10,11, and 12 using CA in Algorithm 3, which are described respectively in
the following. To compute step 5 we recall that in (6.1), y(k), k € {1,..., K} is available

at each sensor. Thus,

Rq =
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where we dropped the indices for simplicity. We can perform y(n)?q, n € {1,...,N}

using the following command:
KCA, [diag [Diag[y (n)]Diag [q]]] . (6.6)

To compute Y q we need to repeat (6.6) for every n € {1,..., N}, which can be simplified

using the vector notation of consensus as
YHq=KCAy [YHDiag[q]] .

Now the vector Y q is available at every node and since the kth row of Y is the local

measurement of the sensor k, the rest of the operations can be done locally. This yields
K .. Hine
Rq = -diag [YCAN [Y Dlag[q]ﬂ. (6.7)

At this point we can write each step in terms of CA; or CAy. Step 10 in Algorithm
3 requires reconstruction of the matrix at each step, which is redundant. Therefore, we
combine it with step 5. To obtain step 6 we reuse the available qf,Ag and q?jl from the

previous step and then apply the consensus operator as,

Oy [diag [Diag[qL]Diag[qZ“H]

A= ; :
CA4 [diag [Diag|qj|Diag[qy]] ]

(6.8)

As for steps 11 and 12 since we have v, locally available at every node after power iteration,

we can calculate them as in (6.7) and (6.8).

Reposing on these discussions the decentralized generalized power method is given in
Algorithm 4. In each step of using CA we loose a large amount of network resources until

eventually the nodes reach a consensus.

If we let the consensus algorithm converge up to a machine precision error, then DGPM
converges exactly like GPM. As far as the numerical analysis of DGPM is concerned, we
have considered the consensus algorithm proposed by [AYSS09]. However, for the sake
of interest, we truncate the consensus algorithm in an average error of 10™* to plot its
convergence speed. Figure 6.2 illustrates this experiment. One can observe the effect
of small error in each round of consensus algorithm on the convergence of decentralized
GPM. When the value of error is more than a certain limit, the convergence for some

smaller eigenvalues might not occur at all.
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Algorithm 4 Decentralized Generalized Power method (DGPM)

Input: Initial vector q) and Y € CN*K
Output: Eigenvalues \; Vk and eigenvectors vi k € {1..K} of R = %YYH
: Ri=R, £E=0,7=0

2: repeat

3 k+k+1

4:  repeat

5: The kth eigenvector estimated as:

i gy ding [YCAn ¥ Dl ]
k—1

— > AKCA, |diag[Diaglv;]Diaglay]] | v;
j=1

6: The kth eigenvalue estimation after ¢ iterations:

CA, [diag [Diag[q}]Diag[qj,]] ]

Py , 4
CA4 [diag [Diag|qj|Diag[aqy]] ]

7: ii+1
: until ])\2, — A <e
9: Vi — qz, A )\;€
10:  The Gram-Schmidt update

q2+1 — qg — KCA4 [diag [Diag[qg]Diag[vk]] } A

12: until £ = K
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o Error of A
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Figure 6.2.: Convergence of DGPM in terms of absolute error of estimation for first four
eigenvalues, A1, Ag, A3, and A4 with K = 16.

6.3.3. Convergence analysis

Unlike PM, which has straightforward bounds on the estimation error, the convergence
properties of the truncated GPM is very involved to achieve. It depends on many variables
including the ratio of consecutive eigenvalues and the truncation error of each step. In
this section, we analyse the convergence of GPM for some special cases.

Throughout this section, the following assumptions are made. For the first (k — 2)th!
of PM rounds we let the algorithm run m iterations, where m — oo, such that the error
of estimation is zero. For the (k — 1)th round of PM we let the algorithm run m < oo
iterations. Therefore we have truncation error in estimation of A\p_; and vi_;. We are
interested in studying the convergence conditions of the next PM round, i.e. kth, PM

round which obtains an estimate of A\;. We begin with,
Ry = Ry1 — Meo1Vi1Vi

K
H 3 3 cH
- Z )\jVjVj —)\kflkalvk_l, (6.9)
j=k—1

in which, 5\;6,1 and Vv;_, denote the estimated A\,_; and vj,_; that are obtained from

truncation of PM iterations at m with Ry_1 as the input.

where k — 2 < K.
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In the following, we study a simple case of error that influence the convergence of PM

with input Ry.

The Estimated Subspace is Aligned

We assume that the error from the estimated subspace vi_1 is negligible, thus v, 1 =

Vi—1. Substituting vi_; in (6.9) we obtain,

K
Rk == Z )\jVjVJH - )\k_lvk_lka_l
j=k—1
K
= Z )\jvjvf + (Ag—1 — )‘k—l)vk—lvffl- (6.10)
ji=k

The necessary conditions for R, to converge to i using the PM algorithm is A\, > [A\g_1—
Ai—1|. A straightforward generalization of the result in Theorem 8.2.1 in [GL96] yields:

- A
Mot — M| < cpq ()™,

k-1
where, cx—1 = |Ap—1 — Ax|(K — k + 2). Thus, the necessary condition for convergence
becomes
A
e (5 < A (6.11)
k—1

Remark 18. Despite the oversimplification, the (6.11) provides an intuition on the con-
vergence behaviour. We observe that if we truncate PM iterations at a large m the
plausibility of convergence increases. On the other hand, for small m, i.e. large truncation
error, the convergence of the algorithm depends strongly on the ratio between consecutive

eigenvalues.

6.3.4. Iterative method of estimating the largest eigenvalue

In the following proposition, we propose an upperbound and a lowerbound that are con-
verging to the largest eigenvalue monotonically decreasing and monotonically increasing
with m, respectively. These bounds will be used later as the core of eigenvalue estimation

of a quick channel probing algorithm.
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Proposition 13. For any m > 1, p = 0 and R > 0 we have

_ (R™p); (R™p)i
Ly, = milnm <pR) < m?xm =Un.
where (-); denotes the ith element of its argument. In addition, for any p > 0 and R >
0, L,, is monotonically increasing, and U,, is monotonically decreasing. Furthermore,

limy, 00 Uy = limyy, 00 Ly, = p(R).

Proof. The proof is shown in Appendix 6.7.2. O

6.4. Application in structured networks

In some applications, especially when measuring a spatially correlated phenomenon, we
might deploy the sensors in the form of a tree with leaves being densely connected clusters
of sensor nodes. The motivation for this scenario can be, for instance, the physical limita-
tions imposed by obstacles such as buildings or maybe due to some a priori information.
This sort of applications imposes a structure on R. To achieve better performance in such

a condition we revisit the proposed algorithm, considering the structured R.

In more details, the set of all clusters C := {Cy, ...C|¢|} covers all the nodes and we further
assume Vi, j C;NC; = () where C; is the jth cluster. Note that the clusters are fixed. Two
nodes belong to two different clusters might be able to communicate since the graph is
connected. In each cluster C; we define a cluster head 0;, which can be any node that has
a direct connection to all of the nodes in the cluster. The cluster head assumes to only be
able to reach the nodes in the cluster. As for most of the physical phenomena, this spatial
correlation greatly decays with the Euclidean distance between the sensors. We assume
sensors belong to different clusters receive almost uncorrelated observation data. There
is, at least, one node in each cluster that has a communication link with at least one node

from another cluster (implied by the connectivity of the graph).

For the aforementioned scenario, the structure of the resulting sample covariance matrix
R is the summation of a block diagonal matrix D € CX*X and a structured error matrix

with very small elements E € CK*K | where

1 H -

~NYi'y; ,Jj€C

[D];; = N7 (6.12)
0 i,j ¢ C
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and

0 i,j€C
NYi y] 1, ¢Cl

where, [D]; ; and [E|; ; are the 4, jth element of matrices D, E. This model is motived as
in the following. For any two sensors i, j € Cj, the i, jth element of R is given by %yZH V-
The spatial correlation model and the structure of the graph suggests that for any node
k ¢ C, we have yy, < yHy;.

In this work, we focus on the case that E ~ 0. One can consider the effect of non-zero
E and study it by means of matrix perturbation tools.

We compute the eigenvalues of each block separately as they constitute the eigenvalues
of the whole matrix. Each block corresponds to a bunch of nodes (cluster C;, [ € {1...|C|})
that are located close to each other, hence, have considerable data correlation. For calcu-
lating eigenvalues of the sample covariance matrix of the nodes in C; we are not required
to communicate with other clusters. This allows for faster convergence in consensus steps
of the proposed algorithm since we have fewer nodes in the consensus algorithm. How-
ever, we can further excel the algorithm’s speed by using the recent results presented as
computation over MAC (CoMAC) [ZGSY12,NGO7].

To be standalone work, we summarize the steps of CoMaC based consensus presented
by the authors in [ZGSY12].

1. The cluster head 0; wakes up according to an order. Then he wakes up all the nodes
in Cj.

2. Nodes send their values to be summed to 0; simultaneously.

3. The received signal at 0; is given by

= Y ), (6.14)
(k€Ci\{0:})

where, x(t) is the observation data of node k at time ¢.

4. Then 0; broadcasts

2(t) = |Ci (o, (t) + 20, (1)) (6.15)
x

After every cluster achieved the eigenvalues of their corresponding block, they need

to use a protocol to share it among other clusters. This can be performed by using an
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ordinary consensus type algorithm among all the nodes. In the following we summarize

the proposed algorithm for structured graphs:

Algorithm 5 Fast Decentralized Eigenvalue Computation (FDEC)

Input: Initial vector qY, clusters C;, 1 € {1,...,Z} and Y € CV*K
Output: Eigenvalues \; Vk and eigenvectors vi k € {1..K} of R = %YYH
l=1,Ri=R, k=0,i=0
repeat
in [th cluster, 0; wakes the nodes up
run DGPM using CoMAC consensus.
move to the next cluster [ <[ +1
until [ = 7
: Use a generic CA(-) to share the outputs the Is cluster among other clusters.

A T o e

Remark 19. In the FDEC algorithm, each step of CA(-) is done in only two communication
shots between nodes and the cluster head, namely a multiple access phase and a broadcast
phase. This is considerably faster than any traditional consensus algorithm that the
number of required iterations for convergence, grows with the number nodes [ZGSY12].
However, the conditions for this gains are idealized due to oversimplification of the wireless

channel.

Remark 20. The comparison between FDEC and DGPM does not shed light on eigenvalue
computation since the difference between them relates to the different consensus methods.
The method proposed in FDEC uses 2 rounds of iteration to reach a consensus, whereas
in our simulations the consensus method from [AYSS09] needs at least 50 iterations. For
a detailed comparison on cluster based consensus using CoMAC and traditional average
consensus we refer the reader to the works [ZGSY12, LSMGC13]. We highlight that the
clear advantage of FDEC because of using CoMAC and special graph topology does not

allow for a fair comparison.

6.5. Application in channel probing

We consider a system with M established links,? which are referred to as primary links
(PLs). In addition, we assume the existence of K pairs of inactive transmitters/receivers,
which we call secondary links (SLs), that want to establish new links using the same chan-
nel of the PLs. The objective is to verify whether the secondary links can be established

without decreasing the SINR of primary and secondary links below a given value.

2Throughout this chapter, as in [ZCO01], the terms link and transmitter/receiver pair are used interchange-
ably.
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In more detail, the channel gain between the ith transmitter and the jth receiver
(primary users) is denoted by ¢;; > 0, thus, the SINR measured by the primary link
i €{1,..., M} can be expressed as:

Ci iDi Di

M+ 35 i CigPi Vit Do i 9igDi

where p; (1 < i < M) is the power at which transmitter ¢ operates. For brevity, we

denote by g; ; = Zl—J and v; = 2 the normalized channel gain and noise, respectively. The

Cii

following definition will be helpful to state the main results in this study.

Definition 24. A system with M users communicating in the same frequency and at
the same time is called feasible if and only if there exists a set of (non-negative) powers
p* = [p},p5, ..., py|T such that v; > 4* > 0, where v* is the desired SINR threshold
common to all users [FM93], [Bam98].

In this study we assume that the PLs are using the classic power admission control
method proposed in [FM93, Bam98, RZ] to compute a feasible power assignment that
guarantees v; > v*. (Note: more general schemes can be considered.) More precisely,
each PL updates its power iteratively according to

*
i(m
pi(m +1) = T2 pilm), (6.16)
Vi
where, m is the iteration index. If the system is feasible, by using the iteration in (6.16),

the users’ transmitted powers converge to the following feasible power allocation:
Py =7 (I-7"G)"lv, (6.17)

where p3; = [p}, P}, ..., 0|7 is the feasible transmit power vector of the PLs, and G = [g; ;]
and v = [v;] are the normalized channel gain matrix and noise vector, respectively. The
following proposition is crucial to the results that follows.

Proposition 14 ([FM93,Bam98,RZ]). The users are feasible in the sense of Definition
24 if and only if the channel matriz G satisfies p(G) < ,Y%, where p(-) denotes the spectral

radius of a matriz.

Now we assume that K SLs try to join the system. The system including both PLs
and SLs has a channel gain matrix of dimension (K + M) x (K + M). We use Z €

RSﬁJrM)X(KJrM) to denote this matrix, which is given by

z_| G G|
G, H
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where G € RY>M G, € RYXE, Gy, € REFM and H € REK.

In light of Proposition 14, the spectral radius of Z provides a necessary and sufficient
condition to verify the admissibility of the SLs (i.e., the system composed of primary and
secondary links are feasible in the sense of Definition 24). In the following, we establish a
biconditional relationship between the spectral radius of Z, p(Z) and the spectral radius
of a smaller matrix taking advantage of the fact that p(G) < 7%

In particular, suppose that the system including both SLs and PLs is feasible; then, by

using (6.17), the optimum power allocation is

-1
I -G —W*Gps] v

PAIll users = 7 [ —’Y*Ggp I— ’Y*H

Clearly, the power vector pal users 18 positive for any vector v > 0 if and only if the
inverse matrix is positive. If one proceeds to evaluate the inversion of the matrix above,

the inverse matrix has all positive elements if and only if [ZCO01]
(I—7"H - 7?Gy(I—7"G)1Gps) ™' = 0.
where, ' =" denotes element-wise inequality. By the Neumann series, this is equivalent to

p(B) < (6.18)

1
v+
where

B2 (H+7Gyp(I—v'G) 1Gpy) . (6.19)

Consequently, the whole system, including PLs and SLs, is feasible if and only if (6.18)
holds, which is the relation that the proposed approach tries to verify.

6.5.1. Bounding the spectral radius

In this section, we are going to establish a sequence of lower and upper bounds on the
spectral radius of the matrix B defined by (6.19). These bounds provide a basis for the
development of a novel channel probing algorithm presented in the next section. First, in
the following lemma, we prove a linear relationship between the interference and the SLs’

transmit power.

Lemma 16. At time k, let the SLs fiz their transmitted powers to q'¥) = [PAr41s- - DM )T
and let vF) = [Picat, .. Tt , where ry = v; +Z§E{5¢Z 9i,jpj, be the interference mea-

sured at the ith link after the primary users respond to the power increase of SLs with the

power admission control in (6.16) (i.e., we assume that PLs are using the power allocation
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given by the point to which (6.16) converges when the transmitters of SLs fix their powers).
Then the following holds:
r®) — (0 = Bq®), (6.20)

where we further assume that q©©0 = 0. (In particular, r) represents the interference

power measured at the SL receivers when the SLs are silent.)
Proof. With the above settings, by using the results in [ZC01], we can show that the
transmit power level of the PLs converges to

pi = (1-7"G)" (v + Gpg™),

where Gp, = [gf;] is the normalized channel gain between the secondary users’ transmitters
and primary users’ receivers. We can verify that the interference at the SLs’ receivers is
given by

r®) = 4 H+7"Ggp(I- V*G)ileS)q(k),

and we conclude that the linear relationship between q*) and r*) — r(© is given by
rd) — p( — Bq®), (6.21)

which concludes the proof. ]

The linear relationship described in the above lemma is illustrated in Figure 6.3. Ap-
plying Lemma 16 and the Proposition 13, which introduces iteratively improvable bounds
for p(B), we design an algorithm to determine the feasibility of the system in the next

section.

e

Figure 6.3.: Our system model for channel probing; a system with SL transmit powers
shown as inputs and interference at the SLs receivers shown as outputs.

6.5.2. An iterative channel probing method

Now we introduce a channel probing algorithm to determine the feasibility of the system
by observing the system’s behaviour in response to channel probing. Based on Lemma
16, if an external user (e.g., the secondary users) increases its transmit power (and with
it the interference level to the PLs), we know that the PLs compensate the loss in SINR

by increasing their transmit powers. As a result, each receiver of the SLs experiences an
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increase in its measured interference. In our approach, starting at k = 0, each node of SL

Z(O) and save this value for later use. Then, each

(1)

i

measures the received interference power r

transmitter of the SLs sends a signal at fixed power level p
(1)

i

, and their corresponding
receivers observe the interference power r;’ for new power allocation of the PLs. At this
point, SLs compute Ly and U; given in Proposition 13 to bound the spectral radius of B
from above and below. Admissibility of the system can thus be verified if either the lower
or the upper bound is above or below the value 1/v* (see the discussion after (6.19)). If
admissibility cannot be determined with the given bounds, SLs repeat the above procedure
with the new fixed power allocation given by q*+1) = r#) — r(0) = Bq®), and they again
compute L, and U,,. In doing so, we have a monotonically increasing/decreasing sequence
of lower /upper bounds of B given by L,, and U,, in Proposition 13. One of these sequences
crosses the value 1/4* provided that p(Z) # 1/4*, in which moment admissibility of the
secondary users can be determined. This approach is summarized below.

Note that, in the above algorithm, one of the main challenges is to implement step 5 in a
truly decentralized fashion. To do so, we can use cluster-based gossip consensus algorithms
[ZGSY12], which are algorithms that can efficiently compute averages of values reported
by users in a network. More precisely, step 5 can be computed (by using averages) with

the following approximation of the max function:?

1
max{zy, -, xp} & R/ [zr]]P + [lz2]lP + .. + [P

for some sufficiently large p > 1. In other words, SLs reach consensus on ||z ||P+||z2|[P+...+
||z ||P, from which moment a good approximation of max{zy,--- ,xz,} is readily obtained.
We refer the reader to [ZGSY12] for details on consensus algorithms.

The simulations use CDMA systems similar to those in [ZC01]. In particular, we con-
sider M = 18 primary links transmitting, and K = 18 SLs probing the channel. The
transmitters are distributed uniformly in a square area of 10km by 10km. The receivers of
each link are distributed at random within a circle around their respective transmitters.

In the setup, the maximum radius of the circle ranges from 100m to 500m. The channel
1
PR

Euclidean distance. The receiver noise power is 1071/, which is assumed to be equal

gain from the 7th receiver to the jth transmitter is given by c¢;; = where d;; is the
for all sensors. The required SINR is v* = 16dB. We assume that all required signalling
between receivers and transmitters is done in separate channels.

In the first experiment, we compare the performance of our algorithm with the scheme
in [ZC01]. Both algorithms perturb the system by transmitting a probing signal and

wait until the PLs converge. The convergence in both cases is asymptotical and the

3Min function can be computed by finding the maximum of inverted values.
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Algorithm 6 Iterative Distributed Channel Probing

Input: Initial powers p(l), 1e{M+1.M+K},k=1,T=0

i

Output: Feasibility/admissibility of the system

1: Each SU receiver measures the received interference T

(0)

while being silent.

2: repeat
3:  Each SU transmits with power pgk), and the corresponding receivers measure the
resulting interference.
4:  After the power level of the PLs stabilizes, SU computes
(B*q);
(BF~1q);
using
Bfq =r® —
5:  Each SU computes
. (B*q); (B*q);
Lk; == Hlill'l m and Uk- == miaX m (622)
6. if Ly > % then
7: T =1 (the SUs are infeasible and leave the system)
8 elseif U, < % then
9: T =1 (the SUs are feasible and proceed with an admission procedure)
10: else
11: Continue with the next step.
12:  end if o) " "
. +1 0
13:  Update the probing power to p; =r;  —r, and k=Fk+1 go to step (2)

14: until 7" = 1 or another termination condition is satisfied
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Figure 6.4.: Average number of iterations that PLs require to converge in order to SLs
determine admissibility as a function of the expected value of v*p(Z).

algorithm that PLs use is given in [FM93,Bam98,RZ]. We investigate the average number
of iterations required by the PLs to stabilize their SIR within a range (¢ = 10~%) in each
scheme. This criterion is more realistic than the overall algorithm’s number of iterations
because the most time-consuming step in both algorithms is the convergence of PLs. As it
is illustrated in Figure 6.4 our proposed algorithm needs significantly less number of PLs
iterations than the other scheme. This can be explained as follows. In each iteration of
[ZCO01], at least, one SL is admitted. Since admitting a user causes a huge impact on the
system, the PLs require a large number of iterations to adapt their powers. However, our
algorithm only perturbs the PLs with small probing powers.

The second experiment focuses on the probability of reaching erroneous conclusions re-
garding the admissibility of secondary users when PLs use a fixed number of iterations
in (6.16). The results in Figure 6.5 shows that, for the implementation of the proposed
algorithm, few iterations of (6.16) are necessary to keep the probability of erroneous con-

clusions at low levels.

6.6. Conclusions

We have revisited the generalized power method and further developed a decentralized

version, which is referred to as DGMP. We have used the generic consensus algorithm as
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Figure 6.5.: Empirical probability of error as a function of the expected values of v*p(Z)
and the number of iterations used in the scheme in (6.16).

the building block for the decentralization. Furthermore, we have elaborated some analysis
on the convergence of GPM, however, providing more rigorous analysis is challenging for

this algorithm. We have modified this algorithm for two special applications.

We have motivated a scenario in which the covariance matrix is semi-block-diagonal.
This scenario arises when the sensors are spread out forming a tree of clusters. In this

scenario, we can expedite the convergence by taking advantage of CoMaC approach.

As far as the second application is concerned, we have developed a low-complexity dis-
tributed channel probing scheme. This algorithm generates two sequences that converge
to a value that indicates the spectral radius of the channel. This value is the largest
eigenvalue of a matrix, which determines the admissibility of the new nodes. One of
the sequences provides a monotonically decreasing upper bound, and the other provides
a monotonically increasing lower bound. The scheme allows multiple SLs to probe the
channel and to verify their admissibility by transmitting a low-power probing tone. Sim-
ulation results show that in practice few iterations are required to detect admissibility of

the secondary users in scenarios with a wide range of congestion levels of the channel.
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Future work

Studying joint jamming detection and channel probing seems to be an interesting direction
for some investigation. The response of the primary users to channel probing is known.
This knowledge can be used to further prevent malicious users from exploiting the cognitive
radios vulnerabilities. Therefore, achieving the channel probing and jamming detection

jointly.

6.7. Appendix

6.7.1. Proof of convergence of ideal GPM

The proof follows from the same token given in [GL96] since for every eigenvalue A\, we
run the conventional power iteration. In order to satisfy the assumptions in the original

proof by [GL96], we need the following lemma to hold:
Lemma 17. The matrices Ry, are all Hermitian, therefore diagonalizable.

It is straightforward if we write,

k—1
Ry =R-> \vv. (6.23)
i=1

Since R is Hermitian positive semi-definite, Rys are holding the same properties as well.

6.7.2. Proof of Proposition 13

The proof is given in two parts; first we prove that

mlgnoo % =p(R) Vi. (6.24)

We can reformulate (6.24) as

o ®ep) . (SRR
e <Rm1p>i‘n35“oo<%§%ml mip), (6.25)
e PR(((R)'R)™p); 620

m=oo ((p(R)~'R)™'p);
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Define a,, = ((p(R)"'R)™p);. By the Perron theorem reproduced in Appendix 6.7.3, it
follows that

lim a, = (xyp);. (6.27)

m—o0

Thus, by considering (6.27), the limit in (6.26) yields

lim ———
mljgo (Rm_lp)i limy;, 00 Gm—1
(xy'p);
(R) 7
(xyTp)i
= p(R),

which proves (6.24).

Now we prove the monotonicity of L,, and U,,. We start with the lower bound. The

objective is to prove that

myy. m+1.Y.
min Rflf)l < min B P)i (6.28)
o R™Mp) T i (R™p);
Define ¢ £ min; % = min; ), b; k% We can manipulate the RHS of (6.28)
as follows:
m+1
mln(?RT —manb J
. Ejkjkavmﬂpn
= min b; : .
i Z Y kbR 1p);
Hence,

m—1
>k jk(gm 1p%k (Rm_lp)J q (R™ 'p);
mmZb,j (Rm T =h > mmZbJ zk (R 1j =

E: bij(R™"'p);
S bR Ip), ¢

where the first inequality follows from the definition of q.

= mlnq

The proof for the upper bound is similar to that of the lower bound. In more detail, we
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want to prove that

R™ Rm+1 .
max & > max ( p)z

R71p); = i (R7p)i

Define w £ max; % =max; y . b; k% Therefore,

(Rerl
mlax W = maX Z b 7]

Db k(Rm*lp)k
= max b; : .
i Z 73k bik(R™1p)y,

Therefore,
m—1
kaﬁml%(R’”l)g w (R™1p),
maxz i, (Rm T oI <mabe7]Zk SR T =P
>, bis (R '),
maxwzk zk(Rm 1 ) = w,

which concludes the proof.

6.7.3. The Perron theorem

For any primitive A (there exist a k& such that A* > 0 ) we have,
lim [o(A) A" = xy”"

m—0o0

where x and y are the normalized (y”x = 1) left and right Perron vectors of A.
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